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1. COKPAILEHUA

B nacTosimem 10KyMeHTE MPUMEHSIOTCS CIIeIYIONe 0003HAUCHUS U COKPAIIICHUS:

AC
APM
NCIIdn
K3
H/IB
HCA
oC
I11x
IK

1O
I[I5MHUH
CBT
C31
TKYHU

- ABTOMAaTU3npoOBaHHasd CUCTCMA,
- ABTOMAaTHU3MPOBAHHOC pa60qee MECTO,

MH(}OpMaLMOHHAs CUCTEMA NIEPCOHATbHBIX TaHHBIX;

KOHTPOJIMpyeMasi 30Ha;

HEJI0OKYMEHTUPOBAHHbIE (HEJIEKJIapUPOBAHHBIE) BO3MOXHOCTH

HGC&HKHHOHHpOBaHHBIﬁ A0CTYII, HCCAHKITMOHUPOBAHHBIC I[GﬁCTBHH;

orncpanroHHasA CUCTEMA,

NEPCOHAIIBHBIC TAHHBIC,

IIPOTrpaMMHBIN KOMILJIEKC;

IpOorpaMMHOE OOECTIeUeHHUE;

1MOOOYHEBIE OJICKTPOMAroHuTHBIC U3JTYUCHUS U HABOJKU,

CpE/ICTBA BHIYMCIUTEIHHON TEXHUKH;
- CPEACTBO 3alIUTHl HHPOPMAIUY;
- TEXHUYECKHI KaHaJl yTeYKH UHPOpPMAIUH.
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2. TEPMUHBbI U OITPEAEJIEHUS

2.1. ABTOMATH3MPOBAHHAs CHCTEMA — CUCTEMa, COCTOSIIIAs U3 MePCOHANIa U KOMILIEKCa
CPEICTB aBTOMATH3AIlMH €r0 JEATEIHHOCTH, peau3yromas WHGOPMAIMOHHYIO TEXHOJIOTHIO
BBITIOJTHEHHUST YCTAHOBJIEHHBIX (DYHKIINH.

2.2. ABTOMaTH3MPOBaHHOe padoyee MeCTO — IPOTPaMMHO-TeXHIUeCKui komruieke AC,
MpeaHa3HAuYCHHBIN U1 aBTOMATHU3ALNH ICATETPHOCTH ONPEIeIEHHOTO BUIA.

2.3. be3omacHoCTh TEpPCOHAJTBHBIX JAHHBIX —  COCTOSHHE  3alUIIEHHOCTH
MEPCOHANBHBIX JAHHBIX, XapaKTepU3yeMOe CIIOCOOHOCTBHIO TIIOJIb30BATENEH, TEXHHUYECKUX
CpeACcTB U WH(GOPMAIIMOHHBIX TEXHOJOTHH 00ecrednTh KOH(QUACHIHNAIHHOCTh, IEITOCTHOCT U
JOCTYITHOCTh TEPCOHANBHBIX JaHHBIX TNMPH HX 00paboTke B WHGHOPMAIMOHHBIX CHCTEMax
MEPCOHATBHBIX TaHHBIX.

2.4. BJoKkUpoOBaHNE MEPCOHAIBHBIX JAHHBIX — BPEMEHHOE MpEKpalieHrne oO0paboTKU
MEpPCOHAJBHBIX JaHHBIX (32 MCKIIOYEHHEM Ciy4yaeB, eciau o00paboTka HeoOXoauma s
YTOYHEHUS TICPCOHATILHBIX TAHHBIX ).

2.5. Bupyc (KoMnbIOTepHBbIH, IPOrPAMMHBII) — HUCTIOTHIEMbINA POTPAMMHBINA KOJI WU
MHTEPIPETUPYEMBbIi HA0Op HHCTPYKIMM, 0Onajaroluidi CBOWCTBAMU HECAHKLMOHUPOBAHHOTO
pacnpocTpaHeHus: U camoBociipoussesieHs. Co3aaHHble 1yOIMKaThl KOMIIBIOTEPHOIO BUpyca He
BCErJa COBNAJAIOT C OPUIMHAJIOM, HO COXPAaHAIOT CHOCOOHOCTh K JajbHEHIIeMy
pacrpoCTPaHEHUIO U CAMOBOCIIPOU3BEICHUIO.

2.6. BpenoHocHasi mporpaMMa — mporpaMma, MpeaHa3HadeHHas AJIs OCYLIECTBIICHUS
HECAHKIIMOHMPOBAHHOI'O JIOCTyNa U (WJINM) BO3JEHCTBUS Ha NEPCOHAIbHbIE JaHHbBIE WM PECYPChI
MH(POPMAIIMOHHON CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

2.7. BenomorartesibHble TEXHHYECKHE CPEJACTBA M CHCTEMbl — TEXHUYECKUE CPEACTBA U
CHCTEMBI, HE MpelHa3HAaueHHbIE JJIs Mepeaadn, o0paboTKH U XpaHEHUs NePCOHAIBHBIX JAHHBIX,
yCTaHABJIMBAEMblE COBMECTHO C TEXHMUYECKUMH CPEJCTBAMM U CUCTEMaMH, IpeHa3Hau€HHbIMU
s 00pabOTKM TEpPCOHANBHBIX JAHHBIX MJIM B IOMELIEHHUSIX, B KOTOPBIX YCTAHOBJICHBI
MH(pOPMAIMOHHBIE CUCTEMBbI IEPCOHAIbHBIX JAHHBIX.

2.8. Jloctym k wuH(popManmu — BO3MOXHOCTh TOJIy4YeHHS HHPOpPMAaLUU U ee
UCTIOJIb30BAHMUA.

2.9. 3akyaiouHOe YCTPOWCTBO — BJIEMEHT CpEACTBa CheMa HH(POPMAlUU, CKPHITHO
BHEJIpsIEMBI (3aKJIa/IbIBACMbIN HJIM BHOCHMBII) B MECTa BO3MOXKHOTO cheéMa HH(popmanuu (B TOM
quciae B OTpaxkJIeHHe, KOHCTPYKIHIO, 00OpyIOBaHHE, NPEIMEThl HMHTEpbepa, TPAHCIOPTHHIC
CPEJICTBA, a TAK)KE B TEXHUYECKUE CPEJICTBA U CUCTEMBI 00pabOTKU MH(MOPMAIIHH).

2.10. 3amumaemas  undopmanmusi — uHDOpMamms, SABISIOMASACA — MIPEIMETOM
COOCTBEHHOCTH M MOJISKaIast 3aIlIUTe B COOTBETCTBUH C TPEOOBAHHUSIMH MPABOBBIX JTOKYMEHTOB
WK TpeOOBAHUSAMH, YCTAHABINBAEMBIMH COOCTBEHHUKOM WH(OpPMAIIIH.

2.11. UnenTudukanus — NprucBoeHUE CyObEKTaM U 00BEKTaM JIOCTYIa UACHTH(HUKATOpA
U (UIM) CpaBHEHHE NPEIBSBIAEMOro HUACHTU(UKATOpA C TEpPeYHEeM IMPUCBOCHHBIX
UACHTU(UKATOPOB.
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2.12. Undopmanusi — cBeaeHus (CooOIIeHUs, MaHHBIE) HE3aBUCHUMO OT (QOPMBI HX
MIpPEICTaBIICHUSI.

2.13. UndopmanuoHHasi cucTeMa — COBOKYIMHOCTh COZAEp)Kameiics B 0a3ax JaHHBIX
uH(popMauK U 00ecreYnBaIOLIUX €€ 00pab0TKy MH(POPMAIIMOHHBIX TEXHOJIOTUA U TEXHUYECKUX
CPEJICTB.

2.14. UndopmaniuoHHAs CHUCTEMa MEPCOHAJBHBIX JAAaHHBIX — COBOKYIHOCTh
coaepxamnuxcsi B 0a3ax JaHHBIX MMEPCOHATBHBIX JAHHBIX W 00ECTEUMBAIOIIUX MX 00pabOTKy
MH(POPMAIIMOHHBIX TEXHOJIOTHIA U TEXHUIECKUX CPE/ICTB.

2.15. KonTtposiupyemasi 30Ha —  TPOCTPAHCTBO, B  KOTOPOM  HMCKJIIOYEHO
HEKOHTPOJIMpyeMoe NpeOblBaHUE COTPYAHMKOB M TIOCETUTENEH omepaTopa M IOCTOPOHHUX
TPAHCMOPTHBIX, TEXHUYECKNX U MHBIX MAaTEPUAIBHBIX CPECTB.

2.16. Moaean HAPYLIUTEJIs — a0CTpaKTHOE (popmanuzoBanHOE W
He(OpMaTM30BaHHOE) ONMCAHUE HAPYIIUTENIs IPABUII pa3rpaHUyeHUs JOCTYMA.

2.17.Mopeab yrpo3 — Qu3nyeckoe, MaTeMaTHYeCKOe, OIUCATEeIbHOE IMpeICTaBlIeHUE
CBOICTB WJIM XapaKTEPUCTUK Yrpo3 0e30MacHOCTH HHPOPMALIUH.

2.18. Hapymmureab 0e30I1aCHOCTH NEPCOHAJBHBIX [JaHHBIX — (u3uueckoe JHIO,
CIIy4ailHO WJIM TpeJHAMEPEHHO COBEpIIAolee ICHCTBUS, CIEICTBUEM KOTOPBIX SBIISETCS
HapylieHrue Oe30MacHOCTH NEPCOHANbHBIX JaHHBIX MpU MX 00paboTKe TEXHUYECKUMU
CpelICTBaMU B UH(OPMAIIMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JaHHbBIX.

2.19. HenokyMeHTHPOBaHHbIE (HexeKJIapUpPOBAHHbBIE) BO3MOKHOCTH —
(GyHKIIMOHAIbHBIE BO3MOKHOCTH CPEACTB BBIYUCIMTENBHON TEXHUKHU, HE OIMCAHHBIE WM HE
COOTBETCTBYIOIIUE OINKCAHHBIM B JIOKYMEHTAIMH, MPU HCHOJIB30BAHUU KOTOPBIX BO3MOXKHO
HapylieHne KOHQUICHIMATIbHOCTH, JOCTYMHOCTH WM  LEJIOCTHOCTH  0oOpabaTbiBaeMoit
uHopMaIuu.

2.20. HecaHKIIMOHMPOBAHHBIN T0CTYI, HECAHKIIMOHUPOBAHHBIE AeHCTBUS — JIOCTYN K
uHbOpMallUK WINA ASUCTBUS ¢ HHPOpPMAIUEH, OCYIIECTBISIEMbIE C HapYIIIEHUEM YCTAaHOBJIEHHBIX
nmpaB U (WJIM) MPaBWI JocTyna K MHGOpMAlMK WK JIEHCTBUN ¢ HEW C MPUMEHEHHUEM IITATHBIX
CpelncTB  HMHGPOPMAIMOHHOW CHCTEMbl WM  CPEACTB, AQHAJIOTMYHBIX WM TI0 CBOHUM
(GYHKIIMOHAILHOMY MpPEAHA3HAYCHHUIO U TEXHUYECKUM XapaKTEPUCTUKAM.

2.21. Hocuteap mHpopManuu — Qu3ndecKkoe JUI0 WM MaTEPHAIBHBIA OOBEKT, B TOM
yucie Gu3ndeckoe moie, B KOTOpoM HHGPOpMAIUsS HAXOJUT CBOE OTPaK€HHE B BUJE CHMBOJIOB,
00pa3oB, CHUTHAJIOB, TEXHUYECKHX PEIICHUH M TPOIECCOB, KOIMUYECTBEHHBIX XapPaKTEPUCTHK
(bU3MYECKUX BEITUYHH.

2.22. O6e31uYnBaHNe TNMEPCOHATbHBIX JAAHHBIX — JICUCTBHs, B pPe3yJibTaTe KOTOPBIX
CTAaHOBUTCSI HEBO3MOXKHBIM 0€3 HCIOJB30BAaHUS JIOMOJIHUTEIBHON HH(OpMALMU ONpPENeIUTh
MPUHAJICKHOCTH MEPCOHANBHBIX JAHHBIX KOHKPETHOMY CYyOBEKTY IepCOHATIbHBIX JaHHBIX.

2.23. O0paboTka mepcoOHATBHBIX AaHHBIX — Io0oe JeiicTBue (omepauus) WId
COBOKYIHOCTH JICHCTBUI (Omeparuii), COBepIIaeMbIX ¢ UCIIOIb30BAHUEM CPEJICTB aBTOMATH3AINH
wi 0e3 HUCIONB30BaHUS TAKHX CPEACTB C MEPCOHAIBHBIMHU JAHHBIMH, BKIIOUYask cOOp, 3amuch,
CHCTEMAaTHU3aIMI0, HAaKOIUIEHUE, XpaHEeHHe, yTouHeHne (OOHOBIEHHE, N3MEHEHHE), W3BIICUCHUE,
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UCIIOJIb30BaHME, Iepeaavy (pacnpoCTpaHEHUe, NPeJOCTaBIECHUE, JAOCTYI), OOEe3IMYUBaHUE,
OJOKHpOBaHME, yAICHNE, YHUUYTOKEHUE TIEPCOHATBHBIX JaHHBIX.

2.24. O6bekT MHPOPMATH3ANUH — COBOKYITHOCTh HHPOPMAITMOHHBIX PECYPCOB, CPEICTB
U CcUCTEM O00paboTKM HH(pOpMAlMU, HCHOJIb3YEMBIX B COOTBETCTBHUM C  3aJaHHOU
MH(}OPMALIMOHHOM TEXHOJIOTUEH, CPeACTB obecreueHusl 00beKkTa nH(pOpMaTH3aUH, TOMEIICHUHA
W 00BEKTOB (3aHUH, COOPYKEHUH, TEXHUYECKUX CPEICTB), B KOTOPHIX OHHU YCTaHOBJICHBI, WITH
MOMENIeHHS U O0BEKTHI, IPeHA3HAYCHHBIE IS BEACHUS KOHPHUACHIIHATBEHBIX TIEPETOBOPOB.

2.25. OnepaTop — rocyJapCTBEHHbI OpraH, MyHUIMNAIbHbBIN OpraH, IOPUAUYECKOE WU
¢bu3nYecKoe JHUI0, CAMOCTOSTETFHO MM COBMECTHO C APYTUMH JINIIAMHU OPTaHU3YIONMUE U (MITH)
OCYIIECTBJISIFOIIME 00pabOTKy MEPCOHANBHBIX JAaHHBIX, a TAKKE OMPEACTSIONINE e 00padoTKu
MIEPCOHANBHBIX JIaHHBIX, COCTAaB IMEPCOHAIBHBIX JAaHHBIX, MOJISKANINX 00padoTKe, ACHCTBUSA
(omepanun), coBepIIaeMbIe C IEPCOHATLHBIMU JTAHHBIMHU.

2.26. OnepanuoHHasi  cMCTeMa  —  COBOKYIMHOCTh  CHCTEMHBIX  TPOTpaMM,
npeaHa3HaueHHas Ui  OOECTICUeHHsI OMPEJCICHHOTO YPOBHA J(PQPEKTUBHOCTH CHCTEMBI
o0paboTku uWH(pOpPMALIMM 3a CUET aBTOMATU3MPOBAHHOIO YIpPABJICHHUS €€ paboTol u
MIPEIOCTaBISIEMOTO MOIH30BATENIO ONPEAECIEHHOT0 Habopa yCIyT.

2.27. IlepcoHanbHble AaHHbIe — J00as WH(OpMaNMsA, OTHOCAIIASCS K TPSIMO WU
KOCBEHHO OTPEJICIICHHOMY WM OlpeaensieMoMy (Gu3nyeckomMy Juiy (CyObeKTy MepCOHaNbHBIX
JTAHHBIX).

2.28.IlepexBar (uHpopManum) — HEMPABOMEPHOE TMOJydYeHHe HHPOPMAIIUU C
UCIOJIb30BAHUEM TEXHHYECKOTO CpPEJICTBA, OCYUIECTBIISIIONIET0 OOHapy)XeHHe, TpHEeM U
00paboTKy HHGOPMATUBHBIX CUTHAJIOB.

2.29.I10004HbIe 3JIeKTPOMATHUTHBbIE W3JYYeHHS] M HABOAKHM — DIIEKTPOMArHUTHBIE
U3TyYeHUs TEXHUYECKUX CPEACTB 00pabOTKM 3amuiaeMoil MH(OpMalnK, BO3HUKAIOIINE Kak
noOOYHOE SBJICHHE M BbI3BAHHBIC JIIEKTPUYECKUMHU CHUTHAJIAMHU, ACUCTBYIOIIMMHU B UX
ANEKTPUYECKUX U MArHUTHBIX IEMNSAX, a TaKKe DJIEKTPOMArHUTHBIE HABOAKHU STHUX CHUTHAJIOB Ha
TOKOTIPOBOSIINE TUHUHU, KOHCTPYKIIUU U IIETIHA MTUTAHUS.

2.30. IToab30BaTesb — JIMIO, y4acTBYyIONee B (YHKIIMOHHPOBAHHH WHOOPMAIMOHHOMN
CUCTEMBI NIEPCOHATIBHBIX JAHHBIX WU UCTIOIB3YIOIIEEe pe3yIbTaThl €€ (YHKIIMOHUPOBAHHUS.

2.31. IlpaBujia pasrpaHuYeHHs JOCTYNA — COBOKYITHOCTh MPAaBUJI, PErIIAMEHTUPYIOIINUX
MpaBa J0CTyIMa CyObEKTOB JIOCTyIAa K 00BEKTaM JOCTyIA.

2.32.IlporpaMMHas 3aKJaJKa — CKPHITHO BHECEHHBIM B MPOrpaMMHOE ObOecreueHue
(GYHKIIMOHAIBHBI OOBEKT, KOTOPBIM MPHU OIpeAeTeHHBIX YCIOBHIX CIHOCOOCH 00ecreunTh
HECAHKIIMOHUPOBAHHOE MporpaMMHOe Bo3jaeicTBue. Ilporpammuas 3akinagka MOXET OBITh
peanu3oBaHa B BHJIE BPEIOHOCHOM MPOrpaMMbl WIIM IPOTPAaMMHOI0 KOJ1a.

2.33. IlporpaMMHOe oGecneyeHHe — COBOKYITHOCTH MPOTPaMM CHCTEMBI 00pabOTKH
WH(OPMAIINH U IPOTPAMMHBIX IOKYMEHTOB, HEOOXOIMMBIX ISl KCILTyaTaIlH 3TUX TPOTPAMM.

2.34. PacnpocTpaHeHue MNEePCOHAJBbHBIX [AaHHBIX — JICWCTBHsI, HANpPAaBJICHHBIE Ha
PacKpbITHE EPCOHATBHBIX TaHHBIX HEONPEACICHHOMY KPYTY JIULL.
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2.35. Pecypc mH(pOpPMANMOHHOMH CHCTEMbI MEPCOHAJBHBIX JAHHBIX — HNMCHOBAHHBIN
AJIEMEHT CHCTEMHOIO, MPHUKIAJHOTO WM allapaTHOro ooOecrneueHus (QyHKIHMOHUPOBAHUS
MH(OPMALIMOHHON CHUCTEMBI IEPCOHAIBHBIX JTAHHBIX .

2.36. CpeacrBa kpunrorpapuyeckoii 3amurbl uHpopmanuu (mudpoBaibHbIe
(kpunrorpaguyeckue) cpeacrsa, kpunrocpeacrsa, CK3U) — cpeanctsa BBIYUCIUTENBHOU
TEXHUKH, OCYILECTBISAIOIIME KpunTorpaguueckoe mnpeoOpazoBaHue HMHPoOpMaUuu s
oOecrnieyeHust ee 0€30MaCHOCTH.

2.37.CpeacTBo 3amMThl MHpOPMANUM — TEXHUYECKOE, MPOrPAaMMHOE, MPOTrpaMMHO-
TEXHUYECKOE CPEACTBO, BEIIECTBO U (WJIM) MaTepHall, MpeHa3HauYE€HHbIE WIH UCIOIb3yEMBbIE IS
3aIUThl UH(pOpMAITIH.

2.38.CpeacTBa BBIYMCJIUTEIBHOH TEXHMKM — COBOKYNMHOCTh MPOTPaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpabOTKH JaHHBIX, CHOCOOHBIX ()YHKIIMOHHPOBATH
CaMOCTOSITEIbHO WJIM B COCTaBE JPYTHX CUCTEM.

2.39. Cy0beKkT aocTyna — JUI0 WM TPOIECC, ACUCTBUS KOTOPOTO PETrIAMEHTHPYIOTCS
MpaBUJIAMH pa3rpaHUyuEHus JOCTyTa.

2.40. Texnnyecknii KaHaJd YTe4ykHM HH(OpPMAUMM — COBOKYIIHOCTh HOCHTENs
uHdopmaiuu (cpeactBa 00paboTKH), PU3NUECKONW Cpeabl pacmpocTpaHeHUs WH(OOPMATHUBHOTO
CUTHaJIa ¥ CPEJICTB, KOTOPHIMU JOOBIBAETCS 3aliuiaeMas nHpopmarus.

2.41.¥Yrpo3a 0e30MaCHOCTH — COBOKYIMHOCTh YCJIOBHH M (PaKTOpPOB, CO3JAIOIINX
NOTEHLUATBHYI0 WM pEaJbHO CYHIECTBYIONIYIO OMAacCHOCTh HapylleHUs Oe30MacHOCTH
uHpopManuu.

2.42.Yrpo3bl 0€30laCHOCTH TMEPCOHAJBHBIX JAHHBIX — COBOKYIHOCTH YCJIOBHHA U
(hakTOpoB, CO3AIONINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCJIE CIy4ailHOTO, IOCTYyIIa K
NEPCOHANTBHBIM JaHHBIM, PE3YJIbTATOM KOTOPOTO MOKET CTaTh YHUYTOXKEHUE, H3MEHEHHE,
OJIOKMpOBAaHME, KOMUPOBAHME, PACIPOCTPAHEHUE TEPCOHANBHBIX MaHHBIX, a TaKXKe HHBIX
HECAaHKIIMOHUPOBAHHBIX JEHCTBUM mpu uUX o00paboTke B HH(OPMAIMOHHON cucTeMe
MEPCOHATBHBIX JAHHBIX.

2.43. YHUUYTOKeHHE MEePCOHATbHBIX [JaHHBIX — JCHCTBUS, B pe3yJibTaTe€ KOTOPBIX
CTAHOBHUTCSI  HEBO3MOXXHBIM  BOCCTAHOBHTH  COJIEp’KaHHWE  MEPCOHAJbHBIX  JAaHHBIX B
WHOOPMAIIMOHHON CHCTEME TMEepPCOHANBHBIX JaHHBIX M (UJIUM) B pe3yJbTaTe KOTOPBIX
YHUUTOXKAIOTCSI MaTepuaibHble HOCUTENN MEPCOHATBHBIX TaHHBIX.

2.44. YTeuka (3amuuiaemMoii) wuHpOpManUM N0 TEXHHYECKHM KaHajlamM —
HEKOHTPOJHUPYEMOE paclpocTpaHeHWe HMH(OpPMALMU OT HOCHUTENs 3alluiaeMoil mHbopmanuu
yepe3 (u3MuecKyro cpeay [0 TEXHHUYECKOrO0 CpEeACTBA, OCYLISCTBISIOUIETO IepexBar
uH(pOpMAaIIHH.

2.45. YA3BUMOCTh — HeKas c1a00CTh, KOTOPYIO MOXHO HCIOJIb30BaTh JJIsl HapylIEHUS
CHCTEMBI WJIH COZIEeprKalleiics B Hel MHpOopMaluu.

2.46. IlesiocTHOCTH MH(OPMALIMU — COCTOSHUE MH(OPMALIMH, TPH KOTOPOM OTCYTCTBYET
m000e ee U3MEHEHHEe MO0 M3MEHEHHE OCYLIECTBIISIETCS TOJIBKO MPEAHAMEPEHHO CYyOBEeKTaMH,
MMEIOLMMU Ha HETO MpaBo.
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3. HOPMATUBHBIE CCBIJIKA

Cucrema J0DKHA COOTBETCTBOBATH TPEOOBAHMIM cienyromux DeneparbHBIX 3aKOHOB U
MPUHATHIX B COOTBETCTBUH ¢ HUMU HOPMATUBHO-TIPABOBHIX aKTOB!

— ®Oenepanbubiii 3akoH oT 27 utoist 2006 . Ne 152-D3 «O nepcoHambHBIX JaHHBIXY;

— Ilocranosnenue I[lpaBurensctBa Poccuiickoit ®@enepanmu ot 1 HosOpst 2012 r. Ne 1119
«OO0 yTBep)kIeHUN TpeOOBaHUM K 3allUTe MNEPCOHAIBHBIX JaHHBIX MHpU HUX 00paboTKe B
MH(OPMAIIMOHHBIX CUCTEMaX MEPCOHATBHBIX JaHHBIX);

— [Ipukaz ®CTIK Poccun ot 18 dpenpans 2013 r. Ne 21 «OG6 yrBepxkaenun CoctaBa u
COJIepKaHUsI OPTraHU3allMOHHBIX U TEXHUYECKUX Mep M0 obOecrneueHno 0e30MacHOCTH
MEPCOHATBHBIX JaHHBIX TPH MX 00pad0TKe B WH(OPMAIMOHHBIX CHCTEMaxX MEPCOHATBHBIX
JTAHHBIXY.

Taxke mnpu ¢opmupoBanun Hactosmedn Moxaenun yrpo3 6e3omacHoctu  [1/IH
WCTIOIH30BAIIUCH CIICAYIONINE HOPMAaTUBHO-TIPABOBHIC IOKYMEHTHI:

— bazoBass Monenb yrpo3 0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX TPU UX 00paboTKe B
WHPOPMAIIMOHHBIX CHCTEMaX MEePCOHATBHBIX MaHHBIX, YTBEPKICHHAS 3aMECTHTEIIEM IUPEKTOpa
OCTIK Poccun 15 despanst 2008 r.;

— Meronuka onpeieNieHus akTyaJlbHbIX YIpo3 0€30MacCHOCTU MEPCOHAIBHBIX JAHHBIX MpPU
ux o0paboTke B UWH(GOPMALMOHHBIX CHCTEMaX [EPCOHANBHBIX JAHHBIX, YTBEp)KIEHHAas
3amectutenem aupekropa DCTIK Poccun 14 dpespans 2008 r.;

—T'OCT 34.003-90 «HudpopmanmonHas TexHosorus. Kommieke cTaHZapToB Ha
aBTOMATU3MPOBAHHBIE CUCTEMBL. TE€PMHHBI U OIpEACTICHUS», YTBEPKIECHHBIM MOCTAaHOBJICHUEM
I'occranmapra CCCP ot 27 nexadpst 1990 r. Ne 3399;

— T'OCT P 50922-2006 «3amuta uHpopmamnmu. OCHOBHBIE TEPMHHBI W OMPEACICHUS,
YTBEPXKICHHBIH Tpukazom @DenepaqbHOr0 areHTCTBa IO TEXHUYECKOMY PETYJIMPOBAHUIO U
meTposioruu ot 27 aexadbpst 2006 r. Ne 373-cr;

—T'OCT P 51275-2006 «3ammura wundopmaruu. OObekT wuHPopMaTuzanuu. DakTopsl,
BO3JIeHCTBYyIONMEe Ha uWHpopmanuio. OOmMe TMOJIOXKEHUS», YTBEPKICHHBIM IPHUKA30M
QdenepaibHOTO  areHTCTBA MO TEXHUYECKOMY  PETYJIHUPOBAaHUID U METPOJIOTHH
ot 27 nexabpst 2006 r. Ne 374-cr;

—T'OCT P 51624-2000 «3amura wuHOpManuu. ABTOMAaTU3UPOBAaHHBIE CHUCTEMBI B
3amuiIeHHoM ucnoiHeHuu. OOme TpeOoBaHUS», YTBEPKICHHBIA Tpukazom DeneparbHOTO
areHTCTBA 10 TEXHUYECKOMY peryiupoBanuto u merposoruu ot 10 cenrsops 2014 r. Ne 1046-cT;

—T'OCT 19781-90 «Ob6ecneuenne cucreM o00paboTkn HWHGOPMAIIMH IPOTrPpaMMHOE.
TepMuHbl M omnpeneneHus», YTBEPKACHHBI MOCTaHOBIEHHWEM [ OCyIapCTBEHHOTO KOMHUTETA
CCCP o ynpaBneHUIO KaueCTBOM MPOAYKIMU U cTaHgaptaMm ot 27 aBrycra 1990 r. Ne 2467,

—T'OCT 15971-90 «Cucrembr o0paboTku uHpopManuu. TepMUHBI U ONpEAEICHUNN,
YTBEpKJEHHBIM nocTaHoBiaeHueM [ocygapctBeHHoro komurera CCCP mno ynpaBieHHio
Ka4yecTBOM IPOAYKIUH U cTaHAapTaM oT 26 okTs0ps 1990 r.Ne 2698;
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— PykoBoasiiuii TOKyMeHT «3alinuTa OT HECAaHKIMOHUPOBAHHOTO AOCTYyNa K HH(OPMALIUH.
Tepmunbl 1 onpeneneHus», yTBepKAcHHbIM Pemenuem npencenarens I'ocrexkomuccun Poccun
ot 30 mapta 1992 .
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4. OCHOBHBIE TOJIOKEHU A

4.1. B wuHpopManMOHHAs CHUCTEMa MEPCOHAJBHBIX MAAHHBIX «OOpaleHuss TrpaKaaH»
(manee — UCIIIn «OO0parieHus rpaxkian») ocyiiectpisiercss oopadorka [1/1H.

4.2. B cootBerctBum co cTtatbert 19 denepanproro 3axona ot 27 utonst 2006 r. Ne 152-
@3 «O nepconansHbIX JaHHBIX», MBOY «Cpennsisi obmieoOpazoBarenpHas mmkoiga Ne 31
r. Momxap-Omnsl» (manee — MBOY «Cpenusis o6meobpasoparensHas mxoma Ne 31 r.Momkap-
Onb») npu obOpabotrke II[lH HeoOXoauMO MpPUHUMATh I[PaBOBbIC, OpPraHU3ALUOHHBIE W
TEXHUUYECKHE Mepbl UM 00ecrneunBaTh UX npuHaTue A 3amuthl [1/IH oT HempaBomepHOro uinu
CIIy4allHOro JOCTyna K HHUM, YHUYTOXXEHMS, W3MEHEHHUs, OJIOKMPOBAHMS, KOMUPOBAHUS,
npeaocTaBieHus, pacnpoctpaHenus [IJ[H, a Takke OT HMHBIX HENPABOMEPHBIX JICUCTBHI B
orHomienuu I1/IH. Meponpusitust no obecnieuenuto 6e3omacHoctu [IJIH npu ux obGpaboTke B
NCTIduae «OOpamenus: rpaxkaaH» BKIOYAIOT B cels ompeaeneHue yrpo3 OezomacHoctu I[1/IH
npu ux o6paboTke, GpopMHpoBaHHME HA UX OCHOBE MoJenH yrpo3 OesomacHoctu I1IH mpu ux
ob6pabotke B UCII[Jue «Ob6paienus rpaxaan» (naiee — Monens yrpo3s).

4.3. Mogenb yrpo3 COIEpKUT CUCTEMATU3UPOBAHHBIA MepedeHb yrpo3 0e30macHOCTU
[T11 mpu ux o6pabotke B UCIIdHe «ObparieHus rpaxaan.

4.4. VYrpo3ssl 6e3omnacHoctu [1/]H, conepsxkamniuecss B Mojenu yrpo3, MOTYT YTOUHSATBCS U
JIOTIOJIHATHCS TI0O MEpE Pa3BUTHS CIIOCOOOB U CPEJICTB UX pean3aluu.

4.5. Hacrosimas Mogenb yrpo3 c@opMuUpOBaHa B COOTBETCTBUU C METOJMYECKUMU
nokyMeHTaMu @CTIK Poccun u @Ch Poccuu ¢ yyeToMm ciieiyrommux NpyuHIUIOB:

—B cnyyae oOecnedenus OezomacHoctd II/ln Oe3 wucnonb3oBanuss CK3U  mpu
dbopmupoBanuu Mojenu yrpo3 ucnoib3ytorcs meroanueckue qokymeHTsl @CTIK Poccun;

— B ciuydae ompeneneHuss MBOY «Cpennsisi obOmeoOpa3oBatenbHas mikoja Ne 31
r.Momkap-Onbl» HeobXoamumocTn obecneueHns GezomacHoctn I1/{H ¢ ncrons3oBanneM CK3U
npu GopmupoBanuu Mozenu yrpo3 ucnoisib3yrorcs Mmeroaudeckue 1okymeHTsl @CTIOK Poccun
u ©Cb Poccun.

4.6. Moaenb yrpo3 MOXKET OBITh TIEPECMOTPEHA:

— 1o pemennio MBOY «Cpennsis o6uieo6pazosatenbhas mkoaa Ne 31 r.Homxkap-Ombi»
Ha OCHOBE MEPHOJUYECKH MPOBOJMMBIX UM aHalIHM3a M OlEHKH yrpo3 OezomacHoctu [1/[H c
yderoMm ocobennocteit u (unu) usmenenuit UCI/{na «OOpaiienus rpaxaany»;

— 0 pe3ysibTaTaM MEpONPHUSATHI MO KOHTPOJIIO 3a BBINOJIHEHUEM TpeOOBaHMNA K
obecnieuennro 6e3omacuoctu [1J[H npu ux obpadotke B UCII[dHe «OOpaieHus rpaxmaany;

— B Cllyyae BO3HUKHOBEHHs (OOHapY>XEHHsI) HOBBIX YS3BHUMOCTEH M yrpo3 0e30macHOCTH
I11H;

— B Clly4ae M3MEHEeHHs (elepalbHOTO 3aKOHOJATENbCTBA B YAaCTH ONPEACICHHS yIpo3
6e3onacuoctu [1/]H, akTyansHbIx pu ux oopadorke B UCII/H;

— B Cllyyae MOSBJICHUSA HOBBIX YIpO3 B HCIHOJb3yeMBIX MCTOYHHMKAX JAHHBIX 00 yrpo3ax
6e3onacuoctH [1/]H, koTopbie OyayT akTyanbHBIMU 17151 paccMarpuBaembix TunoB UCIH;
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— B CIydyae M3MEHEHUS CTPYKTYPHO-(DYHKIIMOHAJIbHBIX XapaKTEPUCTHK, MPUMEHSEMbIX
MH(OPMALIMOHHBIX TEXHOJOrUMi win ocobeHHocTell ¢pyHkumonupoBanus MCIIAH, ciencrBuem
KOTOPOTO CTaJI0 BOBHUKHOBEHHE HOBBIX aKTyalIbHBIX yrpo3 6e3omacHoctu [1/1H;

— B CJIy4ae MOBBIIICHHUS] BO3MOKHOCTH PeaM3allMy WK ONACHOCTH CYIIECTBYIOIIHUX yTPO3
oe3onacHocTu 11/1H;

— B CITy4yae MOSIBJICHUS CBEICHUN U ()aKTOB O HOBBIX BO3MOKHOCTSX HapyIIUTENEH.
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5. ONMCAHUE HHO®OPMAIIMOHHOMN CUCTEMbI TIEPCOHAJIBHBIX JAHHBIX 1
OCOBEHHOCTEM EE ®YHKIIUOHUPOBAHUSI

5.1. Heau u 3axaum, pemaembie UCIIInom «O0pamenus rpaxkaian»

5.1.1. B UCIIdue «OOpamenuss rpaxiaH» B aBTOMaTU3UPOBAaHHOM  PEKHUME
obOpabatsiBatorcs [1/lH B 1iensax: paccMOTpeHHE 00paleHuil TpaxaaH.

5.1.2. Ilepeuenr wunpopMmanmu mnpuBeaeH B I[lpukaze «OO0 yTBEpKICHHH TMEpPEYHS
MH(OPMALIMOHHBIX CHCTEM TMEPCOHANBHBIX JAHHBIX M TMEpPEeYHs NEePCOHANbHBIX JIaHHBIX,
coJiepKaluxcsi B MPOrpaMMHBIX KOMILJIEKCaX, BXOSIIMX B COCTaB MH(OPMALIMOHHBIX CHUCTEM
TIepPCOHATBHBIX JaHHEIX B MBOVY «Cpennss o6meobpasoBatenbHas mkona Ne 31 r. Momkap-
OnbI» oT

5.2. Onmucanue CTPYKTYPHO-(PYHKIMOHAIBbHBIX XapaKTepUCTUK UCITIua

«O0pamenns rpaxkaan»

5.2.1. UCII[In «OOpamienusi TrpaxaaH» MPeACTaBiIseT co00ll aBTOMATHU3UPOBAHHOE
paboyee MecTo, HE MMEIOIIee MOAKIIOUEHUE K CeTsIM CBSI3M TOM 4YHCIIE K OECIpPOBOJHBIM CETSIM
CBSI3H.

5.2.2. ®usnueckue rtpanunsl MCIIIH ompemeneHpl Mo mnepuMeTpaM IOMEIICHUN, B
KoTophix pacnosaraercs UCITIH.

5.2.3. I'panunbr K3 UCII/[Ina «OOGpamenus rpaxnan» omnpeaenstorcs [Ipukazom «O06
oOecrieueHUH O€30MaCHOCTH MOMEIIEHUHN, B KOTOPBIX pa3MelleHbl MHPOPMAIMOHHBIE CUCTEMbI
NEPCOHANIBHBIX  JaHHBIX, MW coxpaHHoctH Hocutened Il B MBOY  «Cpennss
o61eoOpasoBatenshas mkona Ne 31 r. Horkap-Omnbn» ot

5.2.4. O6bmme xapaktepuctuku HWCII[Ina «OOpamenus TpaxaaH» TMpPUBEACHB B
Tabnure 1.

Ta6muma 1 — Xapakrepuctuku UCIT1/IHa «Obparenus rpaxaan»

rij‘(-r'l XapakTepucTuka 3HaYeHHe XapaAKTePUCTHKH
OO01ne XapakTePUCTHKHU
1. Cocras NCI1/lHa «O0parieHus rpaxaany, mporpam- — Ilaker odwucHBIX mprIOXkeHN Microsoft
MHBIE KOMILICKCBI Office
2. MecTo HaxXOXKIeHUS — 424007, Pecrybnuka Mapuii D, r.Momkap-
Onmna, yn. IIpoxopoBa, 1.48
3. Hasnauenue PaccMotpenne oOpameHnii rpaxaan
4. Crpykrypa UCI1Ina «OOpaieHus rpaxaany ABTOMaTH3MPOBaHHOE pabouee MecTo
5. Pexxum obpabotku [1/1x B UCI1ue «Obpaiuenus MHoOromnonp30BaTeNbCKUM
rpaxaan»
6. Pasrpannuenne npas noctyna nons3oBateneiit UCII- C pasrpaHrYeHHEM ITpaB AOCTyNA
Jua «O0parieHus rpakian»
7. CreneHb BO3MOXHOTO yiiepOa npy HapyLIeHUH KOH- Bricokas creneHb
¢$buaeHIMaTBPHOCTH HHGOPMALIUU
8. CreneHs BO3MOXHOI'0 yiiepOa npu HapyLeHun A0c- CpenHsis CTENEHb
TYIHOCTH HH(OpMayu
9. CreneHb BO3MOXHOT'0 yiiepOa npy HapyLeHNH 11e- CpenHsisi CTENEHb
JIOCTHOCTH MH(OpMaIHU
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5.2.5. Texunueckue u sKciuryaTanuoHHsle xapakrepuctukun WCII[Ina «Oo6pamenus
Tpaxaan», omnpeaenstonme ypoBeHb wucxoaHou 3amwumieHHoctn WCII[na «Oo6pamenus
rpakaaH», IPUBEICHBI B TaOIHIIE 2.

Tabnuna 2 — Iokazatenu ucxonnoit 3amumennocty MCIIxna «OOpatienus rpaxxaan»

I‘E‘QH XapakTepucTuka 3HayeHHUe XapaKTePUCTUKH YpoBeHb 3a1MIIEHHOCTH
1. TeppuropuanbHoe pa3MelleHue Jlokansnas UC, pazBepHyTas B npe- Beicokuit
Jlenax OJHOrO 3AaHUS
2. Hanuune coeqnHeHns ¢ CeTIMHU UC, puszmnuecku OTACICHHAS OT CETH Bricokuii
0011Iero nojib30BaHus 00II1ero MoJIb30BaHuUs
3. Bcerpoennsie (JieranpHBIC) OIle- YreHue, MOUCK, 3alUCh, yJIaJIEHUE, Huzkuit
paliuu ¢ 3anucsaMu 0a3 JaHHbBIX COPTHPOBKA, MOJU(HUKAIMS, ITepea-
4a
4. Pasrpannuenne noctyna k qanaeiM | MIC, K KOTOpOH MMEIOT JTOCTYII BCE Huskuit
COTPYIHUKHU OPTaHU3AINH, SIBIIS-
forneiica Brnagensiem MC
5. Hanwuaue coenunennii ¢ 6azamu Wnrerpuposannas MC (oprannzanus Huskuit
naHHbIX HHBIX MC MCIIOJIB3yET HECKOJBKO 0a3 TaHHBIX,
TIPU 3TOM OPTAHHU3AIUS HE SBIISETCS
BJIA/IETBIIEM BCEX MCIONB3yEeMBIX 0a3
JTAHHBIX )
6. YpoBeHb 00001eHus (00€3THyu- HC, B KOTOpOH MpeaoCcTaBsIeMbIe Huzknit
Banus) [1/1x MOJIb30BATEIIO JaHHbBIE HE SBIISIIOTCA
00€3TMIEeHHBIMH (T.€. IPUCYTCTBYET
WH(pOpMAITHSI, TIO3BOJISIONIAS UJICH-
tuduipoBath cyonexra I1/1H)
7. O0beM TaHHBIX, KOTOPHIE NC, npenocraBisromas 9acTh JaH- Cpennmit
MIPEIOCTABIISIOTCS CTOPOHHIM HBIX
ronp3oBatersiM MCI/{aa «O6pa-
IIEHUS TpaXkaan» 0e3
TIpEIBapHUTEIHLHON 00pabOTKH

5.2.6. CooTHolleHue XapaKTEPUCTUK NCITdna «O0parenus rpakIany,
COOTBETCTBYIOIIUX Pa3HbIM YPOBHSIM 3alllUIICHHOCTH, OIpEAeTIeHHbIE HA OCHOBAHUHU JaHHBIX
TaOIULBI 2:

— 28.6% xapakrepuctuk HMCII/Ina «OOpaiieHuss rpaxiaH» COOTBETCTBYIOT 6bICOKOM)
YPOBHIO 3alllMILEHHOCTH;

— 14.3% xapakrepuctuk HCIIJlna «OOpaiieHus TrpakgaH» COOTBETCTBYIOT CpeoHeMm)y
YPOBHIO 3allMILEHHOCTH;

—57.1% xapakrepuctuk MCII/lna «OOpamieHusi TpaxaaH» COOTBETCTBYIOT HU3KOMY
YPOBHIO 3aIlUIIEHHOCTH.

5.2.7. B coorBerctBUM ¢ MeTOAMKOW OIpeneseHusl aKTyalbHBIX yrpo3 Oe30MacHOCTH
MEPCOHANBHBIX AaHHBIX mpHu uXx obpadorke B UCII/In, UCII[An «Obpamienus rpaxnan» UMeeT
BBICOKMI YPOBEHb MCXOJHOW 3aluIleHHOCTH, ecau He meHee 70% xapakrepuctuxk MCII/IHa
«OOparieHuss TpakAaH» COOTBETCTBYIOT YpOBHIO «BBICOKHIT», a oOcCTajdbHblE — YPOBHIO
«Cpemunit». HWCIIJIn «OOpamienus rpaxgaH» HUMEEeT CPEeIHHH  ypOBEHb  HCXOJHOMN
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3amuuieHHoctd, ecau He MeHee 70% xapakrepuctuk MCII[Ina «OOpamenust rpaxxaaH»
COOTBETCTBYIOT YPOBHIO He HIKe «CpenHuil», a octanbHble — ypoBHIO «Huzkuit». B ocTanbHbIX
ciyuyasx UCIIOu «OOpaiienusi rpaxkaan» UMeeT HU3KUH ypOBEHb MCXOJHOMN 3alllUIIEHHOCTH.
Yposens ucxoanoi 3amumennoctd UCIIna «O6pamienns rpaxaany: nuskui (Y1=10).

5.2.8. Ilepeuens IIK, NCTI/na
CoJlepKalluX TMpU3HAKKM O0O0pabOTKM HHPOpPMALMU, W HUX XaAPAKTEPUCTHUKU MPHUBEICHBI B

BXOJAIINX B COCTaB «O0pareHus TrpaxIany,

Taduie 3.

Tabnuma 3 — Xapakrepuctuku nporpammubix komruiekcoB B UCTI/Ine «OOparieHust rpaxkian»

HaunmeHnoBa-
Karteropun KonnuectBo Ypogens 3a-
nue IIK, co- Kateropun
cy0ObeKTOB cy0ObeKTOB IHMIEHHOCTH
Ne JepsKammnx IIn, oOpada-
II1n, oopada- | IIH, oOpaba- Tun yrpo3 IIn, o0pada-
n/n NPU3HAKH THIBAaeMbIX B
oBpaboTKH K THIBaeMbIX B THIBAEMbIX B THIBa€MbIX B
K K K
uHopmManuu
1. | ITaker odwuc- 2015 CyOnbexTsI, HE Menee uem Yrpo3sr 3-To 4
HBIX TIPUJIOXKE- SIBIISAIOLAECS 100 000 THIIA
Hui Microsoft COTpYIHUKAMU
Office

5.2.9. MUcxons u3 BeimeykazanHbix xapaktepuctuk [1K, Bxomsmux B coctaB MCII/Ina
«O0parteHus rpaxaan» U coaeprkanux npuzHaku oopadotku [11u, st [11x npu ux o6pabdoTke
B UCIIlne «OOpaienus rpakaan» B COOTBETCTBUU ¢ « TpeGoBaHUSAMU K 3alIUTE MEPCOHATBHBIX
JaHHBIX TpU HUX 00paboTke B HHMOPMAIMOHHBIX CHCTEMax MEPCOHANbHBIX JaHHBIXY,
yTBepKACHHBIMH TIocTaHoBIeHUEM [IpaButenbcTBa Poccutickoit ®enepanuu ot 1 Hos6pst 2012 r.
No 1119 omnpenenen 4 ypoBeHb 3amuiieHHOCTH. OcHOBaHUE: «AKT OIpENENCHUs] YPOBHSA
3alMIICHHOCTH TEPCOHAIBHBIX JaHHBIX MpH HUX 00paboTke B HH(OpPMAIMOHHAs CHUCTeMa
nepcoHaNbHBIX JaHHbIX «OOpamenusi rpaxaan» MBOY «Cpenusis o6meoOpa3oBarenbHas
mkosa Ne 31 r. Mourkap-Oms» 0T

5.2.10. ®yHKIMOHABHBIE

xapaktepuctuku HCII[dna «OOpaimienus rpaxigaH» u

HCIIOJIb3YCMBIC TCXHOJIOTHU OTPAKCHBI B Ta6J'II/II_[e 4,

Tabnuna 4 — OyHKIHOHATIBHBIE XapaKTEPUCTUKU U UcToNib3yeMble TexHnonoruu B MCIT/{na
«OO0palleHus rpakKaaH»

iﬁl XapakTepucTHKA 3Ha4YeHNe XapaAKTePHCTHKH
1. Hcnonp30BaHKEe ChEMHBIX HOCUTENEH HHpOpMaLUU He ucnons3yrores
2. Hcnonp30BaHKe TEXHOIOTUI BUPTyaIU3alliu He ucnons3yrores
3. Hcnonp30BaHKe TEXHOIOTHI OECIPOBOIHOIO JOCTYyIA He ucnons3yrorcs
4. Hcnonp30BaHMEe MOOMIBHBIX TEXHUYECKHUX CPE/ICTB He ucnons3yrores
5. Hcnonp30BaHKe BeO-CEPBEPOB He ucnons3yrorcs
6. Hcnonp3oBanue Smart-kapt He ncnone3yrorcs
7. Hcnonp3oBaHue 00IaYHBIX YCIyT He ncnone3yrorcs
8. Hcnonp3oBanue TpUI-CUCTEM He ncnone3yrorcs
9. Hcnonp3oBaHne TEXHOJIOIMH CYyNEPKOMIIBIOTEPHBIX CUCTEM He ncnone3yrorcs
10. Hcnonp30BaHKe XpaHUIUIL OOIBLIMX JAHHBIX He ncnone3yrorcs
11. Hcnonp30BaHKE YMCIOBOTO IPOrPAMMHOr0 000py10BaHHSI He ncnone3yrorcs
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Ne
i XapakTepucTUKa 3HayeHHe XapaKTePUCTUKH
12. Hcnonp3oBanue 01HOPa30BBIX Maposie He ucnonp3ytorcs
13. Hcnonp3oBaHue 31€KTPOHHON MOYTHI He ucnonpiyercs
14. Hcnonp3oBaHye TEXHOJIOTHH Mepeiayn BUACONH(OpMAaLIU He ucnonpiyercs
15. Hcnonp3oBaHye TEXHOJIOTHH YIAJIGHHOTO paboyero croia He ucnonp3ytorcs
16. Hcnonp30BaHNE TEXHOJIOTUN YAAJIEHHOTO aIMUHUCTPUPOBAHUS He ncnonp3yrores
17. Hcnonp3oBaHue TEXHOJOTUH YAaJIEHHOIO BHENOIOCHOro JocTyna | He ncnonp3ytorcs
18. Hcnonp3oBaHue TEXHOJIOTUH BEO-0CTyIIA He ucnons3yrorcs
19. Hcnonp3oBaHrEe TEXHOJIIOTHI NIEpEadn pedn He ucnone3yrores

5.2.11. CocrtaB UCIIQna «O0bpareHus rpaxuaany:

5.3. Uudopmanuonnsie morokun UCIIIna «O0pameHus rpaxian»

5.3.1. Ilepenaua [1/I1 no TeNEKOMMYHUKAIIMOHHBIM KaHAJIaM CBSI3U HE OCYIIECTBIISETCS.

5.3.2. llepeqaua  uHpOpMaALUU, HE  COCTABISIIOLUIEH  TOCYJapCTBEHHYIO  TaifHy,
coJiepkalleiicss B TOCyIapCTBEHHBIX MHPOPMALIMOHHBIX CUCTEMAX, M0 TeIEKOMMYHHUKAIIMOHHBIM
KaHajlaM CBSI3M HE OCYILECTBIISETCS.

5.3.3. K wundopmammonnsiM pecypcam MCII[Ilna «OOpameHuss TrpaxgaH» He
OCYUIECTBIISIETCS YAAJIEHHBIN TIOCTYI COTPYAHUKOB IPYTUX OpPraHU3alUM.

5.3.4. Buytpu opranmzanuu B WCII/[Ine «OOpamienust rpaxiaan» HE OCYUIECTBISETCS
nepenava [1/In ¢ ucnons3oBanuemM cerei CBA3M OOIIETO MOIb30BAHUS.

5.4. O6bextnl 3amuThl UCII[Ina «O0paineHust rpaxaan»

5.4.1. B coorBerctBUM ¢ HOpMaTuBHBIMH JokyMeHTamu DPCTOK Poccuu k oObekTam
3alIUThl OTHOCSTCS:

— IlepcoHanbHBIC JaHHEIC,

— ABTOMaTH3MpOBaHHBIC paboUYne MecTa MOJIb30BATEIICH;

— NMudopmarusi, oTHOCATIAsICS K 3aluTe HHQOpPMAIUK, BKIOUYasl KIFOYEBYIO, TTApOIbHYIO
¥ ayTeHTH()HUIUPYIONTYI0 HH()OPMAITHUIO;

— Qaiinel KOHGUTYpALUH TPOTPAMMHOTO 00CCIICUSHHSI M CPEJICTB 3allUThl HH(OpMaIny;

— Kananbpl (JIWHUM) CBS3H, MCIOJB3YIOIIUECS ISl B3aMMOJICHCTBUS TEXHUYCCKUX CPEICTB
WH(POPMAIIMOHHOW CUCTEMBI, HaXOSIIUECS B TpeeiaX KOHTPOJIUPYEMBIX 30H;

— JIoKyMeHTalus, B KOTOpO# oTpakeHa WH(pOpMAIHMs O MepaxX M CPEACTBAaxX 3allUThI
WH(POPMAITMOHHOW CUCTEMBI;

— [Tomenienusi, B KOTOPBIX pa3MelieHa HHGOpMalMoOHHas CUCTeMA.




CTPAHMUIIA 15

MOJEJIb YI'PO3

6. MOAEJIb HAPYHIUTEJISA BESOITACHOCTHU UCIIJHA «OBPAIIEHU A
I'PAXKIAH»

6.1. Onucanue NOTEHUHAJIHLHOI0 HAPYLIUTEJS

6.1.1. B cootBercTBUU ¢ HOpMaTuBHBIMU nokyMeHTamu PCTIOK Poccum mo nHammumio
IpaBa MOCTOSIHHOTO WK pa3osoro pocrymna B K3 UCII[{na «O6pamienus rpaxxaan» HapyLIHUTEIu
MTOAPA3ACIIAOTCS HA J1BA THUIA:

— BHEILIHWE HAPYIINUTEIN — HapymuTenu, He umeromue gocryna k UCIIJIny «O6panienus
TPaKIaH», PEaTU3yIOIINe YIPO3bl U3 BHEUTHUX CETEH CBSI3M OOIIEro MOJIb30BAHUS U (WJIM) CeTel
MEXTyHapOJHOTO UH(POPMAIMOHHOT'O 0OMEHA;

— BHYTpPEHHHE HapylIUTenn — Hapymurenu, umeroniue aoctyn k UCIAny «O6pamienus
rpaxaan», Bkiatoudas mois3oBatenet MCII[Ina «OOpamieHus: rpaxkaany, peaqu3yroliie Yyrpo3bl
HernocpeactBeHHo B MCIT/Ine «O0patieHus rpaxaany».

6.1.2. BHemHMMHM HapyUIUTEISIMH MOTYT OBbITh: CIELMAIbHbIE CIYKObl MHOCTPAHHBIX
rocyaapctB  (OJIOKOB  TOCYJapCTB); TEPPOPUCTUUYECKHE, OSKCTPEMHUCTCKUE TPYNIHPOBKH;
MPECTYIHbIE TPYIIbl (KPUMHUHAIBHBIE CTPYKTYpbI); BHEIIHHE CYObEKThl ((u3nueckue IuIa);
KOHKYPUPYIOIIME OpraHu3aluu; pa3padOTYMKU, MPOU3BOAUTEH, MOCTABIIUKH MPOTPAMMHBIX,
TEXHUYECKHUX U MPOrPaMMHO-TEXHUYECKUX CPEJCTB; ObIBIINE PAOOTHUKH (TI0JIH30BATENH).

6.1.3. Xapaktep u ob6wem IIJlH, Xpanumbeix u oOpabaTteiBaeMbix B WCII/IHe
«OO0pallieHus TpakaaH», SBISIETCS HEIOCTAaTOYHBIM Ui BO3MOXKHOM MOTHBAIIMM BHEIIHErO
HAPYILIUTENS K OCYIIECTBICHUIO ICUCTBUMN, HAITPaBJIECHHBIX Ha yTeuky uHpopmaruu nmo TKYU.

6.1.4. BHyTpeHHMMH  HapymIHMTEISIMH MOTYT OBITh:  CIIEIUAJbHBIC  CITYKOBI
MHOCTPAHHBIX rocyAapcTB (OJIOKOB TOCYIapCTB); JIMIIA, IPUBJIEKAEMbIE JJIsl YCTAaHOBKHU, HAJa/IKH,
MOHTa)Ka, [YCKOHAJIAJOYHBIX M  HWHBIX BHUAOB  paboT; juma, obecrneynBaroume
GyHKIMOHUpOBAaHWE WHOOPMAIIMOHHBIX CHUCTEM WM OOCIy)XHBalOUIMe HHPPACTPYKTYPY
orepaTopa (aAMUHHUCTpallMsi, OXpaHa, YOOPIIMKH U T.J.); MOJb30BaTeId HWHGOPMAIMOHHON
CUCTEMBI; aIMUHUCTPATOPHI HHGOPMAIIMOHHOM CUCTEMBI M aIMUHUCTPATOPBI OE30MACHOCTH.

6.1.5. Ucxoms w3 muenmert m 3amau MCII[JlHa «OOpamieHusi TpakaaH», BHAA
oOpabaTeiBacMoil WH(pOpMAIMK, ydeTa MOCIEACTBUI OT HapylIeHWH CBOMCTB 0O€30macHOCTU
uH(pOpMaIK, BHYTPEHHUI 1 BHEIIHUN HAPYIIUTEIN MOTYT UMETh CIICAYIONINE BOZMOKHbBIE SN
(MOTHBAIIMIO) U BO3MOXHOCTHU, OTICAHHBIE B TaOIHIIE 5:

Tabnuna 5 — [lenu BHYTpeHHHUX W BHEITHUX HapyIIUTENCH

Bo3MoskHbIe Heu (MOTUBaLMSI) peajin3aluu yrpo3 de3omnac-

Bua napyuiurens
Py HOCTH HHdopManun

BHyTpeHHMIi HAPYIINTENb

CrienmanbHble CITyXObl HHOCTpaHHBIX TO- | — Hanecenne ymepOa rocyaapcTBy, OTHENBHBIM €ro cdepam jae-
cyaapcts (0JI0KOB rocynapcTB) SITEIBHOCTH UJIM CEKTOPaM 3KOHOMMKH;

— Jluckpeauranus Wik JecTaOuian3anys IeaTeIbHOCTH OpraHoOB Io-
CYJIapCTBEHHOM BIIACTH, OpraHU3alui

.HI/ILIa, IIPUBJICKACMbIC JJI1 YCTAHOBKHU, HA~ - HpI/I‘lI/IHeHI/Ie HUMYIICCTBCHHOI'O yIuep6a IyTeéM MOUICHHUYCCTBA
JIJaAKW, MOHTAa)Xa, IyCKOHAJIaJOYHbIX U WJIK UHBIM MPECTYIIHBIM IIYTCM;
HWHBIX BUJIOB pa60T - Here[[HaMepeHHLIe, HCEOCTOPOXKHBIC UIIN HeKBaJ’II/I(I)I/II_II/IpOBaHHLIG

JIEUCTBHUSA
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MOJEJIb YI'PO3

Buja napymuress

Bo3MoskHbIe e/ (MOTUBaLMSI) peajin3anuu yrpo3 de3omnac-
HOCTH HHGopManuu

JIuna, obecreunBaronye GpyHKIHOHHPOBA-
HHe HHOOPMAI[MOHHBIX CHCTEM MJIH 00CITy-
YKHBAIOIKe HHYPACTPYKTYpy oreparopa
(agMuHHCTpAIKs, OXpaHa, yOOPIIUKA 1
T.J1.)

— [lpuunHeHre MMYIIECTBEHHOro yiiepOa MyTeM MOIICHHUYECTBA
WJTU UHBIM TIPECTYITHBIM ITyTEM;

— HenpennamepeHHble, HEOCTOPOXKHBIC MIIM HEKBATH(DHUIIMPOBAHHBIC
JEeHCTBUS

[Nonp3oBaTenu HHPOPMAIIMOHHONW CHCTEMBI

— [lpuunHeHne WUMYIIECTBEHHOTO yliepba MyTeM MOIICHHHYECTBA
WJIM UHBIM IPECTYIMHBIM ITYTEM,

— JIro6ONBITCTBO MM JKeJaHHe caMopeann3alu (MOATBEpKIAECHUE
cTaTtyca);

— MecTs 3a paHee COBEpUIEHHBIE JEICTBUS;

— HenpennamepeHHble, HEOCTOPOXKHBIC HIIM HEKBATM(DUIIMPOBAHHBIC
JIEHCTBHUS

AIMUHHCTPATOPBI HHPOPMAIIOHHOH CcHC-
TEMBI M aJ]IMHHUCTPATOPBI 6€30M1acHOCTH

— [lpuunHeHre MMYIIECTBEHHOro yiiepba MyTeM MOIICHHUYECTBA
WJTU UHBIM TIPECTYITHBIM ITyTEM;

— JIro6ONBITCTBO WM JKEJaHWe caMopeann3anyu (MOATBEPKIECHUE
cTaTtyca);

— MecTs 32 paHee cOBEpLIEHHBIE NEICTBUS;

— BbIsiBlIeHHE YSA3BUMOCTENM € LEIBI0 UX JaJbHEHIIEH Npojaxud u
MoJy4deHus! PUHAHCOBOM BBITOJIbI;

— HenpennamepeHnHble, HEOCTOPOXKHBIC MJIM HEKBaTM(DHUIIMPOBAHHBIC
JIEHCTBUS

BHeuiHuii HApymuTeJIb

CrennaibHbBIe CITy>KObI HHOCTPAHHBIX TO-
cynapcTB (6JI0KOB TOCYIapCTB)

— Hanecenne ymep0a rocynapcTBy, OTIENbHBIM ero cdepam Je-
ATEIIbHOCTH UJIM CEKTOpaM 3KOHOMHUKH;

— uckpenuranns Wid AecTaOuiIn3ays AeITeIbHOCTH OpPTaHOB TO-
CyJapCTBEHHOM BJIACTH, OpraHU3aIui

TeppopuctTudeckue, SKCTPEMHCTCKHE
TPYIITUPOBKU

— Hanecenne ymep0a rocynapcTBy, OTIENbHBIM ero cdepam Jie-
ATEIIbHOCTH WJIM CEKTOpaM 3KOHOMHUKH;

— CoBep1eHre TeppOPUCTHIECKUX aKTOB;

— Waeonornyueckue wiv MOMATHYECKIE MOTHBHI;

— uckpenuranns Wiv AecTaOWIH3aIys JeITeIbHOCTH OpPTaHOB TO-
CyZIapCTBEHHOM BJIACTH, OpraHU3alni

[Ipecrymabie rpynns! (KpUMHHATHHBIE
CTPYKTYPBI)

— IlpuunHeHne MMYIIECTBEHHOrO yuiepba IyTeM MOIIEHHHYEeCTBa
WJIM UHBIM MIPECTYIHBIM IIYTEM;

— BrisiBneHUE YA3BUMOCTEH C LENbI0 MX JajbHEHIIEH MpoJaxu U
MIOJy4eHHUs] UHAHCOBON BBITOJbI

Bremmnue cyObekTs (PU3NIECKHe JHIIA)

— M neonornyeckue Wi MOJIATHYECKAE MOTHBEI,

— IIpyuriHeHHe MMYIIECTBEHHOro ymiep0ba ITyTeM MOLICHHHYECTBa
WA MHBIM MIPECTYITHBIM ITyTEM;

— JItoOomBITCTBO MM JKeNaHWe caMopeanu3anuu (IOATBEPKIACHHE
cTaryca)

Konkypupytomue opranuzaniu

— IlonydeHne KOHKYPEHTHBIX IPEUMYILECTB;
— IlpuunHeHne UMYIIECTBEHHOro yiiepba IMyTeM MOIIEHHHYEeCcTBa
WJIM MHBIM IPECTYIHBIM ITyTeM

PaBpa60T‘II/IKI/I, MIpOn3BOAUTEIIN, I1OC=
TABIIUKU IMPOTrPaMMHBIX, TCXHUYCCKUX U
MIpOrpaMMHO-TCXHUYICCKUX CPEACTB

— BHenpenue JONOMHUTENBHBIX (DYHKIIMOHAIBHBIX BO3MOXKHOCTEH B
NPOrpaMMHOE OOECTICUeHNE WIIM MPOrPAaMMHO-TEXHHUUECKHE CpPEesIc-
TBa Ha 3Tare pa3pabdoTKH;

— [lpuunHenne WMyIIECTBEHHOro yimiepda MyTeM MOIICHHHUYECTBa
WJIH UHBIM TIPECTYITHBIM ITyTEM;

— Henpennamepennble, HEOCTOPOXKHBIE MM HEKBAIH(PHUIIMPOBAHHKIE
JICUCTBUS

BeiBire paboTHUKH (TI0O7H30BATENH )

— MecTb 3a paHee COBEPIIEHHBIE JEHCTBHUS;

—HpI/I‘lI/IHCHI/IC HMYIICCTBCHHOI'O yIJ_[ep6a MIyTEM MOHICHHUYCCTBA
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MOJEJIb YI'PO3

Buja napymuress

Bo3MoskHbIe e/ (MOTUBaLMSI) peajin3anuu yrpo3 de3omnac-
HOCTH HHGopManuu

WJIW UHBIM NPECTYINMHLIM ITYyTEM

6.2. Ilpeanmono:kenuss 00 uHPOPMANMOHHONH M TEXHUYECKOHl BOOPYKEHHOCTH

HapyLUHuTe e

6.2.1. BHyTpeHHHE HapYIIMTEIN MOTYT UMETh CIEAYIONINE BO3MOXHOCTH, OTIFICAHHBIC B

tabure 6:

Tabnuna 6 — Bo3MOXXHOCTH M 11eJ BHYTPEHHUX HapyIIUTeNnen

Bupa BHyTpeHHero
HApYLUHUTEJIs

B03MOKHOCTH 1O peain3anuy yrpo3 6e30nacHocTH HHGOPpMAHT

CrenmanbHbie
CITy’KOBI MHOCTpaH-
HBIX TOCYJapCTB
(6m0K0B TO-
CyZIapcTB)

— Bo3moxHOCTB OCYHICCTBJIATH HecaHKHHOHI/IpOBaHHBIﬁ J0CTYyIl U3 BBIACIICHHBIX (BCI[OMC'
TBEHHBIX, KOPIIOPATUBHBIX) CETEH CBSI3M, K KOTOPHIM BO3MOXKEH (DU3UYECKHH JocTyn (He-
3aIIMIICHHBIX OPraHUu3allMOHHBIMU MepaMI/I);

— B0o3MOXXHOCTh MONMYYHTH AOCTYN K MPOTPAMMHOMY O0ECIIEUEHHIO YUIICETOB (MUKPOIPOr-
paMMaMm), CHCTEMHOMY W MPHUKJIaTHOMY MPOrPAMMHOMY OO€CIIEYEeHHNI0, TEIEKOMMYHHUKAIIH-
OHHOMY OOOpPYIOBaHHIO M JIDYTHM IPOTPAMMHO-TEXHUYECKAM CpeACTBaM HWH(OPMAIHOH-
HOH CHCTEMBI A Tp€AHaMEPEHHOI0 BHECCHM A B HUX y513BI/IMOCTeI>‘I HJIK MIPOrpaMMHBIX 3aK-=
TaJI0K;

— Xopormasi 0CBEIOMIEHHOCTh O Mepax 3aluThl HHPOPMALUH, IPUMEHAEMBIX B HH(pOpMa-
LIMOHHON cucTeMe, 00 aJropuTMax, allapaTHbIX U MPOrPaMMHBIX CPEACTBAaX, UCIOIb3Y-
eMBIX B HH()OPMALIMOHHON CHCTEME;

— Bo3MOXXHOCTD TONTYy4UTh MHGOPMAINIO 00 YS3BUMOCTSAX ITyTEM HPOBEACHHS CIEIHANb-
HBIX MCCJIEOBaHUN (B TOM 4MCIIe C IPUBJICUEHHEM CIELUAIN3UPOBAaHHBIX HAyYHBIX Opra-
HU3aLUi) ¥ IPUMEHEHUS CIIELUaIbHO pa3paboTaHHBIX CPEACTB A aHaJIM3a IPOrPaMMHOIO
o0OecIieueHus;

— Bo3MOXXHOCTE CO31aHMsI METOJOB U CPEACTB pean3aliy yrpo3 0e3omnacHocTH uHpopma-
LUH C IPUBJICYEHUEM CIICUATN3UPOBAHHBIX HAYYHBIX OPTaHU3ALUN U peann3aluy yrpos3 C
[IPUMEHEHUEM CIIE[UAIbHO pPa3pabOTaHHBIX CPEACTB, B TOM YHCIE O0ECIEUNBAOLINX
CKPBITHOE IIPOHUKHOBEHHUE B NH(GOPMALIMOHHYIO CUCTEMY U BO3/EIICTBHE Ha HEE;

— Bo3MOXXHOCTE CO31aHUSI U NPUMEHEHUS CHELUANbHBIX TEXHUYECKUX CPEACTB Ui T10-
OpiBanus WHMOpMAIH (BO3ACHCTBUSA Ha WHPOPMAIIHIO WM TEXHHYECKHE CPEACTBA), pac-
MIPOCTPAHSIOIEHCS B BUIE PU3NIECKUAX TIOJTEH WM SBIICHHI,

— Bo3moxxHOCTE TONMY4YHMTh HMHGOPMALHUIO 00 YA3BHUMOCTSAX OTAENbHBIX KOMIIOHEHT HH-
(hopMaITMOHHOM CHUCTEMBI, OITyOIMKOBAHHYIO B OOIIEAOCTYITHBIX NCTOYHUKAX;

— Bo3MoxHOCTE MONMy4YnTh MHPOPMALMIO O METOJaX M CPEACTBAX peanu3aluu yrpos3 Oe-
30MaCHOCTH MHQOpMANHX (KOMITBIOTEPHBIX aTaK), OMTyOIMKOBAHHBIX B OOIIEIOCTYITHBIX HC-
TOYHMKAX, U (MJIM) CAMOCTOSITENIbHO OCYIIECTBISICT CO3JaHHE METONOB U CPEICTB peaju-
3allMH aTaK U PeaIM3aLHIo aTaKk Ha HHPOPMALIMOHHYIO CUCTEMY;

— OCBEJOMIIGHHOCTh O MEpax 3alUTbl MHPOPMALMH, MPUMEHIEMbIX B MH(OPMaLMOHHON
cHcTeMe JaHHOIO THIIa;

— Bo3moxkHOCTE TOTY4YHMTH HMHGOPMALUIO 00 YA3BHUMOCTSAX OTAENbHBIX KOMIIOHEHT HWH-
(hOpMaLIOHHON CHUCTEMBI ITyTEM NPOBEIEHHS, C UCIONb30BAaHHEM HMMEIOLIMXCS B CBOOOI-
HOM JIOCTYII€ IPOrPaMMHBIX CPEICTB, aHaJHM3a KoJa MPHUKIAJHOr0 IporpaMMHOro obecre-
YEeHUS! U OTAENbHBIX HPOrPAMMHBIX KOMIIOHEHT OOILIECHCTEMHOrO MPOrpaMMHOro obecrie-
YEeHUS;

— ocTyll K CBEAEGHUSIM O CTPYKTYPHO-(YHKLIHOHAJBHBIX XapaKTepUCTHKaX M OcCOOeH-
HOCTSIX ()YHKUMOHUPOBaHHS HHPOPMAIIMOHHOH CHCTEMBI

JIuua, npusneka-
eMbI€ JUIsl YCTaHOB-
KW, HAJIaJKH, MOH-
Ta)ka, MyCKOHaJIa~

— Bo3MoxxHOCTE MOJYy4YHThb I/IH(i)OpMaI_II/HO 00 YA3BUMOCTAX OTACIIbHBIX KOMIIOHCHT HWH-=
(1)0pMaL[I/IOHHOI71 CUCTEMBI, OHY6J'II/IKOB8,HHyIO B 06I_LIG,I[OCTy1'IHBIX HCTOYHHKAX,

— Bo3MoxxHOCTE NOJYYUTDH I/IH(i)OpMaI_II/IIO 0 MCTOAAaX U CpCACTBAX pcajin3allin YIrpo3 Oe-
30IIaCHOCTH I/IH(l)OpMaL[I/II/I (KOMHLIOTCPHLIX aTaK), OHY6HI/IKOBaHHHX B O6H_I€I[OCTy1'IHLIX nuc-




CTPAHMUIIA 18

MOJEJIb YI'PO3

Buja BHyTpeHHero

Bo3mo:kHOCTH 10 peann3anuu yrpo3 0e3onacHocTH HHGpopMannu

HApPYLUIUTENs
JIOYHBIX U UHBIX BU- | TOUHHUKAX, U (MJIH) CAMOCTOATEIHHO OCYIIECTBISET CO3[JaHME METOJOB U CPEICTB peasin-
JIOB paboT 3allMM aTaK M pealin3alliio aTak Ha HH()OPMAIHOHHYIO CUCTEMY

JIuma, obecrieunBa-
rore GyHKIMOHU-
poBanue nHpopmMa-
IHOHHBIX CHCTEM
WM 00CITyKHBa-

— Bo3MOXXHOCTE TONY4YHTh HHGPOPMAIMIO 00 YSI3BUMOCTSX OTICIBHBIX KOMIIOHSHT WH-
(hopMaIMOHHOM CUCTEMBI, OITyOJIMKOBAHHYIO B OOIIEAOCTYITHBIX UCTOUHUKAX;

— Bo3aMOXKHOCTh TIONYy4YuTh MH(DOPMALIMIO O METOAAX M CPEACTBaX peajau3aliu yrpo3 Oe-
30IaCHOCTH MHQOpMAIHU (KOMITBIOTEPHBIX aTaK), OMyOJIMKOBAHHBIX B OOIIEIOCTYITHBIX HC-
TOYHUKAX, U (MJIH) CAaMOCTOSATEIHHO OCYIIECTBIISET CO3[JaHWE METOJOB U CPEICTB peasiu-

fonre HHppacTpyKk- | 3alMU aTak M pealn3aluio aTak Ha HHPOPMAITMOHHYIO CUCTEMY
Typy omnepaTopa
(amMuHHUCTpaIWS,
OXpaHa, yOOpIIUKH
U T.J.)
[Nonp3oBatenu uH- | — BO3BMOXKHOCTH MONYYHUTh HH(OPMAIMIO O METOJAaX M CPENCTBaX pealu3aluu yrpos oOe-
dbopmanmoHHoH 30MacHOCTH HH(OpMAaIHK (KOMITBIOTEPHBIX aTaK), OIyOJIMKOBAHHBIX B OOIEIOCTYITHBIX HC-
CHCTEMBI TOYHUKAX, U (WJIM) CAMOCTOSITEIFHO OCYIIECTBIIET CO3JaHHE METOAOB M CPEJCTB peav-
3allMU aTaK M Peain3aldio aTak Ha HHPOPMAITHOHHYIO CUCTEMY;
— Bo3mMoxxHOCTh TIONMYYHTh HWHGOPMALUIO 00 YA3BHUMOCTSAX OT/IENBHBIX KOMIIOHEHT WH-
(hopMaIMOHHOW CHCTEMBI, OITyOJIMKOBAHHYIO B OOIIEIOCTYITHBIX HCTOYHHKAX
AIMHUHHCTPATOPHI — Bo3MoxxHOCTh TONMYYHTh WHGOPMALUIO 00 YA3BHUMOCTSAX OT/IENBHBIX KOMIIOHEHT WH-
nH(POPMAITMOHHON | GOpMAIIMOHHOW CHCTEMBI ITyTEM MPOBEACHMUS, C HCIOIb30BAHUEM HMMEIOIIUXCS B CBOOOJI-

CHICTEMBI 1 aJIMU~
HHUCTPATOPHI Oe-
30ITaCHOCTH

HOM JIOCTYIIE MPOTPAaMMHBIX CPEJICTB, aHalli3a KoJia MPHUKIAJHOTO0 MPpOrpaMMHOro obecrie-
YEeHUS! U OTJICNBHBIX MPOrPaMMHBIX KOMIIOHEHT OOIECHCTEMHOTO MPOrpaMMHOT0 obecrie-
YEHUS;

— JlocTyll K CBEJCHUSM O CTPYKTYPHO-()YHKIIMOHAJBHBIX XapaKTepHCTHKaX M OCOOCH-
HOCTSIX (PYHKITMOHUPOBAHUS HH()OPMAIIMOHHOW CUCTEMBI;

— OCBEIOMJICHHOCTh O Mepax 3alUThl UHPOPMAIMH, MPUMEHIEMbIX B MH(OPMAIMOHHON
cHcTeMe JaHHOTO THIIA;

— Bo3MOXXHOCTh TONYYHTh HWHGOPMALUIO 00 YA3BHUMOCTSAX OTAEIBHBIX KOMIIOHCHT WH-
(hopMaITMOHHOM CHCTEMBI, OITyOIMKOBAHHYIO B OOIIEAOCTYITHBIX NCTOYHUKAX;

— Bo3MOXHOCTh MONYyYUTh WHPOPMAIMIO O METOJAX M CPEACTBAX pealu3aliy yrpos3 Oe-
30MaCHOCTH HHQOpMAaNHX (KOMITBIOTEPHBIX aTaK), OITyOIMKOBAHHBIX B OOIIEIOCTYITHBIX HC-
TOYHHKAX, U (M) CAMOCTOSITENIHHO OCYIISCTBISICT CO3J]AHUE METOJIOB U CPEICTB peajv-
3allMU aTaK M PeaH3alliio aTak Ha UHPOPMAITHOHHYIO CHCTEMY

6.2.2. Buaeninue HapymuTCIIM MOI'yT HMCTH CIICAYIOIIHC BO3MOKHOCTH, OIIMCAHHLBIC B

Tabnuue 7:

Tabmuna 7 — Bo3MOXHOCTH U 11eJId BHYTPEHHUX U BHEIIHUX HapyIIUTENeH

Buj BHelHero Ha-
pyluTes

Bo3MokHOCTH 10 peaiu3aluu Yrpo3 0e30nacHoCcTH HH(popManuu

CrenuanbHbIE
CITy>KOBI MTHOCTpaH-
HBIX TOCYAapCTB
(670K 0B TO-
CyIapcTB)

— BO3MOXXHOCTh CO3aHUSI M TPHMEHEHHS CIICIHAIBHBIX TEXHHYECKHX CPEICTB IS JO0-
OpiBaHMs MH(MOpMauK (BO3IEHCTBHs Ha WHGOPMAIIMIO WM TEXHUYECKHE CPECTBa), pac-
MPOCTPAHSIONICHCS B BUE (PU3MUYESCKHX ITOJISH WITH SIBJICHHH;

— BO3MOXXHOCTB CO3/1aHHSI METOJIOB U CPEACTB peasu3aluy yrpo3 0e30macHoCTH HH(popma-
UM C NIPUBJICYCHNUEM CIICIIMAIN3UPOBAHHBIX HAYYHBIX OPTaHH3ALMi M pean3alii yrpo3 ¢
MPUMEHEHUEM CIIC[HabHO pa3paboTaHHBIX CPEACTB, B TOM YHCIIE OOECIEeUYNBAIOLINX
CKPBITHOE IPOHUKHOBEHHUE B HH(POPMALIMOHHYIO CUCTEMY U BO3/IEHCTBHE HA HEE;

— Bo3moxkHOCTE mONMyYnTh MHPOPMALHMIO 00 YSI3BUMOCTSIX ITyTE€M IPOBEACHHS CHELUab-
HBIX MCCJIECOBAaHMN (B TOM YHCJIE C HMPUBJICYCHUEM CIELHATN3UPOBAHHBIX HAYYHBIX Opra-
HU3ALM) ¥ IPUMEHEHUS CIIEHUAIbHO Pa3pabOTaHHBIX CPEACTB AJIsl aHAJIN3a IPOrPaMMHOTO
obecrieueHus,

— Xopomasi 0OCBEIOMJIEHHOCTh O Mepax 3alUThl MH(pOpMaIMHy, MPUMEHSIEMBIX B HH(pOpMa-
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MOJEJIb YI'PO3

Buja BHelIHero Ha-
pymiuTeas

Bo3mo:kHOCTH 10 peann3anuu yrpo3 0e3onacHocTH HHGpopMannu

UOHHOH cucTeMe, 00 anropuTMax, anmapaTHbIX W MPOTPAMMHBIX CPEICTBAX, UCIIONIB3Y-
eMbIX B MH(OPMAIIIOHHOH CUCTEME;

— B03MOXXHOCTB MOJTYYHUTH JOCTYI K MIPOrPAMMHOMY OOECIIEUECHHIO YUTICETOB (MUKPOMPOT=
pamMmam), CHCTEMHOMY U MPHKIIAJHOMY MPOrPaMMHOMY O0€CIeUeHHIO, TeIEKOMMYHHUKAIIN-
OHHOMY OOOpPYZOBaHHIO M APYI'MM MPOrPAMMHO-TEXHHUYECKHM CpEACTBaM HH(OpMaIHoH-
HOM CHCTEMBI JUIsl TPEAHAMEPEHHOT O BHECEHHS B HUX YS3BUMOCTEH MJIM MPOrPaMMHBIX 3aK-
JaI0K;

— B0O3MOXXHOCTE OCYIIECTBIIATh HECAHKIIMOHUPOBAHHBIN JOCTYI U3 BBIJICNIEHHBIX (BEIOMC-
TBEHHBIX, KOPIIOPATUBHBIX) CETEH CBSI3M, K KOTOPHIM BO3MOXKEH (pu3myeckuii poctym (He-
3aIUIIEHHBIX OPTaHU3a[UOHHBIMI MEPAMH);

— JlocTyI K CBEIEHHSIM O CTPYKTYPHO-(YHKITHOHANBHBIX XapaKTEPHUCTUKAX U OCOOCHHOCTSIX
(yHKIMOHUPOBaHUS MHPOPMAIIMOHHON CHCTEMBI;

— Bo3moxxkHOCTE TONY4YHTh HHGOpPMALKIO 00 YSI3BUMOCTSIX OTIEIbHBIX KOMIIOHEHT HH-
(hOpMAaIIMOHHOW CHUCTEMBI IyTEM IMPOBEJEHUS, C UCIOIB30BAHNEM HMMEIOIIUXCS B CBOOOJI-
HOM JIOCTYIIEe TIPOTPAMMHBIX CPENICTB, aHaM3a KOJjia MPUKIATHOrO MIPOrpaMMHOr0 obecrie-
YEeHUs] U OTAENBHBIX MPOrPaMMHBIX KOMIIOHEHT OOIECHCTEMHOTO IPOrpaMMHOr0 obecre-
YeHUS;

— OCBEIOMJICGHHOCTh O Mepax 3allUThl WH(POPMAINH, NPUMEHSIEMbIX B HH()OPMAIIMOHHON
cHcTeMe JaHHOTO THIIA;

— Bo3MOXXHOCTh MONYYUTh MHPOPMAIMIO O METOJIaX W CPEACTBax peaju3anuu yrpo3 Oe-
30IaCHOCTH MH(popManuy (KOMIBIOTEPHBIX aTak), OIyOIMKOBAHHBIX B OOILIEIOCTYITHBIX MC-
TOYHUKAX, ¥ (MJIM) CAMOCTOSTENIHFHO OCYLIECTBISICT CO3JAaHWE METOIOB U CPEACTB peasn-
3aIUM aTak ¥ Peasn3anuio aTak Ha MH(GOPMAIIMOHHYIO CHCTEMY;

— Bo3MoXxHOCTh TONMY4YHTh MH(OPMAIMIO 00 YSI3BHMOCTSX OTAEIBHBIX KOMIOHEHT WH-
(OpMaIMOHHOHN CHCTEMBI, ONYOJIMKOBAHHYIO B OOIIEIOCTYITHBIX HCTOUHHKAX

Teppopucruueckue,
IKCTPEMHUCTCKHIE
TPYIITHPOBKH

— OcBeIOMIIEHHOCTh O Mepax 3aluThl HH(OPMAINHU, IPHUMEHIEMBIX B HH()OPMAIHOHHOM
CHCTEME JJAaHHOT'O THIIA;

— Bo3MOXXHOCTh TTONY4IHTh MH(DOPMAIMIO 00 YSI3BHMOCTSIX OTAEIBHBIX KOMIIOHEHT HWH-
(hopMaITMOHHOM CHCTEMBI, OITyOIMKOBAHHYIO B OOIIEAOCTYITHBIX ICTOYHUKAX;

— Bo3MoXHOCTh TTONMY4IHTh MH(DOPMAIMIO 00 YSI3BHMOCTSX OTAEIBHBIX KOMIIOHEHT WH-
(OpMaIMOHHON CHCTEMBI ITyTEM IPOBEAEHHS, C HCIIOIH30BAaHHEM HMEIONIIUXCS B CBOOOM-
HOM JIOCTYIIE MTPOTPaMMHBIX CPE/ICTB, aHAIN3a KoJa MPUKIAJHOTO IIPOrpaMMHOro obdecre-
YEeHHUs W OTACNBHBIX MPOrPAMMHBIX KOMIIOHEHT OOLIECHCTEMHOIO IMpOrpaMMHOro obecrie-
YEHHUS;

— Bo3MOXXHOCTh TONYYUTh MHGOPMAIMIO O METOJAaX W CPEACTBAX pealn3aliu yrpos Oe-
30MacHOCTH HH(pOpMauy (KOMITBIOTEPHBIX aTaK), OIMyOJIMKOBAHHBIX B OOIIENOCTYITHBIX MC-
TOYHUKAX, ¥ (MIM) CAMOCTOSTEIHFHO OCYHIECTBISICT CO3JAHHWE METOIOB U CPEICTB peasu-
3aIMM aTak U Peasn3anuio aTak Ha MHGOPMAIMOHHYIO CHCTEMY;

— JlocTym k cBeeHUSIM O CTPYKTYPHO-(pYHKIIMOHAIBHBIX XapaKTePUCTUKAX U OCOOCHHOCTSIX
(hYHKITMOHUPOBAHUS! HHPOPMAIIMOHHON CHCTEMBI

[Ipectynusle rpym-
bl (KpUMHHAJIBHBIE

CTPYKTYPHI)

— OCBEeJOMIIGHHOCTh O M€pax 3aluThl MHGOPMALUH, NMPUMEHSIEMbIX B MH(OPMALMOHHON
cHcTeMe JaHHOIO THIIa;

— HocTyI K CBEIeHHUSIM O CTPYKTYPHO-(YHKIIMOHAIBHBIX XapaKTEPUCTUKAX U OCOOEHHOCTSIX
(YHKUMOHUPOBaHNS MHPOPMAITHOHHOH CHCTEMBI;

— Bo3moxkHOCTE MONy4YnTh HMHGOpPMALKI0 00 YSI3BUMOCTSIX OTHEIbHBIX KOMIIOHEHT WH-
(hOopMaLIMOHHON CHUCTEMBI IyTEM IPOBEACHUS, C UCIOIb30BAHMEM HMMEIOIIUXCS B CBOOO-
HOM JIOCTYII€ IPOTPAaMMHBIX CPEICTB, aHaJIN3a KOjAa NPUKIAIHOrO IIPOrpaMMHOro odecre-
YEeHUS! U OTAENBHBIX MPOrpaMMHBIX KOMIIOHEHT OOIECHCTEMHOrO MPOrpaMMHOro obecre-
YeHUS;

— Bo3moxkHOCTE MONMy4YnTh HMHGOpPMALKI0 00 YSI3BUMOCTSIX OTHEIbHBIX KOMIIOHEHT WH-
(hOpMaLIMOHHON CHCTEMBI, OMyOIMKOBAaHHYIO B OOIIEAOCTYITHBIX UCTOUHHKAX;

— Bo3MOXXHOCTE MONYYUTh MHPOPMALMIO O METONAX M CPEACTBaxX peaju3auuu yrpo3 Oe-
30macHOCTH MH(opMannyu (KOMIBIOTEPHBIX aTaK), ONYOJMKOBAHHBIX B OOIIEAOCTYIHBIX UC-
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Buja BHelIHero Ha-
pymiuTeas

Bo3mo:kHOCTH 10 peann3anuu yrpo3 0e3onacHocTH HHGpopMannu

TOYHUKAX, U (MJIM) CAMOCTOSATEIHHO OCYIIECTBISIET CO3/IaHHE METOMIOB M CPEACTB peaju-
3allMM aTaK M pealin3alliio aTak Ha HH()OPMAITHOHHYIO CUCTEMY

Buemnue cyObexTh
(pusmueckue nuua)

— Bo3aMOKHOCTE TONY4YuTh WHGOPMAIMI0 00 YA3BUMOCTSIX OTACIBHBIX KOMIIOHGHT HH-
(hopMaIMOHHOM CUCTEMBI, OITyOJIMKOBAHHYIO B OOIIEAOCTYITHBIX UCTOUHUKAX;

— Bo3MOXKHOCTE TIOSTy4uTh MH(POPMALIMIO O METOJAaX U CPEICTBAX pealin3allid yrpos Oe-
30IaCHOCTH MH(popManuy (KOMITBIOTEPHBIX aTaK), OIMyOJIMKOBAHHBIX B OOIIENOCTYITHBIX HUC-
TOYHUKAX, U (MJIM) CaMOCTOSATEIHHO OCYIIECTBISIET CO3/IaHHE METOMIOB M CPEACTB peau-
3alMM aTaK M pealin3alliio aTak Ha HH()OPMAIHOHHYIO CUCTEMY

Konkypupytome
OpTaHH3alNN

— OCBEeJOMJIGHHOCTh O Mepax 3alluThl WHPOPMAIUH, MPUMEHSIEMbIX B MH()OPMAIMOHHON
cHCTeMe JaHHOTO THIIA;

— Bo3moxxkHOCTE TONY4YHTh HHGOpPMALKIO 00 YSI3BUMOCTSIX OTHEIbHBIX KOMIIOHEHT HH-
(hOpMaIIMOHHON CHUCTEMBI IyTEM IMPOBEJEHUS, C UCIOIB30BAHUEM HMMEIOIIUXCS B CBOOOJI-
HOM JIOCTYTIE MPOTPaMMHBIX CPEJCTB, aHaIn3a KoJa MPHUKIAJHOT0 MporpaMMHOro obecre-
YEeHUS! U OTAENBHBIX MPOrPaMMHBIX KOMIIOHEHT OOIIECHCTEMHOTO MPOrPaMMHOr0 obecre-
YeHUS;

— JlocTyI K CBEIEHHSIM O CTPYKTYPHO-(YHKITUOHAIBHBIX XapaKTEPUCTUKAX U OCOOCHHOCTSIX
(yHKIMOHUPOBAHUS MHPOPMAIIMOHHON CHCTEMBI;

— Bo3moxxHOCTh TIONY4YHTh HWHGOpPMALKI0 00 YSI3BUMOCTSIX OTJEIbHBIX KOMITOHEHT HH-
(hOpMAaIMOHHON CHCTEMBI, OIyOIMKOBAHHYIO B OOIIEAOCTYITHBIX UCTOUHHKAX;

— Bo3MOXXHOCTh MONYYUTh MHPOPMAIMIO O METO/IaX W CPEACTBax peaju3alnuu yrpo3 Oe-
30IaCHOCTH MH(popManuy (KOMIBIOTEPHBIX aTak), OMyOJIMKOBAHHBIX B OOILIEIOCTYITHBIX HC-
TOYHUKAX, ¥ (MIM) CAMOCTOATEIHFHO OCYLIECTBISICT CO3JAaHWE METOIOB U CPEACTB peasn-
3aIMM aTaK M Peai3aliio aTaK Ha MH(OPMAIMOHHYIO CHCTEMY

PazpaboTunkm,
MPOU3BOJIUTEIH,
MOCTABIIUKH MPOT-
PaMMHBIX, TEXHH-
YEeCKUX U Tporpam-
MHO-TEXHUYECKUX
CpEJCTB

— OcBeTOMIIEHHOCTh O Mepax 3aluThl HH(OPMAIMHU, IPUMEHIEMBIX B HH()OPMAINOHHOM
CHCTEME JJAaHHOT'O THIIA;

— Bo3MoxHOCTh TONMYy4YHTh MH(DOpPMAIMIO 00 YSI3BHMOCTSX OTAEIBHBIX KOMIIOHEHT WH-
(OpMaIIMOHHOI CHCTEMBI ITyTeM IIPOBEACHHS, C HCIIOIb30BAaHHEM HMEIONIUXCS B CBOOOI-
HOM JIOCTYIIE MTPOTPaMMHBIX CPE/ICTB, aHAIN3a KoJa MPUKIAJHOTO IIPOrpaMMHOro obdecre-
YEeHHUS W OTACNBHBIX MPOrPAMMHBIX KOMIIOHEHT OOLIECHCTEMHOIO IMpOrpaMMHOro obecrie-
YEHHUS;

— JlocTym k cBeeHUSIM O CTPYKTYPHO-(pYHKIMOHAIBHBIX XapaKTePUCTHKaX M OCOOCHHOCTSIX
(hyHKIIMOHUPOBaHUS HHPOPMAIIMOHHON CHCTEMBI;

— Bo3MoXHOCTh TTONTYy4IHTh MH(DOPMAIMIO 00 YSI3BHMOCTSIX OTAEIBHBIX KOMIIOHEHT WH-
(hopMaIMOHHOM CUCTEMBI, OITyOIMKOBAHHYIO B OOIIEAOCTYITHBIX NCTOYHUKAX;

— Bo3MOXXHOCTh TONYYHTh HMH(GOPMAIMIO O METOJAaX W CPEACTBAX peanu3alu yrpos Oe-
30MacHOCTH HH(pOpMauy (KOMITBIOTEPHBIX aTaK), OIMyOJIMKOBAHHBIX B OOIIENOCTYITHBIX HC-
TOYHUKAX, ¥ (MJM) CAMOCTOSTEIHFHO OCYHIECTBISICT CO3JAaHWE METOIOB U CPEICTB peasn-
3aIlMM aTaK M PeaJu3aniio aTak Ha MH(GOPMAIIMOHHYIO CHCTEMY

BriBimme paboTHUKH
(TIoIB30BATETH )

— Bo3MOXHOCTh TTONMYy4YHTh MH(DOPMAIMIO 00 YSI3BHMOCTSX OTAEIBHBIX KOMIIOHEHT WH-
(hopMaIMOHHOM CUCTEMBI, OITyOJIMKOBAHHYIO B OOIIEAOCTYITHBIX NCTOYHUKAX;

— Bo3MO)XHOCTh TIOJTYYHTh MH(POPMAIMIO O METOJAaX W CPEACTBAX pealn3aluu yrpos Oe-
30MaCHOCTH MH(pOpMaIMH (KOMIBIOTEPHBIX aTaK), OIMyOJMKOBAaHHBIX B OOIIEIOCTYITHBIX HC-
TOYHUKAX, M (MJIM) CAMOCTOSTEIHFHO OCYLIECTBISIET CO3JAHWE METOJOB U CPEICTB peasiu-
3aIlMM aTaK M Peai3aluio aTak Ha MH(GOPMAIIMOHHYIO CUCTEMY

6.2.3. [Ipeanonoxenne 00 OTHECEHWHM BHTYPEHHHMX HapyIIUTENled K MOTCHIIMAIbHBIM

WCTOYHHMKAM aTak OIKCaHbl B Taduie 8.
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Tabnuna 8 — Bo3Mo)kHbIE BHYTPEHHUE HAPYLIUTENN

IIpeamosoxenne
Bun Buyr- | OnmucaHue oTHeceHHMs K YHCIY MO-
PeHHEero TEHIUAJILHBIX HCTOYHUKOB aTak/ OObexTE 3aUHTBI, K KOTOPLIM 00 OTHECEHIH
HapymIH- HCKIFO CHIS 13 UHCA THOTeH- HAPYLIUTEIb MOKET HMETh HApyLIHTeNel K
Tes HHATbHBIX HCTOYHUKOB aTaK poctyn TOTCHIHAILHELIM
HCTOYHHKAM aTaK
Crnemmanb- | He ocymiectBisiercs oopaborka cBe- | — [lepcoHasbHBIC TaHHBIE, Her
HBIE CILYXK- JICHHWI, COCTABJIAIOIIUX TOCyAapc- | — ABTOMaTU3UPOBaHHbIE  pabouune
ObI HHOC- TBEHHYIO TaliHy, a TaK)K€ MHBIX CBE- | MECTa MOJIb30BATENEH;
TPaHHBIX T'O- | JACHUH, KOTOpbIE MOT'YT TIpENCTaBIsATh | — MHMOpManus, oTHOCSIasICT K 3a-
CyJapcTB HWHTEpeC mMTe MHQOPMAIUK, BKIIOYAs KIFO-
(610K 0B TO- YeBYI0, MapoNIbHYI0O H AayTeHTHU-
CyJapcTB) ¢bummpyronyto nHGopMaIHIo;
— Qaiinpl KOHQUTypanuil mporpam-
MHOTO 00eclieueHusI U CPEICTB 3a-
HIMTHI UHQOPMAIIHH;
— Kananel (TuHUM) CBSI3M, HMCIIONb-
3yloumecs I B3aUMOJIEUCTBUSA
TEXHUYECKHX CPEACTB HH(pOpMaIN-
OHHOM CHCTEMBI, HaXOJSIIUECI B
npeenax KOHTPOJIUPYEMBIX 30H;
— JlokymeHTanus, B KOTOpOH OTpa-
JKeHa uHpoOpMaIUsas O Mepax u
Cpe/CTBaxX 3alluThl WHPOPMAIHOH-
HOM CHCTEMBI;
— ITomenieHus, B KOTOpPBIX pa3me-
neHa nH(OpMallMOHHAs cUCTEMa
Jluma, mpu- | Llemn  (MoTHBaIus) TpenronaraeT | — ABTOMaTH3UpPOBaHHBIE — paboumne Ha
JieKaeMble MOTEHIIMATbHOEe HAIWYME HaPYIIU- | MECTa MOJIbh30BATENEH;
JUIsl ycTa- Tems — @aiinpl KOHGUTYpaUHA TPOrpam-
HOBKH, Ha- MHOTO O0ECIeueHHsI H CPEICTB 3a-
JIaJIKU, MOH- HIATHI UHPOPMATIHH;
Taxka, Iyc- — Kananel (JIMHUW) CBSI3HM, HCITONb-
KOHAJa104- 3yIOIMecsT JUIS  B3aHMMOJCHCTBUS
HBIX W MHBIX TEXHUYECKHX CPEACTB HH(pOpMAIH-
BHJIOB paboOT OHHOW CHCTEMBI, HaXOJIIUECS B
npeenax KOHTPOIUPYEMBIX 30H;
— [Nomernenus, B KOTOPBIX pa3me-
1ieHa nH(OpMaIMOHHAs CUCTeMa
Juma, obec- | llemn (MoTwuBamms) mpearnonaraer | — ABTOMaTH3MPOBaHHBIE — paboune Ha
neynBa- MOTEHIIMATbHOEC HAIWYME HAPYIIU- | MECTa MOJbh30BATENEH;
rore GpyH- | Tens — Kananel (TuHWM) CBSI3H, HCIIONb-
KIMOHU- 3yIOIMecsT JUIS  B3aHUMOJCHCTBUS
pOBaHuE UH- TEXHUYECKHX CPEACTB HH(pOpMAIIN-
dbopmanu- OHHOW CHCTEMBI, HaXOJIIUEeCS B
OHHBIX CHC- npeenax KOHTPOIUPYEMBIX 30H;
TEM WJIN 00- — [Nomernenus, B KOTOPBIX pa3me-
CITy»KHBa- 1ieHa nH(HOpMaIMOHHAs cUCTeMa
IOLIHE HH-
dpacrpyx-
Typy ore-
patopa (an-
MUHHCTpA-
usi, OXpa-
Ha, yOop-




CTPAHMULIA 22

MOJEJIb YI'PO3
IIpeamosoxenne
Bupa BayTr- | Onucanue oTHeceHMS K YMCIY TO-
O0BbeKTHI 32U THI, K KOTOPBIM 00 oTHeCeHHH
peHHero TeHIMAJbHBIX HCTOYHUKOB aTak/ N
HAPYIWIHUTEJIb MOXKET HMeTh HapymuTeaei K
HAPYIIH- HCKJIIOYEeHH S U3 YMCJIa MOTeH-
AOCTYyN NMOTEeHIHATbHBIM
TeJId HHMAJBHBIX HCTOYHUKOB aTaK

HCTOYHHKaAM aTakK

UIUKA U T.J.)

[Tonb3o- Hemn (mortuBarmusi) mnpennonaraer | — [lepcoHanbHbIe JAHHBIC; Ha
BaTeN MH- | TIOTEHUMAIBbHOE HalW4We Hapyln- | — ABTOMaTH3MPOBaHHBIE  paboune
¢dbopmanu- Tens MeCTa I0JIb30BaTeNel;
OHHOMH cuc- — NUndopmarus, oTHOCsIIasCS K 3a-
TEMBI mMTe MHPOPMAIUK, BKIIOYas KIFO-
YEeBYyl0, NAPOJbHYI0O M ayTEHTH-
(unupyroyo nH(HOpMaIIUIo;
— Qaiinpl KOHQUTypanuil mporpam-
MHOTO 00eclieueHusI U CPEICTB 3a-
HIMTHI UHPOpPMAIIHY;
— Kananel (TuHUM) CBSI3M, HMCIIONb-
3yloumecs I B3aUMOJIEUCTBUSA
TEXHUYECKHX CPEACTB HH(pOpMAIIN-
OHHOW CHCTEMBI, HaXOJIIUECS B
npezenax KOHTPOIUPYEMBIX 30H;
— IlomenieHuss, B KOTOpPBIX pa3me-
1neHa nH(OpMallMOHHAs cUCTEMa
AnmMuHHC- OTBercTBEeHHBIE JHIA Ha3HadaloTcs | — [lepcoHanbHbIE TaHHBIE, Her
TpaToOpbI 13 YUCNA JOBEPEHHBIX JIHIL; — ABTOMAaTH3MpOBaHHBIE  paboune
nHpopma- [IpoBomsaTcss paboOTBI 1O MOAOOPY | MECTa MOIH30BATEIIECH;
LIMOHHOMU rnepcoHasna — Uudopmarius, oTHOCAIIAICS K 3a-
CHCTEMBI U myTe MHPOPMAIUK, BKIIOYAs KIFO-
aJMHUHIC- YeByl0, MAPONBHYI0O H ayTEHTH-
TpaTopsl Oe- (hummpyromyo nHHOPMAITHIO;
30MMaCHOCTH — @aiinpl KOHGUTYpaIUH TPOrpam-

MHOTO OOECIIEYeHUs W CPEICTB 3a-
U THEI HHQOpMAaITHH;

— Kananel (JIMHUW) CBSI3HM, HCITONb-
3ylomecs ISl B3aUMOIEHCTBUA
TEXHUYECKUX CPEINCTB HWH(OpMaI-
OHHOW CHCTEMBI, HaXOHAIIHecs B
mpezenax KOHTPOIUPYEMBIX 30H;

— JokymeHTanus, B KOTOpOH OTpa-
JKeHa uWHpoOpMamus O Mepax u
CPeICTBax 3amuThl WHGOPMAIHOH-
HOHM CHCTEMBI;

— [lomemmennsi, B KOTOPBIX pa3mMe-
1eHa nH(GOpMaIOHHAs CHCTEMa

6.2.4. Ilpennonoxenne 00 OTHECEHHH BHENIHUX HAPYIIUTENEH K MOTCHIIMAIBLHBIM

WCTOYHHUKAM aTak OIucaHbl B Tadiuie 9.
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Tabnuna 9 — Bo3MokHbIE BHEIIHNE HAPYIIUTEIH

Onucanue oTHeCEHUS K Yyuciay 1mo-

IIpeamosoxenne

Bupn BHem- O0BbeKTHI 3a1UTHI, K KOTOPbIM 00 oTHeceHUH
HEro Hapy- TeHUMAILHLIX HCTOUHMUIOB ATAK/ HAPYLIUTEIb MOKET HMETh HApyLIHTeNel K
HIHTeJIs1 HCHTIOMEHIST U3 MU A IoTeH- AOCTYyN NMOTEeHIHATBHBIM
HHATbHBIX HCTOYHUKOB aTaK
HCTOYHHKAM aTaK
Crnemnanb- | He ocymiectsisercs oopaboTka cBe- | — [lepcoHanbHbIC JaHHEIC Her
HBIC CIY’)K- | JIHUH, COCTaBJSIIOIIMX Trocyaapc- | — ABTOMAaTU3UpOBaHHBIE —paboune
ObI HHOC- TBEHHYIO TaliHy, a TaK)Ke WHBIX CBE- | MECTa MOJb30BaTelNCH;
TPaHHBIX JIEHWH, KOTOpble MOTYT TmpezactaB- | — MHbopmManus, oTHOCSIAsICS K 3a-
TOCYAapCTB | JISITh UHTEPEC muTe WHGOPMAIINK, BKIIOYAS KITIO-
(610K 0B TO- YeBYI0, IApONbHYIO U ayTeHTH-
CyJapcTB) ¢bummpyromnyto nHGoOpMaIHIo;
— Qaiinbl KOHPUTYpaluid mporpam-
MHOTO OOECIICUEeHHsI M CPEACTB 3a-
HIMTHI HHQOpMAIHU
Teppopuc- | He ocymectisercss oOpabotka cBe- | — [lepcoHaIbHBIC TAHHBIC; Her
THYECKHE, JEHWH, COCTaBISIONIUX rocynapc- | — ABTOMaTH3MpOBaHHBIE —paboune
JKCTpe- TBEHHYIO TallHy, a TaK)Ke WHBIX CBE- | MECTa IOJIb30BaTeleH;
MUCTCKHE JIeHWH, KOTOphle MOTYT TpexactaB- | — MHbopManus, oTHOCSIAsICS K 3a-
TPYIIUPOB- | JISITh UHTEPEC mmTe nHHOPMAIINY, BKIIIOYAS KITIO-
KA YeBYI0, IApPOJBHYI0O U ayTeHTH-
(hULUpyIoIy0 HH(HOPMAIIUIO;
— daiinbl KOHGUTYpaLUK Iporpam-
MHOI'0 OOECIE€YEeHHUsI U CPENCTB 3a-
HIMTHI HHGOPMALIUK
ITpec- He ocymectBnsiercss o0padoTka cBe- | — IlepcoHanpHBIC JaHHBIE, Her
TyIIHBIE JNEHUH, COCTaBISIIOIIUX rocynapc- | — ABTOMaTU3HMpOBaHHbBIE —paboudue
IPYIIIIBL TBEHHYIO TaliHy, a TaK)KE€ HHBIX CBE- | MECTa I0JIb30BaTEINEH;
(xpu- IEHUH, KOTOphle MOryT mpexacras- | — MHdopmanus, oTHOCsIIasICA K 3a-
MUHAJIBHBIE | JISITh UHTEPEC muTe HHGOPMALNY, BKJIIOYAs KITIO-
CTPYKTYPBI) YEeBYI0, IApPOJIBHYIO U ayTEHTHU-
(hummpyromyo nHHOPMAITHIO;
— Daiinpl KOHGUTYpaUKA TPOrpam-
MHOr0 OO€CIeYeHUsI U CPENCTB 3a-
AT HHQOPMAIUN
Buemnue Hemn (motmBamms) mupexamnonaraer | — llepcoHansHbIe JaHHEIE; Ha
CyOBEKTHI MOTEHIMAJbHOE HaJW4yhe Hapylmu- | — ABTOMaTHU3UpPOBaHHBIE paboudune
(puznuec- Tens MECTa IOJIb30BaTelNeH;
KHE JINIIA) — Undopmarus, oTHOCAIIAsACS K 3a-
muTe HHGOPMALNK, BKIIOYAS KITHO-
YEeBYIO, IApPOJNbHYI0 U AyTEHTHU-
(unmpyromyo nHMHOpMAaIHIO;
— Daiinpl KOHGUTYpAUKA TIPOrpam-
MHOr0 OO€CredeHus] U CPEACTB 3a-
MUTH HHpOpMaMU
Konky- He ocymectBnsiercs obpabotka cBe- | — llepcoHansHbIe JaHHEIE; Her
pUpyolMe | JeHHMH, COCTaBISIOIIMX Trocynapc- | — ABTOMaTH3MpPOBaHHbBIE —pabouune
opraHusa- TBEHHYIO TaliHy, a TaKXXe€ HHBIX CBE- | MECTa MOJIb30BaTeleH;
8207t JeHUH, KOTOphle MOTyT mpexacrtas- | — MHbopManus, oTHOCSIIasICA K 3a-

JIATh UHTEPEC;

Cdepa nearenbHOCTH OpTraHHU3AINH
HE SBJIIETCS HE Mpeanojiaraer Ha-
JINYUE KOHKYPHUPYIOLIUX OpraHu3a-
Ui

muTe HHGOPMALNK, BKIIOYAs KITIO-
YeBYI0, IapONbHYI0 U AyTEeHTHU-
¢$ummpyronyto nHGopManuo;

— Qaiinsl KOHGUTypanuid mporpam-
MHOro o0ecredeHus U CPEACTB 3a-
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Onucanmne oTHeCEHHS K yuciay mo-

IIpeamosoxenne

Bun BHeln - O0BbeKThbI 3aUThI, K KOTOPbIM 00 OTHECEeHHH
HEro Hapy- TeHUMAILHLIX HCTOUHUIKOB ATAK/ HAPYLIUTEIb MOKEeT HMETh HApyLIHTeNel K
HIHTeJIs1 HCHTIOMEHIST 13 MU CA OTeH- AOCTYyN NMOTEeHIHATBHBIM
HHATbHBIX HCTOYHUKOB aTaK
HCTOYHHKAM aTaK
HIMTH HHQOpMaIUK
Pazpabort- [pousBogstcss padotel mo mopbopy | — Daiinsl KOHGUTYpalMid mporpam- Her
YUKW, IPO- | MPOrpaMMHBIX, TEXHHYECKUX U MIPOT- | MHOTO OOECIIeUYeHHsI U CPENCTB 3a-
W3BOJUTENH, | PAMMHO-TEXHUYECKUX CPEICTB; IMTHl HHPOpMAUN
noctaBmu- | [IpoBogstcss paboTel mo moabopy
KH TTpOr- pa3pabOTYMKOB, TMPOU3BOAMUTENEH U
PaMMHBIX, MOCTABIIMKOB MPOrPAaMMHBIX, TEXHU -
TeXHUYEC- YEeCKUX M MPOrpaMMHO-TEXHUYECKUX
KHUX M TIPOT- | CPEACTB
pamMMHO-
TeXHUYEC-
KHX CPEJICTB
bemmme pa- | Lemn (mMotuBammst) mpennonaraer | — [lepcoHanbHbie JaHHEBIE, Ha
OOTHUKH MOTEHIMaJbHOe Hajuuve Hapyum- | — MadopManus, oTHOCSIasICs K 3a-
(momw30- TeNA umTe uHGOPMAIUH, BKITFOYAs KITIO-
BaTeNN) YeByl0, MApPOJBHYI0O H AayTeHTH-
bunmpyronyro nHGOpMaIHIo;
— daiinbl KOHGUTYpaLUK Iporpam-
MHOI'0 OOECIE€YEeHHUsI U CPENCTB 3a-
HIMTHI HHGOPMALIUK
6.2.5. HOTGHHI/I&H HapyHoIuTCIIA OIIPpCACIIACTCA Mep0171 YCHHHﬁ, 3aTPpAaYCHHBIX

HapylIuTeIeM Tpu peanus3anuu yrpo3 Oe3omacHoctu I[IIH, oOpabaresiBaembix B HCIIdHe

«O0parteHus rpaxaany.

6.2.6. B 3aBUCHMOCTH OT MOTEHIIMAIa, TPEOyeMOoro Jjis peain3aluyd yrpo3 0e30MacHOCTH
[1/11, oopabaTsiBaeMbix B UCIIIHe «OO0pameHus rpakaany, HapyIIHTeIH MOApa3AeIIsTIoTCs Ha:

— HapymuTeneu, obOnanaomux 0a30BbIM (HU3KKMM) MOTEHIUATIOM (BO3MOKHOCTH YPOBHSI

OJIHOTO YeJIOBeKa MO MpHoOpeTeHuto (B CBOOOJHOM JOCTyIe Ha OecriaTHOW WIM IUIATHOU
OCHOBE) U UCIOJB30BAHUIO CIICIIMAIILHBIX CPEJICTB IKCILTYyaTallUU YSI3BUMOCTEN).

— HapyUIUTEJEH,
(BO3MOKHOCTH ~ ypOBHS

00J1a1ar0 X
TPYIIIIBI

YCHJICHHBIM
JUI/OpraHu3alid 1Mo  pa3paboTke

0a30BBIM

CIICHUAJIBHBIX CPCACTB SKCINIyaTalluH YSISBHMOCTGI\/’I).

— HapyUIUTEJEH,
MPEANPUSATHUS/TPYIITIBI

00J1a1ar0IIX

BBICOKAM
MpeaNpusiTUI/TOCy 1apCTBa

IHOTCHOHUAJIOM
o

CHELUATIbHBIX CPEJICTB IKCIUTYaTallMH YSI3BUMOCTEN).

(cpeaHum)

(BO3MOXXHOCTH
pazpaboTke U

INOTCHOHXAJIOM

H  HCIIOJBb30BaHUIO

YpOBHS
HCIIOJIb30BAHUIO

6.2.7. Ucxons u3 neneit u 3agad MCII/{na «OOpamenus rpaxaan», XapakTepa 1 o0bema

[I1n, xpanumbix u oOpabateiBaecmbix B HCII[lne «OOpaiieHus TrpaxiaaH», B KadecTBE

BEPOSITHBIX HAPYLIUTEIEH pacCMaTPUBAIOTCS: BHEIIHUKM HAPYIIUTENb C HU3KUM IOTEHUHAIOM,

BHYTPEHHHUI HApYIIUTENb C HU3KUM MOTEHIIUAIOM.
6.2.8. B UCII[lne «OO0pamenusi rpaxman» yrpo3sl o6e3omacuoctd [I/lH Moryt ObITH

peanu30BaHbl HAPYIIUTENISAMHU CIETYIOIUMHI CIIOCOOaMH:
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— HECAHKIIMOHUPOBAHHBIN JOCTYI K 00bEKTaM 3alllUThl U (WJIK) BO3JIEHCTBUE HA OOBEKTHI
3alUThl HA allapaTHOM YPOBHE (IIPOrpaMMbl (MUKPOIPOIPaMMBbl), «IPOLIUTHIE» B alapaTHBIX
KOMITOHEHTAX);

— HECAHKIIMOHUPOBAHHBIN JAOCTYI K OOBEKTaM 3alllUTHl U (WJIK) BO3JCHCTBUE HAa OOBEKTHI
3aIUThl Ha 00IECUCTEMHOM YPOBHE (OMEPallMOHHbIE CUCTEMBI, TUIIEPBU30PHI);

— HECAHKIIMOHUPOBAHHBIN JOCTYI K 0OBbEKTaM 3alllUThl U (MJIK) BO3JIEHCTBUE HA OOBEKTHI
3alUThl HA TPUKIAAHOM YPOBHE (CHCTEMBbI YIpaBieHHs Oa3aMu JaHHBIX, Opay3epbl, BeO-
MPUIIOKEHUSI, UHbIE MPUKIIAIHbIE TPOrpaMMbl OOIIETO U CHEHATbHOIO Ha3HAYEHHUS);

— HECAHKIIMOHUPOBAHHBIA (PU3NYECKUI TOCTYI K 0OBEKTaM 3alUThl U (WJIH) BO3ACHCTBHE
Ha 00BEKTHI 3aIUTEI.
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7. AHAJIN3 YI'PO3 BE3OITACHOCTMU I11H, OBPABATBIBAEMbIX B UCIIJTHE
«OBPALIEHUSA I'PAXKIAH»

7.1. O0mme MoJI0KeHUA

7.1.1. B UCI11ne «O0paiuenus rpaxaan» Tpedyercst o0ecneunuTb KOHPUACHINAIbHOCTD,
JOCTYIHOCTb U LEJIOCTHOCTD 3aIIHMIaeMON HHPOpMaUK.

7.2. Yrpo3pl 0€30aCHOCTM B COOTBETCTBMH € HOPMATHBHBIMH JOKYMEHTaAMH
DOCTIK Poccun

7.2.1. B coorBerctBuu ¢ HOopMmaTuBHbIMH JaoKymMeHTamu OCTIK Poccun BO3MOXKHO
BO3HMKHOBEHHE WJIM YMBIIUICHHAs peanu3alus cleayolux rpynn yrpo3 6ezonacuoctu [1/1H:

— YIPpO3bl YTEUKH 110 TEXHUUYECKUM KaHallaM;

— YIpO3bl HECAHKIIMOHMPOBAHHOIO JOCTyNa K MH(OpMaIIiH.

7.2.2. Tlpu o6pabotke [1J]Iln B UCII[Ine «OOpaimenus rpaxkaaH» 3a CUET peaau3ariu
TKYU B03MO)HO BO3HUKHOBEHHUE CIEAYIONIUX Yyrpo3 6e3omacHocTH [1/1H:

— YTPpO3bl YTEUKH aKyCTUYECKOH (peueBoii) nHpopmaluu;

— yTpo3bl YTEUKH BUAOBON MH(OPMALIUU;

— yrpo3bl yTeuku uHdopmanuu no kanairy [I9MHUH.

7.2.3. YTpo3bl HECAaHKIIMOHUPOBAHHOTO AocTtyna K [1]IH.

7.2.3.1. Yrpo3el  HemocpeacTBeHHOro goctyma Kk II[ln.  Bo3moxkHble  yrpo3bl
HEMOCPEACTBEHHOTO JIOCTYTIA!

— YTpO3bl, peaau3yeMble B XOJ€ 3arpy3Kd ONepalMoOHHOW CUCTEMbl M HaIlpaBJCHHbIE Ha
nepexBar Mapojied WU UIACHTH(PUKATOPOB, Moaudukaiuio 0a30BOM CHCTEMbI BBOJA/BBIBOJA
(BIOS), mepexBaT ynpaBiaeHUs 3arpy3Koi;

— YTpO3bl, peanu3yemMble IMOcie 3arpy3Kd OINEpalMOHHONM CHUCTEMbl M HampaBlIEHHbIE Ha
BBIMIOJTHEHUE HECAaHKIMOHUPOBAHHOTO JOCTyNa C TPUMEHEHHUEM CTaHAApTHBIX (QyHKUUN
(YyHUYTOXEHUE, KOMUPOBAaHUE, IepeMelieHne, GopMaTUpOBaHUE HOocUTeel nHGOpMaLUK U T.11.)
OTEpPAIMOHHONW CHUCTEMBI WU KaKOW-THMOO TPUKIATHOM TMpOrpamMMmbl, C MPUMEHEHHEM
CHeUUabHbIX NporpaMm ajs ocymectBienuss HCJL;

— YTpO3bl BHEJIPEHHS BPEIOHOCHBIX MPOTPamMM (JIOKAIBHO).

7.2.3.2. Yrpo3bl yIaleHHOTo JocTyna. Bo3MokHbIe yrpo3bl yIadeHHOTO IOCTYIIA!

— aHaJM3 CeTeBOro Tpaduka ¢ mepexBaroM HMHGPOpMAIUU, MepeaaBaeMoil Mo JIOKaJIbHON
CETH, a TAK)KE€ BO BHEIIHUE CETU U IPUHUMAEMOM U3 BHEIIHUX CETEH C IOMOULIBIO aHAJIN3aTOPOB
nakeToB («cHUPEPHI»);

— BBISIBJICHUE TAPOJIEH;

— MOJIMEHA JOBEPEHHOT0 00BEKTA CETH U Mepeada Mo KaHajlaM CBSI3U COOOIEHUI OT ero
MMEHU C IIPUCBOEHUEM €r0 IIPaB JI0CTYIIA;

— HaBSI3bIBAaHUE JIOKHOTO MapLIpyTa CETU MyTEM HECAaHKIIMOHUPOBAHHOI'O MCIOJIb30BAHUS
IIPOTOKOJIOB MapIIpyTH3aLUY;

— peasin3anys OTKa3a B 00CIyKUBAHUU;

— YIOQJIEHHBIN 3aIlyCK IIPUIIOKECHU;

— YIpO3bl BHEJIPEHMS BPEIOHOCHBIX TPOrpaMM (I10 CETH).



CTPAHULIA 27

MOJEJIb YI'PO3

7.3. AHaJIM3 BO3MOKHBIX yIPo3

7.3.1. B xadecTBe WCXOJHOTO TIEPEYHS BO3MOXHBIX yrpo3 Oe3omacHoctu [1/{x
uCroyib3yeTcs OaHK JaHHBIX yrpo3 Oe3omacHocTh HHpopMmanuu, chopmupoBaHHblii OCTIK
Poccuu (http://bdu.fstec.ru/).

7.3.2. Yrpo3sl yTeuykrn WHPOpPMAIMH TIO TEXHHYECKUM KaHaIaM XapaKTePU3YIOTCS
BBICOKOM CTOMMOCTBIO OOOpYJOBaHMS, HEOOXOAUMOTO [UIsi HX pealu3aliid, WU BBICOKOM
kBannukanuent Hapymwmrend. Lemn u 3agaun UCII[Jna «OOpamienus: rpaxiuan», XapakTep U
oobem IIJIH, xpanumbix u obOpabateiBaembix B MCII[IHe «OOpamieHuss rpaxiuan», sSBISIOTCS
HEJOCTAaTOYHBIMHU JUUII MOTHBALIMM HAPYIIUTENd K pealn3aluy yrpo3, cBs3aHHeIXx ¢ TKVYMN.
Ucxons u3 sroro, B gaHHod Mogenu yrpo3 yrposbl yreuku uHopmamuun no TKYU ne
paccmaTpuBaroTCsl.

7.3.3. Tlopsanok noctyna corpynaukoB MBOY «Cpennss obuieoOpa3zoBaTenbHas 1IKOIA
Ne 31 r.Momkap-Onel» B HOMEIIEHHS, B KOTOPHIX OCyIIeCTBIseTcss obpaborka ITJJH u
pasmemensl MCIIJIn ykazan B Ilpukaze «OO0 oOecreyeHun 0€30MacHOCTH TOMEINIEHUN, B
KOTOPBIX pa3MelieHbl WH(GOPMAIMOHHBIE CHCTEMbl MEPCOHAIBHBIX JaHHBIX, U COXPAaHHOCTH
HocuTesel mepcoHalbHBIX AaHHBIX B MBOY «Cpennsisi obmieoOpazoBatenbHas mikoiga No 31
r. Momkap-Ous».

7.3.4. OcymectBisieTca pasrpaHuyeHue npas jgocTyna mnonb3oBatenein MCII/Ina
«O0pamenus tpaxknaan». [lpaBunma pasrpannueHus mpaB jgoctyna mnosb3oBarenedd MCII/Ina
«OOpatienus rpaxaan» omnpeaeneHbl B [lpukaze «O cucreme pasrpaHMueHus JOCTyna B
UH(GOPMALIMOHHBIX CUCTEMaX MEePCOHATbHBIX JaHHBIX).

7.3.5. Tlopsnok, oOecneynBaIOUUN  COXPAHHOCTh  HUCIOJIB3YEMBIX  MaTepHaIbHBIX
Hocuteneit [1/]n ykazan B [Ipukaze «O06 obecriedeHnn 6€30MaCHOCTH MaTepUATbHBIX HOCUTENIEH
nepcoHanbHbIX naHHBIX B MBOY «Cpennsisi o6mieo6pasoBatensas mkoxa Ne 31 r. Momkap-
Onbl», WX MOAIK3EMIUISIPHBIA yueT Beaerca B JKypHane ydera maTepuaibHBIX (OTUYKIA€MbIX
MAaIIMHHBIX ) HOCUTEJIeH MePCOHATbHBIX JaHHBIX.

7.3.6. TpeOoBanusi K OpraHu3aly TNapoJbHOW 3amuThl ykazaHel B [lpukaze «O
corpynankax MBOY «Cpenusis  oGmjeobpasoBatenshas mkona Ne 31 r. Momkap-Omnbi»,
OCYHIICCTBIISIIOIIMX 00pabOTKy 3amuiaeMoil HWHQpOpMAIUU, HE COAepKallel CBeACHMUS,
COCTaBIIAIOIINE TOCYJAPCTBEHHYIO TaliHY, M UIMEIOIIHX JOCTYN K 00pabaTsiBaeMoi nHGOpMaIInH,
HE coeprKallell CBEICHHS], COCTABJISIONINE FOCYJAPCTBEHHYIO TailHY».

7.3.7. Tlo pe3ynbTraTaM pacCMOTPEHHUSI CTPYKTYPHO-(YHKIMOHAJIBHBIX XapaKTEPUCTHUK
NCTI[Ina «O0paienust rpaxkaan», MPUMEHIEMbIX HHPOPMAIMOHHBIX TEXHOJIOTHH, MOTEHIIMAIa
BO3MOJKHBIX Hapymurteneh, knacca 3ammmeHHoctn WMCIIJIna «OOpamienus rpaxmaany u
ocobennocteit pasmemienuss MCII/Ina «OOpamenus rpaxaan» u3 0a30BOro MepeyHs yrpos
6e3onacHocty [1/IH ObLIM MCKITIOYEHBI HEMTPUMEHUMBIE Yyrpo3bl. [lepeueHb HCKITIOYEHHBIX YTpo3
6e3onacuoctu [1/]n ¢ o6ocHOBanueMm npuseneH B [Ipmnoxenuu Ne 1.

7.3.8. llepeuenp BO3MOXHBIX yrpo3 ©Oe3omacHoctu IIJ[H  mpencraBieH B
[Tpunoxennn Ne 2.

7.3.9. Amnanu3 Bo3MOXHBIX yrpo3 0ezonacHoctu [1/1n npusenen B [Tpunoxxennu Ne 3.

7.3.10. Ilo kaxaoMmMy BHIY YIpo3bl, 3KCIEPTHBIM IyTeM (OMpOC CHEIHAIUCTOB)
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olnpeziesieHa BEPOATHOCTh peaju3alliid yrpo3bl (B BUIE BepOajIbHOW IpaJaluy MoKa3aTesas o
4acToTe (BEpOSITHOCTH) peainu3anuu yrpo3sl Oe3omacHoctu [IJ[H ¥ COOTBETCTBYIOIIETO
YHICIIOBOTO KO3 punueHTa Y2) B COOTBETCTBUHU C MpaBUIaMHU:

— 0 — 17151 MamOBEPOSITHOM YTPO3HI;

— 2 — U HU3KOH BEPOSTHOCTH YTPO3HI,

— 5 — U1 cpeHel BEpOSTHOCTH YTPO3bI;

— 10 — 17151 BEICOKOW BEPOSITHOCTH YyTPO3HI.

7.3.11. C y4eTroM MOJIy4EHHBIX YHUCIOBBIX KOd(pduureHToB Y1 u Y2 nmo KaxaoMy BHILY
yrpo3bl 6e3omacHocTH [IJ[H paccumTaH 4nciioBod KOAGOUIIMEHT peann3yeMocTu yrpo3bl Y Mo
dbopmyne (1):

Y = (Y1+Y2)/20 @

7.3.12. BepOanbHasi MHTEpHpeTalus Peau3yeMOCTH KOHKPETHOW Yrpo3bl 0€30MacHOCTH
[TIJ11 ompenesieHa B COOTBETCTBUM C MPABUIIAMU:

—ecimn 0 <Y <0,3, TO BO3BMOKHOCTh peain3aliu MPU3HAETCS HU3KOM;

—eciu 0,3 <Y < 0,6, TO BO3MOXHOCTb peaJIM3ali TPU3HACTCS CPEAHEH;

—eciu 0,6 <Y < 0,8, TO BO3MOXHOCTh peaJIN3alli MIPU3HAETCS BBICOKOM;

—ecian Y > 0,8, To BO3MOKHOCTh peajin3aluu MPpU3HAeTCsl O4eHb BHICOKOM.

7.3.13. Tlo xaxaoMy BHUAY Yrpo3bl, OKCIEPTHHIM TyTeM (OMPOC CHEIHUAINCTOB)
orpezenieHa onacHocTh (yuepO) B COOTBETCTBUU C IIPABUIIAMU:

— HU3Kasi OMacHOCTb — €CJIM peajiu3allds Yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIbHBIM
HETraTUBHBIM MOCIIEJCTBUSAM I CYObEKTOB MEPCOHAIBHBIX JAHHBIX;

— Cpe/IHSAsl OMACHOCTh — €CJIM peaju3allds YIrpo3bl MOXET MPHUBECTH K HETaTUBHBIM
MOCTEACTBUSAM JJIs1 CyOBEKTOB MEPCOHATIBHBIX JAHHBIX;

— BBICOKAsi OMACHOCTh — €CJHM peaju3alusi yrpo3bl MOXET MPUBECTH K 3HAUUTEIHHBIM
HETaTUBHBIM TMOCIIEJCTBUSAM JUII CYObEKTOB IMEPCOHATBHBIX JaHHBIX.

7.3.14. Tlpu ompenencHWHd CTEMEHH OIMACHOCTH Yrpo3 YyTeUKH HUHOOpPMAIUU IO
TEXHUYECKMM KaHajlaM CBSI3W YYHUTBIBAIUCh TpaHUIBI KOHTpodupyemoit 30Hb (K3) wu
pa3MelieHNue TEXHUYECKUX CPEJICTB.

7.3.15. Ompenenena akryajapbHOCTh yrpo3 Oe3omacHoctu I[I/lH Ha ocHoBaHUUM
koaddunrenTa peanuzyeMoctd yrpo3sl (Y) M MOKazaTens OMacHOCTH YTPO3bl MO KaXKIOMY ee
BU/Ly, CJIEJIaH BBIBOJ] 00 aKTyallbHOCTH YIPO3 B COOTBETCTBHH C TIpaBmiiamu B Tabnuie 10.

Tabnuna 10 — [IpaBuna onpeaeneHus: akTyalbHOCTH YTpo3bl 6e3onacHocTH 1]

Bo3Mmo:xkHOCTB pea- OnacHOCTB yIpo3bl
JIH3AIHH yIPO3bI Huskasn Cpennss Bebicokas
Huskas HeakryanpHas Heakryanpnas AKTtyanbpHas
Cpennss HeakryanpHas AKTyanbHas AKTtyanbpHas
Boicokas AxTyanpHas AxTyanbeHas AkTtyanbpHas
O4eHb BBICOKASI AxTyanpHas AKTyanbeHas AkTtyanbpHas
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8. BBIBO/IbI

8.1. AkryaabHble yrpo3sl 6e3onacuoctu I1/In
8.1.1. B pe3ynpraTe aHanmm3a BO3MOXHBIX yrpo3 OesomacHoctu [I/[H BBIABICHO

aKTyaJIbHbIX yrpo3 Oe3omacHocTH: 51. AxtyanbHble yrposbl OezonacHoctu [IJln B UCII[IHe

«OO0paileHus rpaxxaan» npuBeaeHsl B Tadnuue 11.

Tabnuna 11 — AkryansHbie yrpo3sl 6e3onacHoctu [1/1n B UCIT/Jne «O0paiuenus rpaxian

HNnentuguxarop

Ne
Yrpo3za

n/n YIpO3bl

1. YBUN.006 Yrpo3a BHeIpEHUS KO/Ia WK JaHHBIX

2. | YBU.008 Yrpo3a BocCTaHOBIICHHS ayTeHTU(UKAITMOHHON WH(POPMaIIH

3. | YBU.009 Yrpo3a BocCTaHOBJICHHS TpeAbIayIeH ysa3BuMoi Bepcun BIOS

4. | YBU.012 Yrpo3a AecTpyKTUBHOIO N3MEHEHHS KOH(PUTYPAIUN/CPEIbl OKPYKECHHS
nporpaMm

5. | YBU.013 Yrpo3a AecTpyKTUBHOI'O HCIIONb30BAHMUS ACKIAPUPOBAHHOTO QYHKIIMOHA~
na BIOS

6. YbU.014 Yrpo3a JIUTENBHOrO yAEpKaHUs BBIYMCIUTENBHBIX PECYPCOB MOJb30BaTE-
JSIMA

7. | YBU.015 Yrposa gocTymna K 3almi@aeMbiM (aiiiaM ¢ HCIoIb30BaHHEM 00X0HOIO
IyTH

8. | YBU.022 Yrpo3a u306ITOYHOTO BEIICTICHHUS OIIEPATUBHON TaMSITH

9. | YBU.023 Yrpo3a u3mMeHeHUsT KOMIIOHEHTOB CHCTEMBI

10. | YBU.027 VYrpo3a ucKa)keHUs1 BBOIUMOW U BBIBOAMMON Ha mepudepuitHble yCTpOi-
cTBa MH(pOPMAaLUU

11. | YBI.028 Yrpo3a HCIIoNb30BaHuUs ATbTEPHATUBHBIX IyTEH JOCTYIIA K pecypcam

12. | YBU.030 Yrpo3a ucronb30BaHus HHPOPMANH UACHTH(DUKAIINN/ Ay TeHTH (PUKATHH,
3aJaHHOH IO YMOJTYaHUIO

13. | YBU.031 Yrpo3a UCIIONh30BaHUSI MEXaHN3MOB aBTOPHU3AITUH JIJIST TTOBBIMICHUS TIPH-
BHJIETHI1

14. | YBN.034 Yrpo3a HCIoNb30BaHUS CIa00CTEH MPOTOKOJIOB CETEBOT0/IOKATEHOTO 00~
MEHA JaHHBIMU

15. | YBbM.049 Yrpo3a HapymeHns eTOCTHOCTH TaHHBIX Kella

16. | YBU.051 Yrpo3a HEBO3MOKHOCTH BOCCTAHOBIIEHUS ceccur padoTel Ha [I9BM mpu
BBIBOZIC M3 IPOMEKYTOUYHBIX COCTOSHUI NMUTAHUS

17. | YBI.053 Yrpo3a HEBO3MOXKHOCTH YIIPaBJICHU MpaBaMHu nonb3oBateneid BIOS

18. | YBU.067 Yrpo3a HelpaBOMEPHOT'O O3HAKOMIJICHHS € 3aIUIaeMoi HHpopMaIen

19. | YBU.071 Yrpo3a HeCAaHKIITMOHUPOBAHHOTO BOCCTAHOBJICHUS YAAIEHHOH 3a1unia-
emMoi nHhopMaIuu

20. | YBU.074 Yrpo3a HeCaHKIIMOHMPOBAHHOTO IOCTYIIA K ayTeHTH(PUKALIMOHHOW UH-
hopmarumn

21. | YBU.086 Yrpo3a HeCaHKIIMOHUPOBAHHOIO U3MEHEHUS ayTeHTU(UKALIMOHHOW NH-
hopmarumn

22. | YBU.088 Yrpo3a HeCaHKIIMOHUPOBAHHOTO KOIMMPOBAHUS 3aIIUIIAEMOH HHPOPMaLIUH

23. | YBU.089 VYrpo3a HECAHKLIIMOHUPOBAHHOTO PEAAKTUPOBAHUS peecTpa

24. | YBU.090 Yrpo3a HeCAHKIIMOHUPOBAHHOTO CO3JaHMsI YUETHON 3aIlMCH MOJIb30BATEINS

25. | YBU.091 Yrpo3a HeCaHKIIMOHUPOBAHHOTO YIAIEHHUS 3aIlUIIAeMOoi HH(OpMaLuK

26. | YBM.093 Yrpo3a HeCaHKIIMOHUPOBAHHOTO yIIpaBiieHus Oydepom

27. | YBU.100 VYrpo3a 00x01a HEKOPPEKTHO HACTPOEHHBIX MEXaHU3MOB ayTeHTH()UKALUH

28. | YBU.113 VYrposa nepe3arpy3ku anmnapaTHbIX ¥ IPOrpaMMHO-ANINAapaTHBIX CPEACTB
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BBIYUCITUTENBHON TEXHUKH

29. | YBU.115 Yrposa nepexBaTa BBOAIMMOH 1 BEIBOAUMON Ha Mepu(epuitHbIe yCTpOii-
CTBa HH(OPMAITUH

30. | YBU.121 Yrpo3a NoBpeXICHUSI CHCTEMHOTO peecTpa

31. | YBU.124 Yrpo3a momIeNKy 3anucei KypHaia perucTpaiuy COOBITUI

32. | YBU.133 Yrpo3a nmonydeHus CBeICHUH 0 BiaIeNblie OSCIIPOBOIHOIO YCTPOMCTBA

33. | YBU.143 Yrpo3a mporpaMMHOr0 BBIBEACHHUS U3 CTPOS CPENICTB XpaHEHUs, 00padoT-
KU ¥ (WJIM) BBOJIA/BBIBO/IA/TIepeiadun HHPOPMAIK

34. | YBU.152 VYrpo3sa ynanenus ayTeHTHPUKAIIMOHHONW HHPOpMaIn

35. | YBU.157 Yrpoza pu3nveckoro BHIBEACHUS U3 CTPOsI CPEACTB XpaHEeHUs, 00pabOTKH
U (111) BBO/IA/BBIBOJIA/TIepeiad HHPOPMAIUH

36. | YBU.158 VYrpoza hopmatupoBanust HocuTenei nHhopManuu

37. | YBU.160 Yrpo3a XuleHus cpefcTB XpaHeHus, 00pabOTKH H (VJTH) BBOJIA/BbI-
BoJla/niepenaun nHdGopmanyu

38. | YBU.162 Yrpo3a 3kcruryataiuu nu@poBoi HOAMKCH TPOrPaMMHOI0 KoJia

39. | YBU.168 VYrposa «kpakn» yd€THON 3aIUCH JOCTYIIa K CETEBBIM CepBHCAM

40. | YBU.170 VYrpo3sa HerpaBoMepHOTo MUPpoBaHus HHGopMaruu

41. | YBU.177 Yrpo3a HEMOATBEPKAEHHOIO BBOJIA JAHHBIX OIIEPATOPOM B CUCTEMY, CBSI-
3aHHYIO ¢ 0€30ITaCHOCTHIO

42. | YBU.178 Yrpo3a HeCAaHKIIMOHUPOBAHHOTO HCIIOIb30BAHMUS CUCTEMHBIX M CETEBBIX
YTUIJIAT

43. | YBU.179 VYrpo3a HeCaHKIMOHUPOBAHHON MOAMMDHUKAIIMK 3aLIUIIAeMON HH(POPMAIUK

44, | YBU.180 Yrpo3a oTkaza moJACUCTEMBI 00eCTICUCHHUS TEMIIEPATYPHOTO PeKIMa

45. | YBU.182 VYrposa GpU3NIECKOro ycTapeBaHus alapaTHBIX KOMIIOHEHTOB

46. | YBU.185 Yrpo3a HeCaHKITMOHUPOBAHHOTO H3MEHEHUS TTapaMEeTPOB HACTPOHKH
CPEJICTB 3aIuThl HHQOpMaIuu

47. | YBU.191 Yrpo3a BHEnpEHUS BPEAOHOCHOTO KOJIa B TUCTPHOYTHB IIPOrPaMMHOTO
o0ecrieueHust

48. | YBU.192 Yrpo3a HCIIoNb30BaHus YSI3BUMBIX BEPCHI MPOTPaMMHOTO 00eCTiedeHus

49. | YBU.205 Yrposa HapymieHns paboThl KOMITBIOTEpa B OJIOKMPOBAHUS JOCTYIIA K €r0
JTAHHBIM H3-32 HEKOPPEKTHOW pabOThl YCTAaHOBJIEHHBIX HA HEM CPEJCTB 3a-
ITATHI

50. | YBU.209 Yrpo3a HeCAaHKIIMOHUPOBAHHOTO JIOCTYIIA K 3aIIUIIAEMON TaMATH Sapa
poreccopa

51. | YBU.211 VYrpo3a ucnonb30BaHUs HEMPOBEPEHHBIX MOJIB30BATENbCKUX JAHHBIX IPU
(hopmMupoBaHuU KOH(PHUTYpaITOHHOTO (haiiia, UCTIONB3yEeMOTro MPorpaM-
MHBIM 00ecriedeHrneM aIMUHUCTPHUPOBAHNS HH(POPMAIIMOHHBIX CHCTEM

8.1.2. BeposiTHOCTDh peanu3anvu yrpo3, CBsA3aHHBIX ¢ Hamuunem HJIB B cuctemMHOM U
MPUKIAIHOM MPOrpaMMHOM O0€CIEYEeHUH, SKCHEPTHBIM IIyTeM OIpe/ielieHa MaJOBEpPOSTHOM,
BBy oOpabotku B UHCII[IHe «OOpamienus rpaxnan» HHPOpPMAIUH, HMEIOIIEH MEHBIIYIO
LEHHOCTh (MJIM CTOMMOCTB), YEM 3aTpaThl Ha ee nojaydenue. Mcxoas usz atoro, yrpossl 1-ro u 2-
ro tuna s qanHon UCIT/{na «O6parieHus rpaxxaan» He aKTyalbHbI.

8.1.3. BrisBieHHble akTyanbHble yrpo3sl OezonacHoctu [1/[n B MCII[Ine «OO6parienus
TpaXKJIaH» OTHOCATCS K Yrpo3aMm 3-TO THMA: yrpo3bl, HE CBs3aHHbIe ¢ Hamuumem HJIB B
CUCTEMHOM ¥ TPUKIAAHOM MpPOrpaMMHOM obOecriedenud, ucnonssyemoM B HCIIdne
«OO0pareHus rpaxaan.
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MOJEJIb YI'PO3

[MTPUJIOXEHHUE Ne 1
[Tepeuenp uckioUeHHBIX yrpo3 OezonacHoctu [1/1H

HNnentuduxa-
TOP YIPO3blI

HaumeHoBaHMe yrpo3sl

O0ocHoBanue HCKJIIOUEHUSA

YBHN.001

VYTrpo3a aBTOMAaTHYECKOr0 PacpoCTpaHEHHs BPSIOHOCHOTO KO/Ia
B IPHJI-CHCTEME

HC He nuMmeeT BBIXOJ B CETh OOIIEr0 IOJIb30BAHUL,

He ocymecTBisiercs yianéHHbli JOCTYIl COTPYIHUKOB JIPYIUX OpraHu3aluil K
G,

Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MOJIb30BaHUS;

I'pua-cucremMsl He UCTIONIB3YIOTCS;

[Torentnan BHEITHET0 HAPYIIUTENS HEAOCTATOUEH ISl peaTu3alluil YIpO3bl;
IToreH1nan BHYTpEHHET0 HaPYIIUTENSI HEJOCTATOUYEH I PealTi3alliil YIPO3bl

YBUN.002

Yrpo3a arperupoBaHusl JaHHbIX, [IEPEIABAEMBIX B IPUI-CUCTEME

NC ne nMmeeT BBIXOJ] B CETh OOIIEro I0JIb30BAHUSI;

He ocymiectBnsercst yian€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,

Her nepenaun BHyTpH OpraHU3aIMX C UCIIOIB30BAHUEM CETEH CBS3HM 00IIEro
MTOJTb30BaHUS;

I'pun-crucreMsl He UCTIOIB3YIOTCS,

IloTeH1nan BHENTHET0 HAPYIIUTENS HEAOCTATOYEH ISl pealTi3alliil YIPO3bl

YBN.003

Yrposa aHanmza KpUNTOrpauecKuX aJropuTMOB U UX peajn-
3armn

CK3MU e ucrons3yroTcs;
[ToTenmuan BHENTHEro HapyIMIUTENS HEJOCTATOUCH ISl peaIi3allii YTPO3b

YBU.004

Yrpo3a ammapatHoro copoca mapois BIOS

OTCyTCTBYET OOBEKT BO3/ICHCTBHS

YBH.005

VYrpo3za BHenpeHus BpenoHocHoro koja B BIOS

OTCcyTCTBYeT OOBEKT BO3JICHCTBHUS,
[loreHunan BHyTPEHHETO HAPYLIUTENS HEIOCTATOUEH ISl pealn3alii YTPO3bl

YBHN.007

Yrpo3a Bo31eHCTBUS HA IPOrPaMMBbI C BHICOKUMH MTPUBUIIETUAMHU

[loreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH VIS pealn3alld YIPOo3bl;
[loreHunan BHyTPEHHETO HAPYLIHUTENS HEIOCTATOUEH ISl pealn3alii YTPO3bl

YBHN.010

VYrpo3za BeIxozaa mporecca 3a Ipeneibl BUPTYaabHOH MAIlWHBI

TexHONoruM BUPTYaIN3allii HE UCIIONb3YETCS;
[loreHunan BHEIIHETO HAPYLIMTENS HEIOCTATOUEH JUIs peau3alry YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTEINS HEIOCTATOUEH JUIsl peaIn3alii YTPO3bl

YBHN.011

Yrposa geaBTOpU3aluU CAHKIIHOHUPOBAHHOTO KITHEHTa Oecpo-
BOJIHOM

BecnpoBoaHOI JOCTYN HE HCIIOIB3YETCS
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MOJEJIb YT'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
9. YBU.016 Yrpo3a J0ocTymna K JIOKaJIBHBIM (haiijiamM cepBepa Ipy OMOIIU NC He uMeeT BBIXO[ B CETh OOIIEr0 MOJb30BaHUS;
URL He ocymectBinsiercst yaanéHHbIN JOCTYI COTPYAHUKOB IPYTUX OpTaHU3AIMHA K
nc;
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MIOJTB30BaHMUS,
[ToTeHnMan BHEITHETO HAPYIIUTEINS HEIOCTATOUCH JUISl PeaIn3alii YTPO3bl
10. | YBM.017 Yrpo3a nocryna/mepexsara/usmenennss HTTP cookies HC He umeer BBIXOJ B CETh OOIIETO MMOJIb30BaAHUS;
He ocymecTBisiercss yianéHHbli JOCTYIl COTPYIHUKOB JIPYIUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHu3aliiy ¢ UCIOJIL30BAHUEM CETel CBSI3U OOIIero
TI0JTb30BaHMSI
11. | YBM.018 Yrpo3a 3arpy3kyd HELITATHOW ONEPAalMOHHON CHCTEMBbI OTCyTCTBYET OOBEKT BO3/ICHCTBHS
12. | YBH.019 Yrpo3a 3apakenus DNS-kema HC He umeer BBIXO/ B CETh OOIIET0 MOJIh30BaAHIS,
He ocymiectBnsercst yian€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH opraHu3alvy ¢ UCIOJIb30BAaHUEM CETEl CBSI3U OOLIEro
I10J1b30BaHMS
13. | YBH1.020 Yrpo3a 3m0ynoTpebaeHnsT BO3MOKHOCTSIMH, MPEAOCTaBICHABIME | OmepaTop He SBISETCS MOCTABIIMKOM OOJIAUHBIX YCITYT;
OTPeOUTENAM 00JIAYHBIX YCIYT TexHonoruu BUPTYaJIn3aliy HE UCIIOJIb3YETCsI
14. | YBIM.021 Yrposa 3:710ymoTpebaeHus T0BeprueM OTpeOuTeNe 00IadHbIX Omnepatop He sABIsETCA MOTpeduTeneM 00JadHbIX YCIyT
yeayr
15. | YBI.024 Yrpo3a u3MeHeHHUS PKUMOB PaOOTHI aIllapaTHBIX JJIEMECHTOB OTcyTCTBYET OOBEKT BO3JICHCTBHUS,
KOMIIBIOTEpa [loreHunan BHyTPEHHETO HAPYLIMTENS HEOCTATOUEH UIsl pean3alii YTPO3bl
16. | YBI.025 Yrpo3a n3MEHEeHUs CUCTEMHBIX U II100AbHBIX TEPEMEHHBIX IloTeHman BHyTPEHHEr0 HAPYUIUTENSI HEAOCTATOUEH IS peaju3aluy YyTPO3bl
17. | YBM.026 Yrpoza uckaxxkenuss XML-cxemsl NC He umeer BBIXOX B CETH OOIIETO MOIb30BAHMUS;
He ocymecTBisiercst ynain€HHblid JOCTYH COTPYIHUKOB IPYTUX OpraHu3alui K
NG,
Her nepenaun BHyTpH opraHu3aly C HCIOJIB30BAHUEM CETEl CBSI3U OOLIEro
M0JIb30BaHMUS;
[loreHunan BHEIIHETO HAPYLIUTENS HEIOCTaTOUEH JUIS peau3alry YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIHUTEINS HEIOCTATOUEH JUIsl peaIn3alii YTPO3bl
18. | YBM.029 YTrpo3a HUCIONB30BaHUS BEIUUCIUTENBHBIX PECYPCOB CyNEpKOMITb- | CyNepKOMIBIOTEPHI HE UCTIONB3YETCS
I0Tepa «Iapa3suTHBIMHUY [IPOLIECCAMU
19. | YBM.032 VYrpo3za ucnons3oBaHus noaaeabHbIX HUQpoBbix moanuceid BIOS | OtcyrcTByeT 00BEKT BO3ACHCTBHS;

HOTGHLII/IaJ'I BHCIIHCT'O HAPYHIIUTCIIA HEAOCTATOUYCH AJI peaIn3allvi YIPO3bI
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MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
20. | YBH.033 VYrpo3a ucnons3oBaHus cnadocTell KOAUPOBAHHUS BXOAHBIX JIaH- IToTeHnMan BHEIHEr0 HAPYIIUTENS HEJOCTATOUEH JUIsl Pealli3alliy YIpo3bl;
HBIX IToTeHnan BHyTpEHHEr0 HAPYIIUTEN HEAOCTATOUYEH JUI peau3alluil YIpo3sl
21. | YBU.035 VYrpo3za ucnonb30BaHus cladbIX KpUNTOrpaguyecKux aropuTMoB | OTCyTCTBYeT OOBEKT BO3IACHCTBHS,
BIOS [ToTeH1na BHEITHEr0 HAPYIIUTENS HEAOCTAaTOUEH JJIsl peajTi3alluil YIpo3sl
22. | YBU.036 VYrposa ucciae0BaHUS MEXaHU3MOB PaOOThI MPOrPAMMBI IloTeHan BHEIIHEr0 HAPYIIUTEINS HEOCTATOYEH JUISl PeaIn3aluy YIpo3bl;
[ToreH1nana BHYTpEHHET0 HapYIIUTENsI HEJOCTATOUYEH I pealTu3alliil YIpo3sl
23. | YBU.037 VYrpo3a ucciaenoBaHus MPHIOKEHUS Yepe3 OTYETH 00 OmmMOKax IloTeHan BHEIIHEr0 HAPYIIUTEINS HEOCTATOYEH JUISl PeaIn3aluy YIpo3bl;
[ToreH1nana BHYTpEHHET0 HapYIIUTENSI HEJOCTATOUYEH I pealTu3alliil YIpo3sl
24. | YBU.038 Yrpo3a ncueprianusi BEIYACIUTENBHBIX PECYPCOB XPaHUIIUIIA TexHonmoruu OOMBIINX JAHHBIX HE MCIIOIB3YETCS
OONBIINX JAHHBIX
25. | YBU.039 Yrposa ucuepnaHus 3amaca Kitodeld, HeoOXOMUMBIX s 00OHOBJe- | [loTeHIMan BHENIHEro HApYIIUTENS HEAOCTaTOUEH JIsl PeaTH3aIii YTPO3bI
Hust BIOS
26. | YBI.040 Yrpo3a KOH(PINKTA IOPUCIUKIUI pa3INIHBIX CTPaH OmnepaTop He ABIAETCS MOCTABIIMKOM OOJIAYHBIX YCIIYT;
OrnepaTop HE SBIIETCS MOTPEOUTEIEM O0JaYHBIX YCIIYT
27. | YBU.041 Yrpo3a MeXCaWTOBOTO CKPUTITHHTA NC He umeeT BBIXOJ B CETh OOIIEro MOIh30BaHNS,
He ocymiecTBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB APYTUX OPTaHU3AIUN K
G,
Her nepenauu BHyTpH OpraHu3alMy C UCIOJIB30BAaHUEM CETEN CBSI3U OOLIEro
[0JIb30BaHUS;
Beb-cepBepbl HE HCIIONB3YETCS;
Be6-moctyn He ncnoin3yercs
28. | YBU.042 Yrpo3a MeXKCalTOBOM IMOAMNETKH 3a1poca HC He umeer BBIXOJ B CETh OOIIEro MOIh30BaHNS,
He ocymecTBisiercst ynain€HHblid JOCTYI COTPYIHUKOB IPYTUX OpraHu3alui K
)4 (O
Her nepenauu BHyTpH opraHu3alvy C UCIOJIB30BAaHUEM CETEl CBSI3U OOLIEro
MI0JIb30BaHMS;
Beb-cepBepbl HE HCIIONB3YETCS;
Beb6-nocTyn He ucnonb3yeTcs;
[loTeHunan BHEIIHET0 HAPYLIMTENS HEIOCTaTOUEH JUIsl pealn3alid YTPOo3bl
29. | YBU.043 VYrpoza HapyLIeHUs TOCTYITHOCTH 00JIa4HOr0 cepBepa Omnepartop He SBISETCS MOCTABIIMKOM O0JIAYHBIX YCIIYT;
Omnepatop He sIBIETCs MOTpeOUTENEeM 00JIAYHBIX YCIyT
30. | YBU.044 VYrpo3a HapylmeHns 30JIAIHH OIb30BaTENbCKUX JAHHBIX BHYTPH | TEXHOIOrMM BUPTYaINU3allii HE UCIIOIb3YETCS;
BUPTYaJIbHON MaIIWHBI [ToreHuman BHENIHEr0 HAPYIINUTENA HEAOCTATOUEH JJIsl peaTu3alui YIpo3bl;
IToTeHnman BHYTpPEHHETO HAPYIIUTENS HENOCTATOUYEH Ul pealln3allii yIpo3bl
31. | YBU.045 ¥Yrposa HapymeHus n3osanny cpeapl ucnonsenus BIOS OtcyTcTBYeT 00BEKT BO3ACHCTBHS
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MOJEJIb YT'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
32. | YBU.046 VYrpo3za HapylieHus MPOLEeayPhl ayTeHTHPHUKAINN CYOBEKTOB TexHomoruu BUPTyaTnu3allii HE UCTIOIb3yETCs
BHUPTYaJbHOr0 HH(OPMAIIMOHHOTO B3aUMOJICHCTBHUS
33. | YBU.047 VYrpo3za HapymieHus: paboToCIIOCOOHOCTH IPUA-CUCTEMBI IpH He- | ['pua-cucTeMbl He HCIIONB3YIOTCS
TUITHYHOW CETEBOI Harpyske IloTeHman BHEIIHEr0 HAPYIIUTEINS HEOCTATOYEH JUISl PeaIn3aluy YIpo3bl;
[loTeHnman BHyTPEHHET0 HAPYIIUTEINS HEIOCTATOUEH JUIsl pean3alii YTPO3bI
34. | YBU.048 VYrpo3a HapylIeHUs TEXHOIOrHK 00paboTKy nHpOpMAanuK MyTéM | TexXHONOTUN BUPTYyaIU3allii HE UCTIONB3YETCS;
HECAaHKIIMOHUPOBAHHOI'O BHECCHUA H3MEHEHUH B 06pa351 BUPTY-= HOTCHHI/I&J’I BHCIIHET'O HAPYIIHUTEIA HEAOCTATOUYCH JJId p€ain3allun YIpO3bI;
QJIBHBIX MAIIUH [loreHnnan BHYTPEHHET0 HAPYIIUTEINS HEIOCTATOUEH JUIsl pPeaIn3alii YTPO3bI
35. | YBU.050 Yrpo3a HeBepHOTO omnpeneneHus popmaTa BXOJHBIX JaHHBIX, TexHonoruM OONBIINX JAHHBIX HE UCTIOIB3YETCS
MOCTYNAOUINX B XPaHUIUIIEC OOIBIINX JaHHBIX
36. | YBU.052 Yrpo3a HEBO3MOKHOCTHA MUTPAITIH 00pPa30B BUPTYaAJTbHBIX Ma- TexHONIoruu BUPTyaIn3aluy HE UCIIONIb3YETCS;
IIMH M3-32 HECOBMECTUMOCTH aNllapaTHOTO H MPOrPaMMHOT0 Omneparop He SBJISETCS MOTPeOUTENEM O0JIAYHBIX YCIyT
obecrieueHust
37. | YBU.054 Yrpo3a HeoOPOCOBECTHOTO UCTIOTHEHUS 0053aTEBECTB TI0C- OrmepaTop HE SBISIETCS MOTPEOUTEIEM O0TAYHBIX YCIIYT
TaBITKaMH 00JIAYHBIX yCIYT
38. | YBU.055 Yrpo3a He3amuIEHHOr0 aIMIHICTPUPOBAHIS 00JIAYHBIX yCIYT OrnepaTop HE SBIIETCS MOTPEOUTEIEM O0JaYHBIX YCIIYT
39. | YBU.056 Yrpo3a HEKaueCTBEHHOT 0 IIepeHoca HHGPACTPYKTYPHI B 00J1aK0 OrnepaTop HE SBIIETCS MOTPeOUTENEM O0JaYHBIX YCIIYT
40. | YBU.057 Yrpo3a HEKOHTPOIUPYEMOT0 KOMUPOBAHUS JAHHBIX BHYTpU Xpa- | TexHomoruu OONBIINX JaHHBIX HE UCIIOIB3YeTCS
HUJAIIA OONTBIIX JaHHBIX
41. | YBM.058 Yrpo3a HEKOHTPOIUPYEMOTO POCTa YNCIIA BUPTYATHHBIX MAIIHH TexHOMOTHH BUPTYaIN3aIlliU HE UCTIOIB3YETCS;
OmnepaTop He sBIsieTcA MoTpeduTeneM 00JadHbIX YCIyT
42. | YBU.059 Yrpo3a HEKOHTPOIUPYEMOI'O POCTA YHCIIA 3aPE3EPBUPOBAHHBIX TexHONIoruu BUPTyaIn3aluK HE UCIIONIb3YETCS
BBIYHCIUTEIHHBIX PECYPCOB
43. | YBHN.060 Yrpo3a HEKOHTPOIUPYEMOT0 YHHUTOXKEHHSI HH(pOpManuu xpa- TexHomoruu OONBIINX JaHHBIX HE UCTIOIB3YETCS
HUJIMIIEM OOJBIINX JaHHBIX
44. | YBN.061 Yrpo3a HEKOPPEKTHOrO 3aJaHUsl CTPYKTYPhI JaHHBIX TpaH3akiuu | IloTeHIMan BHYTPEHHEro HapyUIUTENsl HEAOCTATOUEH JUIsl peaju3aluy YyTPOo3bl
45. | YBU.062 Yrpo3a HEKOPPEKTHOrO HCIOIb30BAHUS IPO3PAYHOT0 IPOKCHU- NC He uMmeer BBIXOX B CETH OOIIETO IMOIb30BAHMS
cepBepa 3a cu€T IIarnHoB Opays3epa He ocymiecTBisiercst yan€HHBIA JOCTYI COTPYAHUKOB IPYTUX OpPTaHU3AIUHN K
)% (O
Her nepenaun BHYTpH OpraHHU3aIly C UCIIOIH30BAHUEM CETEH CBS3HM O0IIEro
TTOJTb30BaHUS
46. | YBN.063 VYrpo3a HEKOPPEKTHOr0 UCTIONIb30BaHMs (PyHKIMOHANA TporpaM- | IloTeHnnan BHEIHEro0 HApYIUTENs HEJOCTATOUEH ISl Pean3aluy yrPO3bl;

MHOI'O Y afmnapaTHoro obecreueHuUs

HOTGHLII/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJI pCaIn3allv YIPpO3bl
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MOJEJIb YT'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
47. | YBU.064 VYTrpo3a HEKOPPEKTHOW peann3alyy MOJTUTHKH JUIEeH3UpOoBaHus B | Onepatop He SBISETCS MOCTABIIMKOM OOJIAYHBIX YCIIYT;
obnake TexHONOruM BUPTYAIU3AIlH HE UCTIONB3YETCS;
OnepaTop He ABJsETCS MOTpeduTeNneM 00Ja9HbIX YCIYT
48. | YBU.065 Yrpo3a HeonpeAeaEHHOCTH B pacpeAeIeHNH OTBETCTBEHHOCTH Omneparop He SBJISIETCS MOTPEOUTENEM O0JIAYHBIX YCIyT
MEKIY poJisiMu B o0JIaKe
49. | YBU.066 VYrpo3za HeonpenenéHHOCTH OTBETCTBEHHOCTH 3a obecnieueHne 6e- | Oneparop He SBISETCS MOTPeOUTENEM O0JIAYHBIX YCIyT
30MMacHOCTH 00JIaKa
50. | YBU.068 Yrpo3a HelpaBOMEPHOT 0/HEKOPPEKTHOI'O UCTIONIL30BAHUS UH- [Toreninan BHEUTHET0 HAPYIIUTENA HEAOCTATOUEH JJIsl peaTu3alluil YIpO3bl;
Tepderica B3aUMOJICHCTBHS C TIPHIIOKEHU EM [loreHnuan BHYTPEHHEr0 HAPYIIUTEINS HEIOCTATOUEH JUIsl Peaii3aiid YTPO3bl
51. | YBI.069 Yrpo3a HelpaBOMEPHBIX JAEUCTBUM B KaHaIaxX CBS3U HC He umeer BBIXO/ B CETh OOIIET0 MOJIh30BAHIS,
He ocymecTBisiercs ynanéHHplil JOCTYI COTPYIHUKOB JIPYIrUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHu3alvy ¢ UCIOJIL30BAHHEM CETel CBSI3U OOIIero
I10J1b30BaHMS
52. | YBU.070 Yrpo3a HepephIBHON MOJCPHU3ALMN 00JIaYHONH HHPpAcTpyKTy- | OmnepaTop HE SBIAETCS MOCTABIIUKOM O0JaYHBIX YCIIYT;
pBI OrmepaTop HE SABISIETCS MOTPEOUTETEM O0IaYHBIX YCIIYT;
[ToreHunasn BHYTPEHHETO HAPYLIMTEN HEIOCTaTOUEH Ul pealu3alii YTPo3bl
53. | YBU.072 Yrpo3a HeCaHKITMOHUPOBAHHOTO BBRIKJIFOUCHHUS WA 00X0/1a Me- OtcyTcTBYET O0BEKT BO3IEHCTBHS
XaHU3Ma 3a1uThl ot 3anucu B BIOS
54. | YBU.073 Yrpo3a HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA K aKTHBHOMY U (WJTH) NC He umeeT BBIXOJ B CETh OOIIEro MOIh30BaHNS,
[IACCUBHOMY BHUPTyaJbHOMY M (Win) pu3ndeckoMy cereBoMy 000- | He ocymiecTBisiercst yaanéHHbIN OCTYI COTPYIHUKOB APYTUX OpraHU3aluii K
PYIOBaHUIO U3 (PU3NIECKON U (MIIN) BUPTYaTbHON CETH HcC;
Her nepenauu BHyTpH opraHu3alvy C UCIOJIB30BAaHUEM CETEl CBSI3U OOLIero
MI0JIb30BaHMS;
TexHOoNoruM BUPTYaIN3allii HE UCIIONb3YETCS;
[loreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH VIS pean3aliy YIPOo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTENS HEIOCTATOUEH ISl peaIn3alii YTPO3bl
55. | YBU.O75 VYrpo3a HECAHKIMOHUPOBAHHOT'O TOCTYNA K BUPTYaJIbHBIM Ka- OtcyTcTBYeT OOBEKT BO3IACHCTBHS;
HaJIaM nepeaaydu TexHonoruu BUPTYaJIN3alMK HE UCTIOIb3YETCsl
56. | YBU.076 VYrpo3a HeCAaHKIIMOHUPOBAHHOI'O JOCTYIA K TUIIEPBU30PY U3 BUP- | TEXHOIOrMHM BUPTYaIU3alMU HE UCIIOIb3YETCS;
TyaJbHOW MaIIuHbI U (MIIH) PU3MUECKOH ceTH [loreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH JUIS peau3alrd YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTEINS HEIOCTATOUEH JUIsl peaIn3alii YTPO3bl
57. | YBU.077 ¥Yrpo3a HeCAaHKIIMOHUPOBAHHOI'O JOCTYIA K JaHHBIM 3a MpeAena- | TeXHOIOoruu BUPTyalIu3aluu HE UCIIOIb3YETCs;

MU 3apC3C€PBUPOBAHHOIO aIpECHOIO IIPOCTPAHCTBA, B TOM YHCJIC
BBIJICJICHHOI'O 11O BUPTYAJIbHOC allllapaTHOC obecreueHue

HOTGHLII/IaJ'I BHCIIHCT'O HAPYIIUTEIIA HEAOCTATOUYCH AJI peain3allun YIpO3bI;
HOTGHLII/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJI pCaIn3allv YIPpO3bl




CTPAHULIA 36

MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
58. | YBU.078 Yrpo3a HECAHKIIMOHUPOBAHHOI'O TOCTYIA K 3alUINAEMbIM BUPTY- | TeXHOIOrMu BUPTyaIM3allui HE UCIIONb3YETCS
AJBHBIM MaIlIMHAM M3 BUPTYaJIbHOU U (MH) PU3NUECKOH ceTH
59. | YBU.079 Yrpo3a HECAHKIIMOHUPOBAHHOIO TOCTYIA K 3alIUINAEMbIM BUPTY- | TEeXHOIOrMu BUPTyaIM3allui HE UCIIONb3YETCs
QJIBHBIM MAIlIMHAM CO CTOPOHBI JIPYTUX BUPTYaJIbHBIX MAIIMH
60. | YBI.080 Yrpo3a HECAaHKIIMOHUPOBAHHOI'O IOCTYTIA K 3aIIUIIIAeMbIM BUPTY- | TeXHOIOTHMHM BUPTYaTU3allii HE UCTIOIb3yETCs;
aJIbHBIM YCTPOWCTBAM W3 BUPTYaJIbHOM U (vin) pusudeckoii cetn | [loTeHIMa BHEIIHErO HAPYIIUTENS HEIOCTATOYCH [T peaJIU3allii yrPO3bi;
[ToreH1nana BHYTpEHHET0 HapYIIUTENs HEJOCTATOUYEH I pealTu3alliil YIpo3bl
61. | YBU.081 Yrpo3a HeCAaHKIMOHUPOBAHHOTO JIOCTYIIA K JIOKAIbHOMY KOMITb- | ['pua-cucTeMbl He HCTIOIB3YIOTCS;
I0TEpY Yepe3 KIMEeHTa TPUA-CUCTEMBI IToTeH1na BHENTHEr0 HAPYIIUTENS HEAOCTATOUEH ISl pealTi3alliil YIpO3bl
62. | YBI.082 Yrpo3a HECAaHKIIMOHUPOBAHHOTO JIOCTYIA K CETMEHTaM BhIUUCIN- | CynepKOMIBIOTEPHI HE UCTIONB3YETCS;
TENBHOTO TTOJIS IToTeH1nan BHYTpEHHET0 HapYIIUTENS HEJOCTATOUYEH I PealTi3alliil YIPO3bl
63. | YBU.083 Yrpo3a HeCaHKIIMOHUPOBAHHOT'O JIOCTYIIA K cHCTeMe 1o Oecripo- | becnpoBomHOI TOCTy HE UCTIONB3yeTCs
BOJIHBIM KaHaJIaM
64. | YBU.084 Yrpo3a HecCaHKIIMOHUPOBAHHOTO JIOCTYIIA K CHCTEME XPaHECHUS TexHOoNIOruM BUPTYaTN3alUH HE UCITOIB3YETCS
JAHHBIX U3 BUPTYIHHON U (MIJIN) (PU3HIECKON CETH
65. | YBU.085 Yrpo3a HeCaHKIIMOHUPOBAHHOTO IO0CTYIA K XpaHUMOW B BUPTY- TexHoNoruu BUPTyalIu3alii HE UCTIONb3YETCS;
aJIbHOM IPOCTPAHCTBE 3aIIUIIAeMOi HHPOpMAUU IToreHunan BHEIIHETO HAPYLLIUTEN HELOCTATOUEH Ul pealu3aliy YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIMTENS HEOCTATOUEH UIsl peaIn3alii YTPO3bl
66. | YBI.087 Yrpo3a HecaHKITMOHUPOBAHHOTO UCIIONH30BAHHUS TTPUBUIICTHPO- OTcyTCTBYET OOBEKT BO3JIEHCTBHUS;
BaHHBIX (yHKIMH BIOS IloTeH1an BHEMIHEr0 HAPYIIUTENS HENOCTATOUYEH JUIsl peaIi3alii YIPO3bl
67. | YBI.092 Yrpo3a HeCaHKIIMOHUPOBAHHOTO YAAJIEHHOT0 BHEnonocHoro goc- | C He mMeeT BBIXO/ B CETh OOIIET0 MOIB30BaHUS;
TyIla K annapaTHbIM CPEACTBAM He ocymecTBnsiercs ynan€HHbIi JOCTYI COTPYAHUKOB IPYTUX OPTaHU3aLMN K
)4 (O
Her nepenauu BHyTpH opraHu3alvy C UCIOJIB30BAaHUEM CETEl CBSI3U OOLIEro
MI0JIb30BaHMS;
TexHonorus yAaaeHHOro BHETIOJIOCHOTO 10CTYIIa HE UCTIONIB3YETCS;
[loTreHunan BHEIIHETO HAPYLIMTENS HEIOCTATOUEH Ul peaIn3alid YTPO3bl
68. | YBI.094 VYrpo3a HeCaHKIIMOHUPOBAHHOI'O YIIPABJIEHNS CHHXPOHH3alMed U | YTpo3a HexapaKTepHa Ui JAHHOTO THUIIA CHCTEMBI;
COCTOSTHHEM [loreHunan BHEIIHETO HAPYLIMTENS HEIOCTATOUEH JUIs pean3alry YIpo3bl;
[loTreHunan BHyTPEHHETO HAPYLIUTEINS HEIOCTATOUEH JUIsl peaIn3alid YTPO3bl
69. | YBU.095 Yrpo3a HeCaHKIIMOHUPOBAHHOTO YIIPABJICHUS YKa3aTeIsIMH [loreHunan BHEIIHETO HAPYLIMTENS HEIOCTATOUEH JUIS peau3alri YIpo3bl;
[loTreHunan BHyTPEHHETO HAPYLIUTEINS HEOCTATOUEH JUIsl peaIn3alid YTPO3bl
70. | YBU.096 VYrpo3a HeCOrIaCOBAHHOCTH MOJIMTHUK OE30IMaCHOCTH JIEMEHTOB Omnepatop He SBISETCS MOTPEOUTENEM O0JIAYHBIX YCIyT
0051a4HON MHPPACTPYKTYPHI
71. | YBU.097 Yrpo3a HecoriacOBaHHOCTH MPABMII JOCTYMNA K OONBIIMM AaHHBIM | TexHomoruu OoJbIINX AaHHBIX HE HCHONb3YeTCs
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MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
72. | YBU.098 VYrpoza o0HapYyKEHUSI OTKPHITHIX MOPTOB U HAeHTHGUKamy pu- | C He nMeeT BBIXOA B CETh OOIIETO MOIb30BaAHUS;
BSI3aHHBIX K HUM CETEBBIX CITyXO He ocymecTBisercs yanéHHblid JOCTYIl COTPYIHUKOB IPYIUX OpraHU3aluil K
nc;
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MIOJIb30BaHUS
73. | YBU.099 Yrpo3a oOHapyKEHHS XOCTOB HC He umeer BBIXOJ B CETh OOIIETO MMOJIb30BaAHUS;
He ocymecTBisiercs yianéHHbli JOCTYIl COTPYIHUKOB JIPYIUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHM3aIMy C UCIIOIB30BAHUEM CETEH CBSI3HM 00IIEro
MIOJIb30BaHUS
74. | YBU.101 Yrpo3a o01Iea0CTYITHOCTH 00JI1a4HON HHPPACTPYKTYPHI OrmepaTop HE SBIBIETCS MOCTABIIUKOM O0JIaYHBIX YCIYT;
OrmepaTop HE SBIIETCS MOTPEOUTENEM O0JIaYHBIX YCIIYT;
IToTeH1nas BHENTHEr0 HAPYIIUTENS HEAOCTATOUEH JJIsl peaTi3alliil YIpO3sl
75. | YBM.102 Yrpo3a onocpeaoBaHHOrO YIIPABICHUS TPYIIION porpaMm depe3 | [loTeHIman BHENIHEr0 HAPYIIUTENS HEMOCTATOUYCH JIJIS Pealli3aiyl YIPO3bl;
COBMECTHO UCIIOJIb3YEMbI€ JaHHbIE [ToreHunasn BHYTPEHHETO HAPYLIMTEN HElOCTaTOUEH JUIsl pealu3alii YTPO3bl
76. | YBU.103 Yrpo3a onpeneneHus THIIOB 00BEKTOB 3aITUTHI HC He umeer BBIXO/ B CETh OOIIEro MOJIh30BaAHMS;
He ocymiecTBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB JAPYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH OpraHu3alvy C UCIOJIB30BAaHUEM CETEN CBSI3U OOLIEro
H0JIb30BaHUS
77. | YBU.104 Yrpo3a onpeneneHus TOMOJOTHH BEIYUCITUTEIEHON CETH NC He umeer BBIXOJ B CETh OOIIEro MOJIh30BaHNS,
He ocymecTBisiercst ynan€éHHblid JOCTYI COTPYIHUKOB IPYTUX OpraHu3aluil K
)4 (OF
Her nepenauu BHyTpH opraHu3alvy C UCIOJIB30BAaHUEM CETel CBSI3U OOLIero
H0JIb30BaHUS
78. | YBU.105 Yrposa oTkasa B 3arpy3ke BXOJHBIX TaHHBIX Hen3BecTHOro ¢op- | TexHomoruu OONBIINX NaHHBIX HE UCTIOIB3YETCS
MaTa XpaHWIHIIEM OOJBIINX JAaHHBIX
79. | YBU.106 VYrpoza oTkaza B 00CITy>KHBaHUM CUCTEMOHN XpaHEHHs JaHHBIX cy- | CylmepKOMIBIOTEPHI HE HCIIOIb3YETCs
MIEPKOMITBIOTEpA
80. | YBU.107 Yrpo3a OTKIHYEHN KOHTPOJIBHBIX TaTUYMKOB VYrpos3a HexapaKkTepHa JUIsl JaHHOTO THIIa CUCTEMBIL
[loreHunan BHyTPEHHETO HAPYLIHUTEINS HEIOCTATOUEH JUIsl peaIn3alii YTPO3bl
81. | YBU.108 Yrpoza ommOKu 0OHOBJIGHHS TMIIEPBU30pa TexHONIoruu BUPTYaJIn3alluK HE UCIIONIb3YETCs
82. | YBU.109 VYrpoza nepebopa Bcex HACTPOEK U MAapaMeTPOB IPUIIOKEHUS [loreHunan BHEIIHETO HAPYLIUTENS HEIOCTaTOUEH IS peaju3alry YIpo3bl;

HOTGHLII/IaJ'I BHYTPCHHCT O HAPYIIUTCIIA HEAJOCTATOUYCH AJI pCaIn3alluv YIrpO3bl
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MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
83. | YBU.110 Yrpo3a neperpysku rpui-CUCTEMbI BBIYUCIUTENBHBIMY 3aJaHU- I'pun-cucTeMsl He UCTIOIB3YIOTCA
SIMU
84. | YBU.111 VYrpo3a nepeaauu JaHHBIX 1O CKPBITHIM KaHanam NC He uMeeT BBIXO[] B CETh OOIIET0 MOJIb30BaHUS;
He ocymecTBisiercs yianéHHbli JOCTYI COTPYIHUKOB JIPYIUX OpraHu3aluil K
G,
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MOJIb30BaHUS;
[Toreninan BHEUTHEr0 HAPYIIUTENA HEAOCTATOUEH JJIsl peajTu3alluil YIpOo3bl;
IToreH1nan BHYTpEHHET0 HAPYIIUTENS HEJOCTATOUYEH I pealTi3alliil YIpO3bl
85. | YBU.112 Yrpo3a nepenadu 3anpeniéHHBIX KOMaH Ha 000pyI0BaHuUE C Yrpo3a HexapaKkTepHa IS JAHHOTO THUIIA CUCTEMBI;
YHCIIOBBIM IPOTPAMMHBIM YITPaBICHHEM UncnoBoe mporpaMMHOE 000PYI0BAaHHE HE UCIIONB3YETCA
86. | YBU.114 Yrpo3a nepenoaHeHus UeNOYUCIEHHbBIX IIEPEMEHHBIX IloTeHnan BHEIHEr0 HAPYIUTEINS HENOCTATOUEH JUISl PeaIn3aliy YIpo3bl;
[ToreH1nan BHYTpEHHET0 HapYIIUTENS HEJOCTATOUYEH I PealTu3alliil YIPO3bl
87. | YBU.116 Yrpo3a repexBaTa JaHHBIX, TTepeIaBacMbIX 10 BeIYHCIUTENbHON | MIC He mMeeT BBIXOI B C€Th OOIIEro MoJIb30BaHUS;
ceTu He ocymiectBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH opraHu3alMy C UCIOJIb30BAaHUEM CETel CBSI3U OOLIEro
H0J1b30BaHMS
88. | YBU.117 VYrposa nepexBara NpUBUIETMPOBAHHOTO MOTOKA IloTeHman BHEIHEr0 HAPYIIUTENS HENOCTATOUEH ISl Pean3alik YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTENS HEIOCTATOUEH UIsl pealn3alii YTPO3bl
89. | YBU.118 Yrposa nepexBarta NpUBUIETUPOBAHHOTO Mpoliecca IloTeHman BHEMIHEr0 HAPYIIUTENS HENOCTATOUEH ISl Peai3alii YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIMTENS HEIOCTATOUEH UIsl pealn3alii YTPO3bl
90. | YBU.119 Yrpoza nepexBata yrnpaBJeHUs TUIIEPBU30POM TexHONnOoruu BUPTYaIU3aluK HE UCIIONIb3YETCS;
[loreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH VIS pealn3aliy YIPOo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTENS HEIOCTATOUEH ISl pealn3alii YTPO3bl
91. | YBU.120 VYrpoza nepexBaTa yInpaBJieHUs CPEION BUPTyaId3alul TexHOoNnOoruu BUPTyaIu3aluK HE UCIIONIb3YETCS;
[loreHunan BHEIIHETO HAPYLIUTENS HELOCTATOUEH VIS pealn3alid YIPOo3bl;
[loreHunan BHyTPEHHETO HAPYLIUTENS HEOCTATOUEH JUIsl peaIn3alid YTPO3bl
92. | YBU.122 VYrpo3a NOBBILIEHNS TPUBUIIETHH IloTenuan BHEMIHEr0 HAPYLIUTENS HEOCTATOUEH JUIsl pealn3alii YIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIHUTEINS HEIOCTATOUEH JUIsl peaIn3alid YTPO3bl
93. | YBM.123 Yrpoza nopbopa naposust BIOS OtcyTcTBYeT 00BEKT BO3ACHCTBHS
94. | YBU.125 VYrpo3za noakaodeHus K OecripoBOIHOM ceTH B 00xoa npouenypsl | becipoBonHol gocTyn He CHONb3yeTcs
ayTeHTUUKAUN
95. | YBU.126 Yrpo3a noaMeHbl OECIPOBOTHOTO KIMEHTA WM TOYKHU JOCTYIIa becnpoBoaHOl 1OCTYN HE UCTIONB3YETCSI
96. | YBU.127 Yrpo3a noaMeHsl ASHCTBUS NONb30BaTeNsl MyTéM oOMaHa [loTeHnman BHENTHEr0 HAPYIIUTEN HEAOCTATOUEH JJIs peain3alui yrpo3sl
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MOJEJIb YI'PO3

n/n

HNnentuduxa-
TOP YIPo3bl

HaumeHoBaHme yrpo3sl

O0ocHoBaHMe HCKIIOUEHUS

97.

YBU.128

er03a MMOAMEHBI JOBEPEHHOI'O IMOJIL30BaTECIIA

HC He nmeeT BBIXOI B CETh OOLIETO MOIB30BaHUS,;

He ocymecTBisercs yanéHHblid JOCTYIl COTPYIHUKOB IPYIUX OpraHU3aluil K
nc;

Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MIOJIb30BaHUS

98.

YBU.129

Yrpo3a moaMeHbl pe3ePBHON KOIMHMH MTPOrPaMMHOI0 00eCTIeueHUs
BIOS

OtcyTcTBYeT 00BEKT BO3IEHCTBHS

99.

YBU.130

VYrpo3a MoAMEeHbI COEPIKMMOT0 CETEBBIX PECYPCOB

UC He nMeeT BBIXOJI B CETh OOIIETO MOJIb30BAHUS;

He ocymecTBisiercst ynanéHHplid JOCTYI COTPYJAHUKOB JIPYITMX OpraHU3aluil K
ncG,;

Her nepenaun BHYTpH OpraHU3aIMy C UCIIOIB30BAHNUEM CETEH CBSI3HM 00IIEro
MTOJIb30BaHUS

100

YBU.131

Yrpo3a moaMeHsl CyObheKTa CETEBOT0 TOCTYyIIa

NC He nMmeeT BBIXOJ] B CETh OOIIEro I0JIb30BaHUSI;

He ocymiectBnsercst yian€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,

Her nepenaun BHyTpH OpraHM3aIMH C UCIIOIB30BAHUEM CETEH CBS3H 00IIEro
MTOJTb30BaHUS;

[ToTeH1nan BHENTHEr0 HAPYIIUTENS HEAOCTATOUEH ISl pealTi3alliil YIPO3bl

101

YBU.132

Yrposa momydeHus npeaBapuTenbHOi nHpopManuu 00 oObexTe
3aIUTHI

NC ne nMmeeT BBIXOJ B CETh OOIIEro I0JIL30BaHUSI;

He ocymecTBiasiercst ynan€éHHblid JOCTYI COTPYIHUKOB IPYTUX OpraHu3aluil K
)4 (OF

Her nepenauu BHyTpH OpraHu3alvy C UCIOJIB30BAaHUEM CETEN CBSI3U OOLIEro
[0JIb30BaHUS;

[loTreHunasn BHEIIHETO HAPYLIMTENS HEIOCTATOUEH VISl peaIn3alid YTPO3bl

102

YBU.134

VYrpoza noTepu 10Bepys K HOCTABIINKY OOJa4YHBIX YCIYT

Omnepatop He sABIsETCA MOTpeduTeneM 00JavHbIX YCIIYT;
[ToTenmman BHyTpEeHHET0 HAPYIIUTEIS HEZOCTATOUCH ISl PEaJIM3aIMU YTPO3bI

103

YBU.135

Yrpo3a moTepu M yTeuku JaHHBIX, 00padaThIBaeMbIX B 00IaKe

Omnepatop He sABIsETCA MOTpeduTeneM 00Ja9HbIX YCIyT

104

YBU.136

er03a noTepu I/IH(i)OpMaLII/II/I BCJICACTBUC HECOITIACOBAHHOCTU pa-
OOTHI Y3JI0B XpaHWJIMIIA OOIBIINX JaHHBIX

Texuomoruu OOIBIIAX JAHHBIX HE UCIIOJIb3YCTCA

105

YBU.137

VYrpoza notepu yrnpasieHus 001aqyHBIMH PECYpPCaAMHU

Omnepatop He SBISIETCS IOTpeOUTENEM O0JIAYHBIX YCIYT;
[loTreHunan BHEIIHETO HAPYLIUTENS HEIOCTAaTOUEH JUIsl PeaIn3alui YTPO3bl

106

YBU.138

VYrpoza notepu ynpasieHus: COOCTBEHHON MH(PaACTPYKTYpOH MpH
nepenoce e€ B 001aKo

OnepaTop HEC ABJIACTCA HOTpC6I/ITeHGM 00JTaYHBIX YCIyr,
HOTGHI_II/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJI pCaIn3allv YIPpO3bl
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MOJEJIb YT'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
107 | YBHM.139 Yrpo3a npeojoiacHus PU3NISCKON 3aIIUTHI [ToreHIuan BHEIIHEr0 HApYIIUTENs HEAOCTATOUCH VIS Peau3alii YTPo3bl
108 | YBI.140 Yrpo3a npuBeACHUS CUCTEMBI B COCTOSTHUE «OTKa3 B 00cinyxuBa- | MC He UMeeT BBIXO/l B CETh OOIIEr0 MOJb30BaHUS;
HUU» He ocymecTBisiercs yianéHHbli JOCTYI COTPYIHUKOB JIPYIUX OpraHu3aluil K
G,
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
TI0JIb30BaHMSI
109 | YBU.141 VYTrpo3a NpuBS3KH K TIOCTABIIMKY 00JauyHBIX YCIYT Omneparop He SBJISIETCS MOTPeOUTENEM O0JIAYHBIX YCIyT
110 | YBU.142 Yrpo3a mpruocTaHOBKH OKa3aHHS O0JAYHBIX YCIYT BCIIEICTBHE OmnepaTop He SBIAETCS MOCTABIIMKOM OOJIAYHBIX YCIIYT;
TEXHUYECKHX COOEB Omnepatop He SBIISETCsI TOTPeOUTENEM O0JIAYHBIX YCIIYT;
[loreHnuan BHYTPEHHET0 HAPYIIUTEINS HEIOCTATOUEH JUIsl Peali3aiid YTPO3bl
111 | YBN.144 Yrposa nporpammHoro copoca napomnst BIOS OTCyTCTBYET OOBEKT BO3/ICHCTBHS
112 | YBU.145 Yrpo3a nporrycka mpoBepKH IEIIOCTHOCTH MIPOrPaMMHOT0 obec- HC He umeer BBIXO/ B CETh OOIIEro MOJIh30BaAHMS;
TeYEHUs He ocymiectBnsercst yian€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH opraHu3alMy C UCIOJIb30BAaHUEM CETEl CBSI3U OOLIEro
H0JIb30BaHUS
113 | YBU.146 Yrpo3a npsaMoro o0pammeHns K maMsATH BEIYACTUTEEHOTO OIS CynepKoMIbIOTEPHI HE UCTIONB3YETCS;
CYIEpKOMIIbIOTEpa [loreHunan BHEIIHETO HAPYLLIUTEN HEIOCTATOUEH VIS peaIn3aliy yIpo3bl;
[loreHunan BHyTPEHHETO HAPYLIMTENS HEIOCTATOUEH UIsl pealn3alii YTPO3bl
114 | YBU.147 Yrpo3a pacnpocTpaHEHUs] HECAHKIUOHUPOBAHHO MOBBIIIEHHBIX I'pua-cucremMsbl He UCTIONIB3YIOTCS;
. [IPaB Ha BCIO IPHJI-CUCTEMY [loreHunan BHyTPEHHETO HAPYLIHUTENS HEIOCTATOUEH ISl pealn3alii YTPO3bl
115 | YbI.148 Yrposa cO0st aBTOMaTHUECKOTO YIIPABICHUS CHCTEMOU pasrpa- TexHomoruu OONBIINX JaHHBIX HE UCTIOIB3YETCS
. HUYEHMsI JOCTYNA XpaHWIHIIA OOJIbIINX JAHHBIX
116 | YBUM.149 Yrpoza cOost 00pabOTKH crieruatbHBIM 00pa30M U3MEHEHHBIX [Torennan BHENTHEr0 HAPYIIIUTENS HEAOCTATOUCH IJIsl pealTu3alliil YIPO3bl;
. ¢aiinos [loreHunan BHyTPEHHETO HAPYLIHUTENS HEOCTaTOUEH JUIsl peaIn3alid YTPO3bl
117 | YBU.150 VYrpoza cbos npouecca oOHOBiIeHUs: BIOS OtcyTcTBYeT OOBEKT BO3IACHCTBHS;

HOTeHI_II/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJIs pCaJIN3all YIPpO3bl




CTPAHULIA 41

MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
118 | YBU.151 Yrpo3a ckaHUpOBaHHsI BEO-CEPBUCOB, pa3paboTaHHBIX HA ocHOBe | MIC He MMeeT BhIXO/] B CETh OOIIEr0 MOJIb30BaHUS;
s3pIKa onrcanug WSDL He ocymecTBisercs yanéHHblid JOCTYIl COTPYIHUKOB IPYIUX OpraHU3aluil K
nc;
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MOJIb30BaHUS;
Beb-cepBepsl HEe HCTIONB3YETCS
119 | YBU.153 Yrpo3a ycuieHus BO3AEUCTBUS Ha BBIYHUCIUTENBHBIE PECYPChI NC He umeeT BBIXOJ B CETh OOIIETO MOIb30BAHNUS;
IOJIB30BATENIEN MTPU IOMOIIM CTOPOHHUX CEPBEPOB He ocymecTBisiercss yianéHHbli JOCTYIl COTPYIHUKOB JIPYIUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHM3aIMy C UCIIOIB30BAHUEM CETEH CBSI3HM 00IIEro
MIOJIb30BaHUS
120 | YBU.154 Yrpo3a yCTaHOBKH YSI3BUMBIX BEpCUN OOHOBIIEHUS MPOrpaMMHO- | OTCYTCTBYET OOBEKT BO3JICHCTBHS;
ro obecrieuenus BIOS [Torentnan BHEITHET0 HAPYIIUTENS HEAOCTATOUEH ISl pPeaTu3alliil YIpO3bl;
[ToreHunan BHyTPEHHETO HAPYLIMTEN HEOCTaTOUEH JUIsl pealu3allii YTPO3bl
121 | YBU.155 Yrpo3a yTpathl BEIYACIUTENEHBIX PECYPCOB HC He umeeT BBIXOJ B CETh OOIIEro MOIh30BaHNS,
He ocymiectBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH opraHu3alMy C UCIOJIb30BAaHUEM CETE CBSI3U OOLIEro
H0JIb30BaHUS
122 | YBU.156 Yrposa yrpatsl Hocuteneid nHhopMaIuu CpemHBIE HOCUTENH HH(GOPMAIHH HE HCIIOIB3YIOTCS
123 | YBU.159 VYrpoza «hopcupoBaHHOTO BeO-Opay3uHTa» NC He umeer BBIXOJ B CETh OOIIEro MOJIh30BaHNS,
. Be6-moctyn He ncnoin3yercs
124 | YBU.161 Yrpo3a 4pe3MepHOro UCIOIb30BAHUS BEIYUCIUTENBHBIX pecypcoB | CymnepKOMIBIOTEPHI HE UCIIONb3YETCS
CYIEpPKOMITBIOTEpPA B XOJ€ HHTEHCUBHOTO 00MEHa MEXITPOLIec-
COPHBIMHU COOOIICHUSIMHU
125 | YBI.163 Yrpo3a nmepexBarta UCKIIOUSHHsI/CUTHATA U3 TIPUBHIIIETHpoBaHHO- | [loTeHInan BHENIHEro HapyIMTeNsl HeOCTaTOUEH /ISl PeaTn3alii YTPO3kI;
. ro O1oka GyHKIUHA [loreHunan BHyTPEHHETO HAPYLIUTENS HEOCTaTOUEH JUIsl peaIn3alii YTPO3bl
126 | YBU.164 VYrpo3za pacnpocTpaHeHHs: COCTOSIHUS «OTKa3 B 00CIy>KuBaHUW» B | OnepaTop He SBISETCS MOCTABIIMKOM OOJIAYHBIX YCIIYT;
. 00s1auHON HHPPACTPYKTYpE TexHonoruM BUPTYAJIM3aIMH HE UCIONIb3YETCsl
127 | YBU.165 VYrpo3a BKIIOUEHHS B IPOEKT HE TOCTOBEPHO MCIIBITAHHBIX KOM- [loreHunan BHyTpEHHETO HAPYLIUTEINS HEIOCTATOUEH ISl peaIn3alud yTpo3bl
. MIOHEHTOB
128 | YBU.166 VYrpoza BHEApEHHs CUCTEMHON U30BITOYHOCTH [loreHuman BHYTpEeHHETO HapYIIUTENS HEJOCTATOUYEH I peaTu3alliil yIpo3bl




CTPAHULIA 42

MOJEJIb YI'PO3

n/n

HNnentuduxa-
TOP YIPo3bl

HaumeHoBaHme yrpo3sl

O0ocHoBaHMe HCKIIOUEHUS

129

YBU.167

Yrpo3a 3apakeHusi KOMITBIOTEpa IIPH MOCEIICHUN HeOaroHaaéx-
HBIX CAaUTOB

HC He nmeeT BBIXOI B CETh OOLIETO MOIb30BaHUS;

He ocymecTBisercs yanéHHblid JOCTYIl COTPYIHUKOB IPYIUX OpraHU3aluil K
nc;

Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MIOJIb30BaHUS

130

YBU.169

VYrpo3a Hanmu4Kug MEXaHU3MOB pa3paboTIrKa

[Torennman BHyTpEeHHETO HapYIIUTENS HEJOCTATOUYEH IS PeaTu3alluil yIpo3bl

131

YBU.171

Vrpo:;a CKpBITHOFO BKJIKOUCHUA BBIYUCIIUTCIIBHOI'O YCTpOﬁCTBa B
cocraB 00T-ceTH

HC He nuMmeeT BBIXOJ B CETh OOIIEro IOJIb30BAHUSL,

He ocymecTBisiercst ynanéHHplid JOCTYI COTPYJAHUKOB JIPYITMX OpraHU3aluil K
ncG,;

Her nepenaun BHYTpH OpraHU3aIMy C UCIIOIB30BAHNUEM CETEH CBSI3HM 00IIEro
MTOJIb30BaHUS

132

YBU.172

VYrpo3a pacpocTpaHEeHUs «II0YTOBBIX YEPBEH»

HC He uMeeT BBIXOJ B CETh OOIIEro MoIb30BaHHUS,

He ocymiectBnsercst yian€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,

Her nepenaun BHyTpH OpraHM3aIMH C UCIIOIB30BAHUEM CETEH CBS3H 00IIEro
MTOJTb30BaHUS;

DNeKTpOoHHAs M0YTa He UCIOIB3YeTCs

133

YBU.173

VYrpo3za «cnamay» BeO-cepBepa

BeG6-cepBepsl He nCTIOIB3YETCS

134

YBU.174

Yrpoza «hapMuHTay

NC ne nMmeeT BBIXOJ B CETh OOIIEro I0JIL30BaHUSI;

He ocymecTBisiercst ynan€éHHblid JOCTYI COTPYIHUKOB IPYTUX OpraHu3aluil K
)4 (OF

Her nepenauu BHyTpH opraHu3alvy C UCIOJIB30BAaHUEM CETel CBSI3U OOLIero
H0JIb30BaHUS

135

YBU.175

Yrpoza «pummHra

HC ne nMmeeT BBIXOJ B CETh OOIIEr0 I0JIHL30BAHUS;

He ocymecTBisiercst ynain€HHbld JOCTYI COTPYIHUKOB IPYTUX OpraHu3aluil K
)% (O

Her nepenaun BHyTpH opraHu3aly C HCIOJIB30BAHUEM CETel CBSI3U OOLIero
M0JIb30BaHUS

136

YBU.176

Yrpo3a HapymIeHns TeXHOIOTHIECKOr0/IPON3BOJICTBEHHOTO TIPO-
Iecca u3-3a BpEMEHHEBIX 3aJIepKeK, BHOCUMBIX CPEICTBOM 3a-
IUTHI

ero3a HEXapaKTCpHa AJIsd JAHHOI'O TUIIa CUCTEMBbI

137

YBH.181

er03a nepexsara OAHOPA30BbIX naponeﬁ B PCXKUMCE pCaJIbHOI'O
BpPEMCHU

O,Z[HOpa3OBBIC apoJi HE UCTIOJIb3YCTCH
HOTGHI_II/IaJ'I BHCIIHCT'O HAPYHIIHUTCII HEAOCTATOUYCH AJI pCaIn3allvi YIPO3bI




CTPAHULIA 43

MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
138 | YBI.183 VYrpo3a nepexsarta yrnpaBJIeHUs] aBTOMaTU3UPOBAHHON CUCTEMOM Yrpo3a HexapaKTepHa AJisl JaHHOTO TUIAa CUCTEMBI;
yIpaBJIEHUs TEXHOJIOTMYECKUMHU MPOLIECCAMU IloreHran BHEMIHEr0 HAPYIIUTENS HEAOCTaTOUEH M peaIu3aliy yTrpo3bl;
IToTeHnan BHyTpEHHEr0 HAPYIIUTEN HEAOCTATOUYEH JUI peau3alluil YIpo3sl
139 | YBU.184 Yrpo3a arperupoBaHusi JaHHBIX, 00padaTHIBAEMBIX C IIOMOIIIBIO MoOunbHbIE TEXHUYECKUE CPENICTBA HE UCITONB3YIOTCS;
. MOOHMJIBHOT'O YCTPOWCTBA [ToreH1naa BHYTpEHHET0 HapYIIUTENSI HEJOCTATOUYEH I pealTu3alliil YIpo3bl
140 | YBM.186 Yrpo3a BHEApEHNs BPEIOHOCHOTO KO Yepe3 peKiiaMy, cepBUCH | OTCYTCTBYET OOBEKT BO3JICHCTBHS;
M KOHTEHT HC He nMmeeT BBIXOJ B CETh OOIIEro IOJIb30BAHU,
He ocymecTBisiercs yianéHHbli JOCTYIl COTPYIHUKOB JIPYIUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHU3aIMy C UCIIOIB30BAHUEM CETEH CBSI3H 0OIIEro
MTOJIb30BaHUS
141 | YBM.187 Yrpo3a HeCAaHKIIMOHUPOBAHHOT'O BO3/IEHCTBUS HAa CPEACTBO 3a- TloTeH1an BHEUIHEr0 HAPYLIUTENS HEJOCTATOUEH JIJIsl peajin3allii yIpo3bl;
. HUTH HHPOPMALIUN [ToreH1nan BHYTpEHHET0 HapYIIUTENS HEJOCTATOUYEH I PealTu3alliil YIPO3bl
142 | YBI.188 Yrpo3a moaMeHs! MPOrpaMMHOTO 00eCTICUEHUS HC He umeeT BBIXOJ B CETh OOIIEro MOIh30BaHNS,
He ocymiectBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenaun BHyTpH OpraHM3aIMy C UCIIOIB30BAHUEM CETEH CBS3HM 00IIEro
MTOJTb30BaHUS;
[loTeHtnan BHYTpEHHET0 HapYIIUTENS HEJOCTATOUYEH IS PealTi3alliil YIPO3bl
143 | YBU.189 Yrpo3a MacKupoBaHUs ACUCTBUNA BPEIOHOCHOTO KOJIa IToTeHnuan BHEMIHEr0 HAPYIIUTENS HENOCTATOUEH JUIsl PeaIn3alik YIpo3bl
144 | YBM.190 Yrpo3a BHeIpEeHU BPEIOHOCHOT'O KOJIA 33 CUET ITOCEIICHMS 3a- NC He umeer BBIXOJ B CETh OOIIEro MOIh30BaHNS,
pa’keHHBIX caiiToB B cetu HTEpHET He ocymecTBiasiercs ynan€éHHbld JOCTYI COTPYIHUKOB IPYTUX OpraHu3aluil K
NG,
Her mepenaun BHYTpH OpraHU3aIMy C UCIIOIH30BAHUEM CETEH CBS3HM OOIIEro
TTOJTb30BaHUS;
IloTeH1nan BHENTHEr0 HAPYIIUTENS HEAOCTATOYEH ISl pealTi3alliil YIPO3bl
145 | YBM.193 Yrposa yreukn nHOOpMAITUH 32 CYET TPUMEHEHUS BpeJOHOCHEIM | [loTeHInan BHeNIHero HapyImm el He0CTaTOueH IS PeaTn3alii yTPo3bl
MIPOrpaMMHBIM 00ECTIeYeHIEM aNTOPUTMOB UG POBAHUS Tpa-
(huka
146 | YBU.194 Yrpo3a HeCAHKIIMOHUPOBAHHOIO HCITOJIB30BaHUS IPUBUIIETHPO- MoOuTbHBIE TEXHHYECKUE CPEICTBA HE UCIIONB3YIOTCS;

BaHHBIX (PYHKUMH MOOMJIBHOIO YCTPOHCTBA

HOTeHI_IPIaJ'I BHCIIHCT'O HAPYIIUTCIISL HEAOCTATOUYCH AJIs1 pCaIn3allvi YIPO3bI




CTPAHULIA 44

MOJEJIb YI'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
147 | YBU.195 Yrpo3a yaaleHHOro 3amycka BpeIoHOCHOrO Kojla B 00X0/1 Me- NC He uMeeT BBIXO[] B CETh OOIIET0 MOJIb30BaHUS;
XaHU3MOB 3aIUThI OIIEPALUOHHON CUCTEMBI He ocymecTBisercs yanéHHblid JOCTYIl COTPYIHUKOB IPYIUX OpraHU3aluil K
nc;
Her nepenaun BHyTpH opraHu3alvy C UCIOJIL30BAHUEM CETel CBSI3U OOLIEro
MOJIb30BaHMUS,
[ToTeH1na BHEITHEr0 HAPYIIUTENS HEAOCTAaTOUEH JJIsl peajTi3alluil YIpo3sl
148 | YBU.196 Yrpo3a KOHTPOJISE BpEAOHOCHOU MPOTPaMMOM CIIFICKA TIPHUIIOXKE- MoOunbHbIE TEXHUYECKUE CPENICTBA HE UCITONB3YIOTCS;
. HUH, 3alyIICHHBIX HA MOOMJILHOM YCTPOHCTBE TloTeH1Man BHENIHEr0 HAPYIIUTENSl HEJIOCTATOUEH JIJIsl peajin3alii yrpo3bl
149 | YBU.197 VYrpo3a XuIleHus: ayTeHTHPUKAITMOHHOW HH(OPMAIUHU U3 Bpe- HC He umeer BBIXOJ B CETh OOIIETO MOIh30BaHS,
MEHHBIX (aiisioB cookie He ocymecTBisiercs ynanéHHplii JOCTYI COTPYIHUKOB JIPYTUX OpraHu3aluil K
ncG,;
Her nepenaun BHyTpH OpraHU3aIMy C UCIIOIB30BAHUEM CETEH CBSI3HM OOIIEro
MOJIb30BaHUS;
[ToreHunan BHyTPEHHETO HAPYLIMTEN HEOCTaTOUEH JUIsl pealu3allii YTPO3bl
150 | YBI.198 YTrpo3a CKpBITHOW pEerucTpaIiiy BpenoHOCHOH mporpammoit yaer- | MC He uMeeT BBIXOI B C€Th OOIIEro Mojb30BaHuS;
HBIX 3alKiCeN aIMUHUCTPATOPOB He ocymiectBnsercst yiai€HHbIN TOCTYN COTPYAHUKOB APYTUX OpTaHU3AIUN K
G,
Her nepenauu BHyTpH opraHu3alMy C UCIOJIb30BAaHUEM CETE CBSI3U OOLIEro
[0JIb30BaHUS;
[loreHunan BHEIIHET0 HAPYLIMTENS HEIOCTATOUEH [Vl pealn3alii YTPo3bl
151 | YBM.199 Yrposa mepexBara yrpaBieHUs MOOMIIBHOTO YCTPONUCTBA ITpH Mc- | MOOMIIbHBIE TEXHHYECKHE CPEICTBA HE UCIIONB3YIOTCS;
. [10JIb30BAHUH BUPTYAJIbHBIX TOJIOCOBBIX ACCUCTEHTOB [loreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH Ul pealn3alii YTPOo3bl
152 | YBHI.200 Yrposa xutieHuss HPOpPMAIIH ¢ MOOMIIBHOTO yCTPOWCTBA TIPU MoOubpHBIE TEXHIYECKUE CPEICTBA HE HCITONB3YIOTCS;
. HCIOJIb30BaHUH BUPTYaJIbHbIX I'OJOCOBBIX ACCUCTEHTOB [loTreHunan BHEIIHETO HAPYLIUTENS HEIOCTATOUEH VISl peaIn3alii YTPO3bl
153 | YbM.201 Yrpo3a yTeuku NoJab30BaTENbCKUX JAHHBIX IPU UCIIOJIB30BAHUU NC He uMmeer BBIXOX B CETH OOIIETO MOIb30BAHMUS;
(hyHKITIIT aBTOMAaTHYECKOTO 3aITOTHEHNS ayTeHTU(hUKAITMOHHON He ocymecTBisiercst ynan€HHbld JOCTYI COTPYIHUKOB IPYTUX OpraHu3alui K
nH(popmaruu B Opaysepe uc;
Her nepenaun BHyTpH opraHu3alMy ¢ HCIOJIB30BAHUEM CETel CBSI3U OOLIEro
M0JIb30BaHMUS;
Beb-cepBepbl He HCIIONB3YETCS;
[loTreHunan BHEIIHETO HAPYLIUTENS HEIOCTAaTOUEH JUIsl PeaIn3alui YTPO3bl
154 | YBI.202 Yrpo3a HeCAHKIIMOHUPOBAHHOM YCTAHOBKH MPHIIOKEHUH HA MO- MoOuTbHBIE TEXHHYECKUE CPEICTBA HE UCIIONB3YIOTCS;
. OUJIbHBIE YCTPOHCTBA IToTeHnnan BHENIHEr0 HAPYIIUTEN HEAOCTATOUEH JJIsl pealu3allii yIpo3sl
155 | YBM.203 VYrpoza yreuku HHPOpMALMK C HEHOAKIIOYEHHBIX K ceTh VH- [ToreHuman BHENIHEr0 HAPYIINUTENA HEAOCTATOUEH JJIsl peaTu3allii YIpO3bl;

TCPHCT KOMIILIOTCPOB

HOTGHI_II/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJI pCaIn3allv YIPpO3bl




CTPAHULIA 45

MOJEJIb YT'PO3
Ne | UpenTuduka-
HaumeHnoBaHue yrpo3bl O6ocHoBaHME UCKITIOYEHUS
n/n TOP YIPo3bl
156 | YBI.204 YTIpo3a HECAHKIIMOHUPOBAHHOIO U3MEHEHUS BPEAOHOCHOU Npor- | Yrpo3a HexapakTepHa I JAHHOIO TUIIA CUCTEMBI;
pamMMoii 3HaYeHU I apaMeTpoB MPOrPaMMHUPYEMBIX JTOTHYECKUX [ToTeHnMan BHEIIHET0 HAPYLIUTENST HEAOCTATOUEH ISl PeaIn3alluil YTPO3bl
KOHTPOJIJIEPOB
157 | YBI.206 Yrpo3a oTkaza B paboTe 000py/10BaHMS U3-32 U3MEHEHUS T'e0ji0- | YTpo3a HexapaKTepHa JUis JaHHOTO THUIIA CHCTEMBI;
KallMOHHOW WH(OpMAIK O HEM YucnoBoe nmporpaMMHOE 000pYA0BaHUE HE UCTIONB3YETCS;
[ToTeHnyan BHEITHETO HAPYIIUTENS HEIOCTATOUCH JUIsl PeaIn3alii YTPO3bl
158 | YBI.207 Yrpo3a HeCaHKIMOHUPOBAHHOTO JIOCTYIIA K ITapaMeTpaM Hac- Yrpo3a HexapaKkTepHa JUIsl JAHHOTO THITa CUCTEMBIL
TPOWKH 000PYOBAHUS 32 CUET UCTIONB30BAHUS «MACTEP-KOJIOB YucnoBoe nporpaMMHOe 000pYZ0BaHUE HE UCTIONB3YETCS
(MH)XEHEPHBIX TapoJIei)
159 | YBM.208 Yrpo3a HEleneBoro UCIOIb30BAHNS BEIYMCIUTENBHBIX pecypcoB | IC He mMeeT BBIXO/ B CETh OOIIET0 MOJIb30BaHUS;
CPEICTBA BBIUMCIUTEIbHON TEXHUKH He ocymecTBisiercs ynanéHHplidl JOCTYI COTPYIHUKOB JIPYTUX OpraHU3aluil K
ncG,;
Her nepenaun BHyTpH OpraHu3alvy ¢ UCIOJIL30BAHUEM CETel CBSI3U OOIIero
H0JIb30BaHUS;
IToreHunan BHEIIHETO HAPYLLIUTEN HELOCTATOUEH Ul pealu3aliy YIpo3bl;
[ToreHunan BHYTPEHHETO HAPYLIMTEN HElOCTaTOUEH JUIsl pealu3alii YTPO3bl
160 | YBH.210 Yrpo3a HapyiieHus padoThl HHPOPMAIIMOHHON CHCTEMBI, BbI3- IToTeHmman BHyTPEHHETO HAPYIIUTENS HEAOCTATOUCH IS peaTu3alliui YTPO3bI
BaHHOT'O OOHOBJIEHUEM HCIIOIb3YEMOI'0 B HEW IPOrPaMMHOI0
obecredeHust
161 | YBH.212 Yrposa nmepexBara yrpaBieHus HHPOPMAITMOHHON CHCTEMON [Torentnan BHyTpEeHHETO HapYIIUTENS HEJOCTATOUYEH [T PealTu3alliil yIPO3bl
162 | YBH.213 Yrpoza 06xoma MHOTO(GaKTOPHOH ayTeHTU(DUKAIINN [Torentnan BHENTHET0 HAPYIIIUTENS HEAOCTATOUEH ISl pealTu3alliil yIPO3bl
163 | YbN.214 Yrpo3a HeCBOEBPEMEHHOT O BBISIBJICHUS U pearupOBaHUs KOMIIO- IToTeHnman BHyTpEHHEr0 HAPYLIUTENS HEAOCTATOUEH IS peaju3aluy yTPOo3bl
HeHTaM¥ WH()OPMAITMOHHON (aBTOMAaTU3UPOBAHHON) CHCTEMBI (B
TOM YFHCIIE€ CPEACTBAMH 3aIUTH HH(pOpMaIii) Ha COOBITHS Oe-
300aCHOCTH WH(OpMAITUI
164 | YBU.215 VYrpo3a HecaHKIIMOHUPOBAHHOI'O IOCTYIA K cucTeMe npH oMoy | IloTeHnnan BHyTpeHHEro HapyuTeNsl HeJOCTaTOuEH [yl PEaIN3alliy yTPO3bl
. CTOPOHHHUX CEPBUCOB
165 | YBU.216 Yrpo3a nosydyeHus: HECaHKIIMOHUPOBAHHOT'O IOCTyNa K Ipuioxke- | B cucteme He Henmonb3yroTest Smart-KapTsl;
. HUSIM, YCTAaHOBJIGHHBIM Ha Smart-KapTax [loTreHunan BHEIIHETO HAPYLIUTENS HEIOCTAaTOUEH JUIsl PeaIn3ali YTPO3bl
166 | YBI.217 VYrpo3a UCTIoNB30BaHUsl CKOMIPOMETHPOBAHHOTO I0BEPEHHOTO [loreHunan BHEIIHETO HAPYLIUTENS HEIOCTaTOUEH JUIS peau3alrd YIpo3bl;

HCTOYHUKA OOHOBIICHHM IMpOrpaMMHOro obecreueHus

HOTGHI_II/IaJ'I BHYTPCHHCT' O HAPYIIUTCIIA HEAOCTATOUYCH AJI pCaIn3allv YIPpO3bl




CTPAHULIA 46

MOJEJIb YI'PO3

[MTPUIJIOXKEHUE Ne 2

[lepeuenb BO3MOXKHBIX yrpo3 OezonacHoctu [1/1H

YCTPOWCTBO BPEAOHOCHOIO KOJIA,
KOTOPBIf MOXKET OBITH B ATbHEH-
IIEM 3aIyIIeH «BPYyYHYIO» MOIb30-
BaTCIIIMU, aBTOMAaTUYCCKU IIPU BbI~
[IOJIHEHUH ONPENENEHHOTO YCIOBUS
(HacTyTIIICHHS ONpeAeNEHHON na-
ThI, BXOZa 10JIb30BATENSI B CUCTEMY
Y T.I1.) WJTH C UCTIOJIb30BaHUEM a-
YTeHTH()HUKAIMOHHBIX JJAHHBIX, 33~
JAHHBIX «I0 YMOJIYaHHIO», & TAKKE
B BO3MOKHOCTH HECAHKI[MOHH~
POBAaHHOI'O BHEAPEHUS HAPYILIU-
TelleM HEKOTOPBIX COOCTBEHHBIX
JMAHHBIX TSI 00paOOTKH B AUCKpE-
TUTHPYEMYI0 HH(POPMAITHOHHYIO
cucreMy, (DaKTHUECKH OCYII[ECTBHB
HE3aKOHHOE UCI0JIb30BAHUE UY>KHX
BBIYHCITUTEIHHBIX PECYPCOB, H OJI0-
KHpOBaHUS pabOTHI YCTPOKCTBa
[P BBIIOJIHEHUH ONpPEAETIEHHBIX
koman. JlaHHas yrpo3a o0yc-
JIOBJICHA: HAJIMYUEM YA3BUMOCTEN
IIPOrpaMMHOTO 00ecTIedeHus; ca-
0OCTSIMH Mep aHTUBUPYCHOU 3a-
LIUTHL U pa3rpaHUyuEHUs JOCTYMa;
HannyueM otkpeitToro Telnet-nmopra

obecrieueHue, ce-
TEBOE MpOorpam-
MHOE oOecIieueHne

HNpentn- Haumeno- . Hapymaemoe
Ne O0beKT Bo3A€IiCT- .
i ¢pukarop BaHHe Onucanue st HcTouHuK yrpo3sl CBOIicTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIrpo3bl MACHOCTH
1. YBU.006 Yrpo3za Yrpo3za 3aKao4aercs B BO3- CucremMHoe mpor- Buemnumii Hapym- | Kondunennuans- HecaHkImmonnpoBaHHEI 10C-
BHEJIPCHUS MOXXHOCTH BHEIIPEHUS HAPYIIN- pammHOe obecrie- TeNb C HU3KUM 1O~ | HOCTh TyI ¥ (WIK) BO3/IEHCTBHE HA
KOJia M TENeM B TUCKPETUTHPYEMYIO NH- YeHue, MPUKIIAJHOE | TeHIINAJIOM LlemocTHOCTD 00BEKTHI Ha OOIIECUCTEMHOM
JTAHHBIX (hopmarmonnyro cucremy wim loT- | mporpammHoe HoctynHocTts ypoBHE (6a30BBIE CHCTEMBI

BBO/JIa-BbIBO/Ia, THIIEPBU30PHLI,
OTepaIoHHbIe CUCTEMBI), He-
CaHKI[MOHUPOBAHHBIA TOCTYN U
(v) BO3IEHCTBIE HA OOBEKTHI
Ha TPUKJIAJTHOM YPOBHE (CHCTe-
MBI yIpaBJIeHHus 0a3aMu TaH-
HBIX, Opay3epsl, WebIpHitoxe-
HUS1, MHBIE TPUKJIaIHBIE TIPOT-
pamMMBbI 00IIETO U CIIeHATbHO-
T0 Ha3HAYEHWs), HECAHKITMOHU -
POBaHHBIN TOCTYII U (¥JTH) BO3-
JeiicTBrE Ha OOBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000~
pPyIOBaHHE, CETEBBIE MPIIIOKE-
HUS, CEPBUCHI)
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oJbp30BaTeNs B cucteme. [lannas
yrposa o0yciioBJieHa 3HaYUTEIHbHO
MEHbIIMM 00bEMOM JaHHBIX XeIl-
KOZa ayTeHTU(HUKAIMOHHON UH-
(hopmaruu 1Mo cpaBHEHUIO C Heil
CaMoOM, 4TO onpenesnsier aBa ciec-
TBUS: BpeMs 10A00pa B OCHOBHOM
omnpeznensiercs He 00bEMOM ayTeH-
TU(UKaMOHHON HH(opManuy, a
00bEMOM TaHHBIX €€ X€eI-Ko/a;
BOCCTaHOBJICHHAS! ayTeHTU (UKL~
OHHas HH(OPMAaLIUs MOXKET HE COB-
nagaTh C UCXOAHOU (IpU MpUMeHe-
HUU HEKOTOPBIX aJITOPUTMOB IS
HECKOJIbKUX Ha0OPOB MCXOIHBIX
JAHHBIX MOTYT OBITh HOTy4Y€HbI

BaTCIIA

MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH

Ha loT-ycTpolicTBe (TOMBKO AT

loT-ycrpoticTB). Peanusarust nan-

HOH yrpo3bl BO3MOXHA: B ClIy4ae

paboThl JUCKPETUTHPYEMOTO TIOJIb-

30BaTens ¢ Qainamu, mocrymna-

OMMMHA U3 HEJOBCPCHHBIX UC=

TOYHUKOB; 1P HAJIUYUHN Y HETO

MIPUBUJIETHA YCTAHOBKU ITPOrpam-

MHOTO 00€CITeUeHHS; B CIydae He-

HU3MCHCHHBLIX BJIaACIIbIEM YUCTHBIX

nmauHbIX loT-ycTpoiicTBa (3aBoa-

CKHUX MapoJIsi ¥ JOTHHA)

2. YBU.008 Yrposa Boc- | YTpo3a 3aKiIrovacTcs B BO3- CucreMHOE TIpor- Buemnuit Hapy- | KonduaeHiuamib- HecaHKITmoHMpOBaHHEIN 10C-
CTaHOBJICHHUS | MOXXHOCTH IToa0opa (HarmpuMmep, paMMHOe obOecrie- TENb C HU3KHUM 10~ | HOCTh TyH U (WJIK) BO3IEHCTBHE Ha
ayTEeHTH- yTEéM TIOJTHOTO Tiepebopa Wik 1e- | YeHHe, MUKPOIPOr- | TEHITHAIOM, BHYT- 00BEKTHI Ha aNapaTHOM YPOB-
(hukamon- pebopa 110 ci1oBapio) ayreHTu(rUKa- | paMMHOe obecrie- pEHHUH HapYIIIH- He (TIporpaMMBbI (MEKPOITPOT-
HOW WH- [IMOHHON MH(OpMAIINK TUCKpe- YyeHne, yuETHbIe TeINlb ¢ HU3KUM T10- paMMBI), IIPOITUTHIE) B arlla-
(hopmarun TUTHPYEMOW yIETHON 3armmcu JAHHBIE TTOJIb30- TEHITHAIOM paTHBIX KOMIIOHEHTaX (Jumce-

Tax)), HeCAaHKIIMOHUPOBAHHBIN
JIOCTYT 1 (VI ) BO3/IEHCTBHE HA
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (6a30BbIE CHCTEMBI
BBOJIa-BBIBOJIA, TUTIEPBU30PEI,
OIlepaIMOHHBIE CHCTEMBI), HE-
CaHKIMOHUPOBAHHBIN JOCTYII U
(vn) BO3EHCTBIE HA OOBEKTHI
Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIE TTPUKJIAHBIE TIPOT-
paMMBbI 00IIIEro U CrenualbHO-
r0 Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIN 10CTYN U (MJIH) BO3-
JielicTBUE Ha OOBEKTHI Ha ce-




CTPAHULIA 48

JIOBJIEHA CITA0OCTAMHU TEXHOJIOTUH
KOHTpOJIA 32 OOHOBJIEHHEM IIPOr-
paMMHOTO o0ecITeueHus
BIOS/UEFI. Ipu ucnois30BaHUH
TEXHOJIOTUU OOHOBJIEHUS
BIOS/UEFI B0o3M0@HO BO3HUKHO-
BEHHE cleayromeil cutyanuu (yc-
JIOBUS, XapaKTEPU3YIOLINE CUTY-
aIMIO yKa3aHbl B XPOHOJIOIHYECKOM
TIOpSAZIKE): Ha KOMIThIOTEpE yCTa-
HOBJICHA HEKOTOPAasl BEPCHUS
BIOS/UEFI, mns koTopoii Ha MO-
MeHT e€ paboThl He U3BECTHBI YsI3-
BHMOCTH; B CHJIIy HEKOTOPBIX 00-
crositenbetB BIOS/UEFI nmpoxomut
MpoLeaypy OOHOBIICHHS, COXPaHsIs
IIPH 3TOM MPEABIAYIIYIO BEPCUIO
BIOS/UEFI Ha ciyuaii «oTkata
CHCTEMBbI; MyOIHKYIOTCS JaHHBIE O
CYILECTBOBAHUH YSI3BUMOCTEH B
npeapinymei Bepcuu BIOS/UEFI;
MIPOUCXOAUT cOOl B paboTe cucre-
MBI, B pe3yJIbTaTe Yero TeKymas

MOJEJIb YI'PO3
No HNpentn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
u/n ¢puxarop BaHHe Onucanne BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
yYrpo3sbl Yrpo3sl MACHOCTH
OJIMHAKOBBIE PE3YJIbTATHI — X€IlI- TEBOM YpOBHE (ceTeBoe 000-
Kozpl). Peanuzamus naHHON yrpo3sl pYyJOBaHUE, CETEBBIE MPUIIOKE-
BO3MO’KHA C TIOMOIIIBIO CTIeHHah- HUS, CEPBUCHI)
HBIX IPOTrPaMMHBIX CPEJCTB, a TaK-
K€ B HEKOTOPBIX CITydasiX — «Bpy4-
HYIO»
3. YBM.009 Yrposa Boc- | YTpo3a 3aKiIro4aercs B BO3- Muxkpormporpam- BuyTtpennwnii Ha- Konguaeniuaib- HecaHkImmonnpoBaHHEI 10C-
CTaHOBJICHUA | MOXKHOCTH OCYIIIECTBJIEHHUS BbI- MHO€ O0ecTieueHe | PYIIUTENb C HU3- HOCTh Tym u (MIM) BO3JEHCTBHE Ha
NpenbIAYIeH | HyXKISHHOro rnepexoaa Ha ucrons- | BIOS/UEFI KUM noreHuuanoM | LlenocTHOCTh 00BEKTHI Ha aNapaTHOM YPOB-
ySA3BUMON soBanue BIOS/UEFI, coneprxarmeit JocTtynHocTh He (TIporpaMMBbI (MEKPOITPOT-
Bepcun BIOS | ysa3Bumoctu. JlanHas yrposa o0yc- paMMBI), «IIPOITUTHIE) B arlla-

PaTHBIX KOMITOHCHTAaX (‘II/IHCC'
Tax)), HeCAaHKIIMOHUPOBAHHBIN
JIOCTYTI 1 (VUTH) BO3EHCTBHC Ha
00BEKTHI Ha OOIIIECHCTEMHOM
ypoBHE (0a30BbIC CHCTEMBI
BBOJIa-BBIBOJIA, THIIEPBU30PHI,
OTIEPAIIMOHHEIE CHCTEMBI)
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orekamu. JlanHas yrpo3a o0yc-
JIOBJIEHA CNIabOCTsIMU Mep KOHTPO-
JIS1 LIEIIOCTHOCTH KOH(UTypaIuoH-
HEBIX (hailiIoB M OMOJIMOTEK, HC-
MI0JIb3YEMBIX IIPUIJIOKEHUSIMHU. Pe-
anu3anys JaHHOW yrpo3bl BO3-
MOXHa B Cllyyae HaJIN4Us y Ha-
PYIINTENS IPaB OCYIIECTBIICHHS
3anmcy B (ailioBbie OOBEKTHI, CBSI-
3aHHBIE ¢ KOHQUTYpanuei/cpenoit
OKPYXEHHS IPOTrPaMMBbl, UK BO3-
MOYXHOCTH TIepEeHaIpaBIICHUS 3a11-
POCOB IMCKPEIUTHPYEMOH Ipor-
pamMMBbl OT 3aIIMIIEHHBIX (PaiIoBBIX
00BEKTOB K JIOKHBIM

MHUKPOITPOrpam-
MHO€E 0oOecITeueHue,
MeTaJlaHHbIE, 00b-
eKTHI (haitIoBOM
CHCTEMBI, peecTp

MOJEJIb YT'PO3
No HNpentn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
(noBast) Bepcust BIOS/UEFI cra-
HOBHTCS HEPaOOTOCTIOCOOHOM
(manpumep, Hapymaercs e€ 1menoc-
THOCTB); TTOJIb30BATENb OCYIIIECT-
BJISIET IITATHYIO [IPOLIEAYPY BOC-
CTaHOBJIEHHUSI PabOTOCTIOCOOHOCTH
CHCTEMBI — TIPOBOJIUT «OTKAT)» CHUC-
TEMBI K TIPEIBIIYIIeMY paboTOCITO-
COOHOMY COCTOSIHHIO
4, YbU.012 Yrposa mec- | Yrposa 3aKiIrovaercs B BO3- CucreMHO€ por- Bayrpennuii Ha- Konbuaeninaib- HecaHKITmOHMPOBAaHHEIHN T0C-
TPYKTUBHOTO | MOXKHOCTH AECTPYKTHBHOIO MPOTr- | paMMHOE obecre- pYLINTENb C HA3- HOCTh Tym 1 (WIM) BO3JEHCTBHE Ha
N3MCHCHHU A paMMHOI'O BO3}1€I>'ICTBH$[ Ha JUCKpE- YCHUE, ITPUKIIaJHOC KHM IIOTCHIIAaJIOM HCHOCTHOCTL 00BLEKTHI HA anrapaTHoOM YpOB-
KOHGHUTYypa- | TUTHpyeMOe MPIIIOKEHUE MMyTEM MporpaMmMHOe HocrymHoCTh He (TTporpaMMBbl (MHKPOIIPOT-
U/ Cpesbl OCYIIIECTBIICHUS MAaHUITYJISIIIAA C oOecrieueHue, ce- paMMBI), IIPOITUTHIE) B arlla-
OKPYXEHHUSI | WCIOIb3yEeMbIMH UM KOH(UTYpa- TEBOE MPOorpam- paTHBIX KOMIIOHEHTaX (JuIce-
porpaMm IMOHHBIMY (atiramu nm 6ubw- MHOE oOecrieueHue, Tax)), HeCAaHKIIMOHUPOBAHHBIN

JIOCTYTI 1 (VUTH) BO3EHCTBHC Ha
00BEKThI Ha OOLIECUCTEMHOM
ypoBHe (6a30BbI€ CHCTEMBI
BBOJIa-BBIBOJIA, TUTIEPBU30PEI,
OIepaIOHHBIC CHCTEMBI), HE-
CaHKIMOHUPOBAHHBIN JOCTYII U
(vi) BO3EHCTBHE HA OOBEKTHI
Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIC TTPUKJIaIHbIE TIPOT-
paMMBI 00IIIEro U CrenualbHO-
r0 Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIN TOCTYII U (WITH) BO3-
neiicTBre Ha 0OBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000~
PYZAOBaHHE, CETEBBIE TPHUIIONKE-
HUS1, CEPBUCHI)
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OIpeNeNnEéHHbIX JeCTPYKTUBHBIX
JEHCTBUN WU SKCIUTyaTaluu ys3-
BUMOCTEH MPOrpamm, pacrpeaens-
IOIIMX BBIYACIUTEIbHBIE PECYPCHI

cereBoi Tpaduk

MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢puxarop BaHHe Onucanne BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
yYrpo3sbl Yrpo3sl MACHOCTH
5. YBIN.013 VYrposa gec- | Yrposa 3akiaodaercs B BO3- Muxkporporpam- Buytpennwuii Ha- LenocTHOCTB HecanknmonupoBaHHbIi 10c-
TPYKTUBHOT'O | MOXKHOCTH HEIPaBOMEPHOIO HC- MHOE oOecrieyeHrne | pyLUTeNnb C HU3- Tym ¥ (WIK) BO3aeicTBHE Ha
HCIIOJIB30- I0JIb30BAHUS AEKIapUPOBAHHOTO BIOS/UEFI KHUM MOTEHITNAJIOM 00BEKTHI Ha anmapaTHOM YpOB-
Banus Aekna- | pyakiuonana BIOS/UEFI mis na- He (TIporpaMMBbI (MEKPOITPOT-
PUPOBAHHOIO | PYIIEHHS LENOCTHOCTH HH(popMa- paMMBl), IIPOIIUTHIC) B amia-
(yHKIMOHA- | MU, XpaHUMOK Ha BHEIIHUX HO- PaTHBIX KOMIIOHEHTaxX (YuIce-
na BIOS cUTeNsIX NH(OPMAIINH U B OTle- Tax)), HECAHKLMOHNPOBAHHBIH
paTUBHOM 3allOMUHAIOIIEM YyC- JIOCTYTI U (VJTH) BO3JEHCTBIEC Ha
TpolicTBe KoMIIbtoTepa. [laHHas yr- 00BEKTHI Ha OOIIECHCTEMHOM
po3a obycioBIeHa ySI3BUMOCTSIMHU ypoBHE (6a30BBI€ CHCTEMBI
MIPOrpaMMHOT0 O0ecTIeueHHs BBOZIa-BBIBOJIA, TUTIEPBU30PHI,
BIOS/UEFI, npennaznadeHHOro OTIepaIioHHbIE CUCTEMBI)
IUIsL TECTUPOBAHUS U 00CTyKHUBa-
HUS KOMIIbIOTEPa (CPEeNCTB IIPOBEp-
KU LEJIOCTHOCTU IIaMsITH, IIporpam-
MHOT'0 00€CIICUeHHUs YIIPABICHUS
RAID-xonTpomiepoM u T.11.). Pe-
any3aluy JAHHOU yIpO3bl MOXKET
CIOCOOCTBOBATH BO3MOXKHOCTh 00-
HoBjieHus HeKOTOphIx BIOS/UEFI
0e3 MpOX0oXKACHUS ayTeHTU(HKA-
LU
6. YBU.014 VYrpoza nnu- | Yrposa 3aKiro4aercs B BO3- WNudopmannonnas | Bremnuit Hapymm- | JlocTtymHOCT HecaukmonupoBaHHBbI 10Cc-
TEIILHOTO MOXXHOCTH OTPAaHMYEHMS HApyLIM- | CHCTEMa, CETEBOM Teb C HU3KUM I10- Tyl ¥ (WIK) BO3AEHCTBHE HA
yIAEpKaHUS TEJIEM JOCTYIa KOHEYHBIX MOJIb30- | y3€N, HOCUTENb UH- | TeHLHAJIOM, BHYT- 00BEKThI Ha OOLIECHCTEMHOM
BBIUNCIIN- BaTeel K BBIYMCIUTEIBHOMY pe- ¢dhopmannu, cuc- PEHHUI HapyIIu- ypoBHE (0a30BbIe CHCTEMBbI
TENBHBIX Pe- | Cypcy 3a CUET NPUHYIUTEIHHOTO TEMHOE IIPOorpam- Teb C HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
CypcoB yIep KaHUs ero B 3arpyKEHHOM MHOE o0ecIieyeHue, | TEHIUAIOM OIlepallMOHHBIEC CUCTEMBI), HE-
MOJIb30BaTe~ | COCTOSHUM IIYTEM OCYILECTBJICHHUSI | CETEBOE Mporpam- CaHKIMOHWPOBAHHBII JOCTYN U
JSIMH UM MHOTOKPaTHOT'O BBIIIOJIHEHHUS MHOE o0ecreyeHue, (unm) Bo3neHCTBIE HA OOBEKTHI

Ha NIPUKJIAJHOM YpOBHE (cucTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpunoxe-
HUS1, MHBIE IPUKJIAJHBIE TIPOT-
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y; oOpamieHue K Qaiiiam, KOTOpbIe
SIBHO HE YKa3aHbl B OKHE IIPHJIOXKE-
Hus). JlanHas yrpo3a o0ycioBieHa
cJ1a0oCTAMHU MEXaHHU3Ma pasrpa-
HUYEeHUS JOCTyIa K 00bekTam (aii-
JIOBOM cHucTeMbl. Peanusamus nan-
HOH yrpo3bl BO3MOXKHA IIPH yCII0-
BUAX: HAJIMYKE Y HAPYIIUTENs [IpaB
JOCTYIa K HEKOTOPBIM 00BbeKTaM
(haliIoBOI CUCTEMBI; OTCYTCTBUE
MIPOBEPKU BBOJMMBIX I10JIb30BaTE-
JIeM JaHHBIX; HAJTMYHE Y AUCKpe-
JUTUPYEMOW MTPOTrPaMMBI CIIUIIKOM
BBICOKMX IMPUBWIJIETUH 10CTYMA K
¢aitnam, 00paboTKa KOTOPBIX HE

MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
Yrpo3sl Yrpo3sl MACHOCTH
MexKay 3agadamu. JlanHas yrposa paMMBbI 00IIIEro U CHelruanbHO-
o0ycoBiieHa c1ab0CTSIMU Me- r0 Ha3HAYCHUS ), HECAHKIIMOHH -
XaHU3MOB 0aJlaHCUPOBKH HAIrpy3KH POBaHHBIN TOCTYH U (W) BO3-
" pacrpeacicHus BbIYHUCIIUTEIIb= ):[eflCTBPIe Ha 00BLEKTHI Ha ce-
HBIX pecypcoB. Peanu3anus yrpossl TEBOM YpOBHE (ceTeBoe 000-
BO3MOXKHA B CIIy4ae, eclid y Ha- pYZOBaHKE, CETEBBIE MTPHIIOKE-
pyLIUTENS UMEETCS BO3MOXKHOCTh HUS, CEPBUCHI)
JieNaTh 3arpockl, KOTOphIE B CO-
BOKYITHOCTH TPeOyIOT OOJIbIIIe Bpe-
MCHHU Ha BBIIMTOJHEHUEC, YEM 3allpo-
Chl TIOJIb30BATEIS
1. YBU.015 Yrposa moc- | Yrposa 3aKiIrovaercs B BO3- OO0bekThI (aitio- Buemnuit Hapym- | KonduaeHiuamib- HecaHKITmoHMPOBaHHEIN T0C-
Tyma K 3a- MOXHOCTHU TIOTYYEHUS HAPYIIU- BOU CHCTEMBI TeNb C HU3KKUM 10~ | HOCTh TyI ¥ (WIK) BO3/ICHCTBHE HA
IIMIIAEMBIM | TEJIEeM JOCTYIa K CKPBIThIM/3a- TEHIINAJTIOM, BHYT- 00BEKTHI Ha OOMECHCTEMHOM
(haitmam c ITUIIIAEMBIM KaTaJloraM Wit Qaii- pEHHUH HapYIIIH- ypoBHE (0a30BbIC CHCTEMBI
HCTIONIB30- JIaM MTOCPEJICTBOM Pa3InYHbIX BO3- TENb ¢ HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
BaHHEM 00~ neiicTBri Ha (HalIOBYIO CHCTEMY TEHITHAJIOM OTIEPAIIMOHHEIE CHCTEMBI), He-
XOJIHOTO Iy~ | (oOaBJICHHE TOMONTHUTEIHHBIX CaHKITMOHUPOBAHHBII JOCTYI U
TH CHUMBOJIOB B YKa3aHUU MYTH K (aii- (v) BO3IEHCTBIE HA OOBEKTHI

Ha MPHUKIIATHOM ypOBHE (CHCTE-
MBI yIIpaBIIcHUs 0a3aMu JlaH-
HBIX, Opay3epbl, webnpuioxe-
HUS1, MHBIE TPUKJIAHBIC TPOT=
paMMBbI O0IIEro U CreluanbHO-
T'0 Ha3HAYCHHUS)
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TOB CUCTCMbI

(Ipu ero OTCYTCTBHH B CUCTEME), K
XpaHUMBIM Ha JIMYHBIX MOOMIIBHBIX
ycTpoiicTBax daiinax, BHEIPEHHS
3aKJIAJ0K U T.II. MyTEM HECAHKIH-
OHUPOBAHHOI'O U3MEHEHUS COCTaBa
MIPOrPaMMHBIX WJIM allllapaTHBIX
cpeacTB MH(OPMAIMOHHON cHCTe-
MBI, YTO B JAajbHEHIIEM [TO3BOIUT
OCYLIECTBIIATH JaHHOMY HapyIlIH-
TENIO (WK APYTOMY — BHELTHEMY,
00HapYKMBIIEMY HECAHKIIMOHH-

BUPTYyalbHAas Ma-
[IWHA, CUCTEMHOE
MPOrpaMMHOE
o0ecIieueHue,
MPUKIIATHOE MPOr-
pamMmHoOe obecrie-
YeHue, anmnapaTHoe
obecrneueHue

MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st Hcrounuk yrpo3nl CBOICTBO 0€30- Cnoco0 peanu3anuu
Yrpo3sl Yrpo3sl MacCHOCTH
NPEAIoaraercs ¢ €€ NoMOUIbI0
8. YBU.022 Yrpo3za uz- Yrpo3za 3akiao4yaercs B BO3- AnmnapatHoe obec- | Bremnuii Hapymu- | JlocTynmHOCTh HecankimonupoBaHHEbIi 10C-
6I)ITO‘IHOFO MOKHOCTH BBIJACIICHUA 3HAYUTCIIb~ IICYCHUEC, CUC- TEJIb C HU3KHUM II0- Tyl 1 (I/I.HI/I) BOSﬂeﬁCTBHe Ha
BBIJICIICHUSA HBIX PECYPCOB OIIEPATUBHOM Ma- TEMHOE IIporpam- TEHIUAJIOM, BHYT- 00BEKTHI Ha OOIIECUCTEMHOM
OIEPATUBHOM | MSITH /sl OOCITy)KUBaHHS 3aIIPOCOB | MHOE OOecrieueHne, | peHHUH HapyIIu- ypoBHE (0a30BbIe CHCTEMBI
IIaMsITH BPCIOHOCHBIX MPOTrpaMM U COOT= CCTEBOC ITporpam- TCJIb C HU3KHUM II10- BBO/JIa-BbIBO/JIa, THIIEPBU30PLI,
BETCTBEHHOT'O CHUXEHUS 00hEMa MHO€ O0ECIICUEHHUE | TEHIIMAJIOM OTIEPAIIMOHHEIE CUCTEMBI), HEe-
peCypcoB onepaTUBHON MaMSITH, CaHKUIMOHUPOBAHHBIN JIOCTYN U
JIOCTYIHBIX B CUCTEME JIsI BbIJIEIIE- (vn) BO3MEHCTBIE HA OOBEKTHI
HHA B OTBET HaA 3alIpOCHI IIpOorpaMm Ha NPUKIIAIHOM YPOBHE (CI/ICTC'
JIeTaJbHbIX NoJib3oBaTenei. Jlan- MBI yIIpaBJIeHUS 0azaMu JaH-
Hasi yrpo3a 00yCIIOBICHA HATHINEM HBIX, Opay3epsl, webmpuiioxe-
cimabocTeil MexaHu3Ma KOHTPOJIS HUS1, MHBIE TPUKJIaIHBIE TIPOT-
BBIZIETICHUS OTIEPATUBHON aMSITH pamMMBbI O0IIETO U CIIEeHATbHO-
pasTUYHBIM MporpaMMam. Peanm- r0 Ha3HAYEHWs1), HECAHKITMOHU -
3amys JaHHOM Yrpo3bl BO3MOXKHA POBaHHBIN TOCTYI U (VJTH) BO3-
[IPH YCIIOBUH HAXOXICHUS Bpe- JleficTBHE Ha OOBEKTHI Ha ce-
JIOHOCHOTO TIPOrpaMMHOT0 obecrre- TEBOM YpOBHE (ceTeBoe 000~
YEeHHS B CHCTEME B aKTHBHOM COC- pPyIOBaHHE, CETEBBIE MPIIIOKE-
TOSTHUH HUSI, CEPBHUCHI)
9. YBbU.023 Yrpo3za n3- Yrpo3za 3aKIo4aercs B BO3- WNndopmannonnas | Bayrpennuii Ha- IlemocTHOCTD HecaHKITMOHMPOBAaHHEIN T0C-
MEHEHHS MOKHOCTH TIOJTyYESHHS HAPYIIIH- cucTeMa, cepBep, PYIIHNTENH C HU3- HocrymHOoCT Tym u (WIM) BO3JEHCTBHE HA
KOMIIOHEH- TeneM A0cTyma kK cetn HTepHeT pabodas cTaHOms, | KM ITOTEHIIUAJIOM 00BEKTHI Ha aIapaTHOM YPOB-

He (TTporpaMMBbl (MHKPOITPOT-
PaMMBI), IIPOIIUTHIC) B arma-
PaTHBIX KOMIIOHEHTAX (YHICe-
Tax)), HECAHKIIMOHHPOBAHHBIN
JOCTYTI U (WK ) BO3/IEHCTBHE Ha
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (0a30BbI€ CHCTEMBI
BBOJIa-BBIBOJIA, THIIEPBU30PHI,
OIepalMOHHBIC CUCTEMBI), HE-
CaHKIMOHUPOBAHHBIN JJOCTYI U
(nnn) BO3JIEiCTBHE HA OOBEKTHI
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
Yrpo3sl Yrpo3sl MACHOCTH
POBaHHBIM KaHaJ JOCTyIlA B CUCTE- Ha TPUKJIATHOM YpOBHE (CHCTe-
MY) HECAaHKI[MOHUPOBAaHHBIE Jei - MBI yIIpaBJieHUs1 0a3aMu JTaH-
CTBHS B JIaHHOU cucTeMe. JlaHHas HBIX, Opay3epbl, webnpuioxe-
yrpo3a o0ycioBJeHa CIaboCTIMH HUs1, UHBIC IPUKJIaIHBIC TTPOT-
Mep KOHTPOJIS 32 IEITOCTHOCTHIO pamMMBbI 00IIIEro U CHelruanbHO-
anmnapaTHOW KOH(UTypaIuu uH- T'0 Ha3HAYEHU ), HECAHKITMOHH -
(dhopmanroHHol cucteMbl. Peanu- POBaHHBIN 1OCTYM U (MJIK) BO3-
3alMs TaHHOW Yrpo3bl BO3MOXKHA JIeficTBHE Ha OOBEKTHI Ha ce-
1P YCIIOBHUH YCIIENTHOT'O MOTy4e- TEBOM YpOBHE (ceTeBoe 000~
HUSI HAPYIITUTEIIEM HEOOX OTMMBIX pYZOBaHUeE, CETEBBIE IPUIIOKE-
IIOJIHOMOYHH B CHCTEME HU$1, CEPBHUCHI)
10. | YBHM.027 Yrpo3a uc- Yrpo3za 3aKI04aerTcs B BO3- CucreMHOE Tpor- Bremnwnit Hapymm- | IlemoctHOCTH HecaHKITmoHMPOBaHHEIN T0C-
Ka)KEeHUS MOXHOCTH JIe3UH()OPMHPOBAHUS pammHOe obecrie- TEJb C BEICOKUM Tym u (WIM) BO3JEHCTBHE Ha
BBOJVIMOM M | ITONIb30BATENIEH MIIM aBTOMAaTHYeC- | YEHHE, IPUKIAJHOE | TIOTEHIIAIOM, 00BEKTHI Ha aNapaTHOM YPOB-
BBIBOIIMMOW | KHX CHCTEM YIIPaBJICHUS IyTEM MporpaMmMHoOe BHYTPEHHHI Ha- He (TTporpaMMbI (MHKPOIIPOT-
Ha nepude- | MOIAMEHBI WM UCKAXEHUS HC- oOecrieueHue, ce- PYIIUTENH C HU3- paMMBI), IIPOITUTHIE) B arlla-
pUIiHBIC YC- | XOTHBIX JIAHHBIX, TOCTYIAIOMINX OT | TEBOE IIPOrpaM- KAM MTOTEHITHATIOM paTHBIX KOMIIOHEHTaX (JuIce-
TpOICTBa JATYNKOB, KIIABHATYPHI WIH JPYTUX | MHOE oOecTiedeHue, Tax)), HECAHKIIMOHUPOBAHHBIH
nH(popMaIuu | ycTpolcTB BBoAa HH(OpMAIny, a armapaTHoe obec- JIOCTYT 1 (VI ) BO3/IEHCTBHE HA

TaKXKe IOAMEHBI WIIN UCKAXKEHUS
nH(pOpMaIuK, BEIBOIUMOM Ha
IIPUHTED, JUCILIEH OIepaTopa WiIx
Ha Apyrue nepudepuitupie ycTpoii-
cTtBa. /lanHas yrposa oOycioBieHa
cnabocTsMHU Mep aHTHBUPYCHOM 3a-
LIUTHI U KOHTPOJISI JOCTOBEPHOCTH
BXOAHBIX M BBIXOJHBIX JaHHBIX, &
TaKXXe OIMMOKaMH, JOMYILEHHBIMH
B XO/I€ TIPOBECHUS CTIECLHATBHBIX
MIPOBEPOK AINapaTHBIX CPEICTB
BBIYUCIIUTEIBHON TeXHUKU. Peanu-
3a1usl JaHHOK yrpo3bl BO3MOXKHA
[P YCJIOBUM HaJW4Us B AUCKpE-
JUTHPYEMOW WH(OPMALTMOHHON

TICUCHUC

00BEKThI Ha OOLIECUCTEMHOM
ypoBHe (6a30BbIE CHCTEMBI
BBOJIa-BBIBOJIA, TUTIEPBU30PEI,
OIlepaIMOHHBIE CHCTEMBI), HE-
CaHKIMOHUPOBAHHBIN JOCTYII U
(vi) BO3IEHCTBIE HA OOBEKTHI
Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIE TTPUKJIIAHbIC TIPOT-
paMMBbI 00IIIEro U CrenualbHO-
rO Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIHN TOCTYII U (WITH) BO3-
JieiicTBUE HAa OOBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000-
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CHCTEME BPEJIOHOCHOTO TIPOrpam- PYIOBaHHE, CETEBBIC MTPHIIOKE-
MHOT0 obecrieueHus (Harmpumep, HUSI, CEPBUCHI)
BUPTYAJIBHBIX JIPANBEPOB yCTPOMi-
CTB) WJIH aIllapaTHBIX 3aKIaJ0K
11. | YBIM.028 Yrpo3a uc- Yrpo3za 3aKIo4aercs B BO3- CereBoii y3ei1, 00b- | Baennuit Hapymm- | KonduueHiuaib- HecaHkImmonnpoBaHHEI 10C-
MOJIb30BAHUS | MOXKHOCTHU OCYIIECTBIIEHUS Ha- eKThI (harIoBOM TENb C HA3KUM I10- | HOCTh TyH U (WJIK) BO3IECHCTBHE HA
aAJIbTCpHA~ PYHHUTEIEM HECAHKIIMOHUPOBAHHO- | CUCTEMBI, IPHUK- TCHIIMAJIOM, BHYT= O6T)€KTLI Ha OGH.[eCI/ICTeMHOM
THUBHBIX Iy~ | T'O IOCTYIA K 3alUIIIAEMOI UH- JIaJIHOE TIporpam- PEHHUI HapyLIU- ypoBHE (6a30BBI€ CHCTEMBI
Teit foctymna | dopManuu B 00XO MTATHBIX Me- MHOE 00ecTieueHre, | TeIb ¢ HU3KUM I10- BBO/Ia-BbIBO/IA, TUIIEPBU30PHI,
K pecypcam XaHU3MOB C TIOMOIIIBIO HECTAH/IAP- | CHCTEMHOE IPOr- TEHIUAJIOM OIepaIMOHHbIC CUCTEMbI), He-
THBIX HHTEpPECcOoB (B TOM YHCIIe pamMMmHoOe obGecrie- CaHKI[MOHUPOBAHHBIM TOCTYN U
JIOCTyTa 4epe3 KOMaH/IHYIO0 CTPOKY | YEHHUE (vin) BO3IEHCTBIE HA OOBEKTHI
B 00x0/] rpaduuecKkoro uHTepdeii- Ha IPUKJIAJIHOM YPOBHE (CHCTE-
ca). JlanHas yrpo3a o0ycaoBiIcHa MBI yTIIpaBJIeHHUS 0a3zaMu JaH-
C1aboCTSIMU MEp pa3TpaHUICHUS HBIX, Opay3epsl, webnpHitoxe-
JIOCTYyTIA K 3amupiaeMon nHdpopma- HUS1, MHBIE IPUKJIaIHBIE TIPOT-
[IUH, CITA00CTSIMU QUITBTPAITAH paMMBI OOIIIETO U CIIEITHATEHO-
BXOJHBIX JTaHHBIX. Peanm3arus T0 Ha3HAYEHWs), HECAHKITMOHU -
JTAHHOW yrpo3bl BO3MOXKHA TIPH yC- POBaHHBIN TOCTYTI 1 (¥JTH) BO3-
JIOBUH HaJIMYMS Y HAPYIITUTEIS: JleiicTBrE Ha OOBEKTHI Ha ce-
BO3MOYKHOCTH BBOJIa TIPON3BOJIH- TEBOM YpOBHE (ceTeBoe 000~
HBIX JaHHBIX B a/IPECHYIO CTPOKY; PyIOBaHHE, CETEBBIE MPIIIOKE-
CBEICHUH O ITyTH K 3aIUIIAEMOMY HUS, CEPBUCHI)
pecypcy; BO3MOXHOCTH U3MEHEHHUS
nHTep(delica BBOIA BXOAHBIX JTaH-
HBIX
12. | YBM.030 Yrpo3a uc- Yrpo3za 3akiaroyaercs B BO3- Cpenctsa 3amutel | Brenmawit Hapymw- | KorduneHnmans- HecaukmonupoBaHHbI 10Cc-
MIOJTE30BAHUS | MOKHOCTH TIPOXOXKJIEHUS HAPYIIH- | WH(OpMAIUK, CUC- | TENlb CO CPETHUM HOCTh Tym u (WIK) BO3/EHCTBHE HA
vH(popMaIuu | TereM Mmporeayphsl aBTOPU3AIMH HA | TEMHOE IIporpam- MTOTEHIUAJIOM, IemocTHOCTB 00BEKTHI Ha aIapaTHOM YPOB-
WJICHTH - OCHOBE ITOJIYYE€HHOU U3 OTKPBITHIX | MHOE OOeclieueHne, | BHYTPEHHHI Ha- HocrymHOCTB He (TTporpaMMbl (MUKPOITPOT-
(ukanum/a- | UCTOYHUKOB UJCHTU(UKAIIMOHHON | CETeBOE Mporpam- | PYIIUTENb C HU3- paMMBI), IIPOITUTHIE) B arlla-
yreHTu(UKa- | 1 ayTeHTU(PUKAIMOHHOW nH(pOpMa- | MHOE OOecriedeHne, | KM IMOTEHIINAJIoM paTHBIX KOMIIOHEHTaX (JuTce-
LIUY, 33J]aH- | [IUU, COOTBETCTBYIOMIEH YUETHOM MHUKPOITPOrpaM- Tax)), HECAHKIIMOHUPOBAHHBIH
HOM 110 3aIHCH «I10 YMOIYAHUIO» TUCKpPe- | MHOE 00ecTieueHHe, JIOCTYM U (W) BO3/IEHCTBHE HA
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MOJEJIb YT'PO3
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YMOIYaHUIO | AUTHPYEMOrO 00BEKTa 3aIlUTHI. porpaMMHO-arIa- 00BEKTHI Ha OOIIECUCTEMHOM
Hannas yrposa o0ycioBiieHa TeM, | paTHBIE CPEACTBa ypoBHe (0a30BbIC CHCTEMBI
YTO BO MHOKECTBE TIPOIPAMMHBIX U | CO BCTPOCHHBIMH BBOJIa-BBIBOJIA, THIIEPBU3O0PHI,
MPOrpaMMHO-aNIAPaTHBIX CPEACTB | (GYHKIUSMH 3a- orepalMoOHHBIC CUCTEMBI), He-
MPOU3BOJUTEISIMHU TIPEyCMOTPEHBI | IUTHI CaHKIIMOHUPOBAHHBIIN JJOCTYN U
YUYETHBIC 3AITUCH «I10 YMOTYaHHUIO, (unm) BO3JIEHCTBUE HA OOBEKTHI
MpeaHa3HaYeHHbIE [T IEPBUYHOTO Ha MPHUKIIAJIHOM ypOBHE (CHCTe-
BXoj1a B cuctemy. bosee Toro, Ha MBI yIIpaBJeHUs 0azaMu JaH-
MHOTHX YCTPOMCTBaX UAeHTU(HKA- HBIX, Opay3epsl, Webmpuiioxe-
[MOHHAS U ayTeHTH()HUKAIIMOHHAS HUSI, MHBIE IPUKJITHBIE TIPOT=
nH(pOpMAIUs MOXKET OBITH BO3Bpa- pamMMBbI O0IIETO U CTIEHATBHO-
IEHA K 33aJIaHHOH «I10 yMoJIya- r0 Ha3HAYEHWs1), HECAaHKITMOHU -
HUIOY» TIOCJI€ TIPOBEACHHUS arnapar- POBaHHBIN TOCTYT U (VJTH) BO3-
HOTO cOpoca mapaMeTpoB CHCTEMBI neficTBre Ha OOBEKTHI HA Ce-
(bynkmus Reset). Peanmuzarus qan- TEBOM ypOBHE (ceTeBoe 000-
HOM yTrpo3bl BO3MOKHA ITPH OTHOM pPyIOBaHHE, CETEBBIE MPHIIOKE-
13 CIEeMYIOMUX YCIIOBHUI: HATM4He HUS, CEPBUCHI)
Yy HapyIIUTENS CBEIEHUH O TIPOU3-
BOJWTENE/MOAETH 00hEKTa 3aIIUTHI
Y HaJIW4He B OTKPBITHIX UCTOYHH-
Kax cBelleHUH 00 MOeHTH(hUKAIIH-
OHHOM W ayTeHTU(UKAITNOHHON
rH(}OpMaIu, COOTBETCTBYIOIIEH
YYETHOMN 3aIHCH 10 YMOTYAHUIO»
U 00BEKTa 3aIIUTHI; YCIICITHOE
3aBepIICHNE HAPYITUTEIEM IIPO-
LIEAYPHI BBISIBICHUS TaHHOW WH-
(hopmarum B X0JIe aHaIM3a IPOr-
PaMMHOT0 KOJIa AUCKPEAUTUPY-
€MOro 00beKTa 3alIUTHI
13. | YBM.031 VYrposa uc- VYrposa 3aKi1ro4aercs B BO3- CucremHoe npor- Bremnuit Hapymu- | Konpuaenuunans- HecankimonupoBaHHbIi 10oc-
MTOJTE30BAHUS | MOKHOCTH TIOJyUYSHHS HAPYIIIH- pamMmHoOe obecrie- TENlb C HU3KUM 0~ | HOCTh Tym u (WIK) BO3/IEHCTBHE Ha
MEXaHU3MOB | TEIeM AOCTYNa K JaHHBIM U (yH- YeHue, MPUKIaJHOE | TeHLIHAJIOM, BHYT- 00BEKThI Ha OOLIECUCTEMHOM

AaBTOpHU3allun

KOUAM, MIPEAHA3HAYCHHBIM JJI

MIPOrpaMMHOE

PEHHUH HapyIu-

ypoBHe (0a30BbI€ CHCTEMBI
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VIS TIO- yU€THBIX 3aIUcell ¢ 0oJiee BRICOKH- | oOecreueHue, ce- TEJIb ¢ HU3KUM 110~ BBOJIa-BBIBOJIA, TUTICPBU30PHI,
BBIIIICHUS MU 4YE€M Yy HAPYHIUTECIIA MIPUBUIICT U= TEBOC IIporpamMm- TCHIIKAJIOM OIICpalIMOHHLBIC CI/ICTGMLI), HE-
MPHUBUJICTHH | SIMH, 33 CYET OIMIMOOK B MapaMeTpax | MHOE oOecrieueHue CaHKI[MOHUPOBAHHBIN TOCTYN U
HACTPOMKH CPENCTB pa3rpaHUUYEHU (vn) BO3MIEMCTBHE HA O0BEKTHI
noctyna. [Ipu aToM HapymuTenb Ha MIPUKJIaJHOM ypOBHE (CHCTE-
JJIA IOBBIIICHUSA CBOUX IIPUBUIIC- MBI YIIPAaBJICHUA 6333MI/I JaH=
Uil HEe OCYIIECTRIISIET ACCTPYK- HBIX, Opay3epbl, webnpuioxe-
TUBHOC MIPOTrpaMMHOC B03Hef/lICTBHe HUs, MTHBIC IIPUKJIaJHBIC IIPOT=
Ha CHCTEMY, a JIUIIb UCITOJIb3YeT paMMBbI OOILEro U CreliaibHO=
CyIIecTByIoIe ommoKu. JlanHas T'0 Ha3HAYEHUS ), HECAHKITMOHH -
yrpo3a 00yCIIoBIeHa CIa00CTIMHA POBaHHEIN HOCTYM U (WJIN) BO3-
MeEp pasrpaHUYeHus JOCTyIa K JieicTBUE HA OOBEKTHI Ha ce-
nporpamMmam u ¢atiaam. Peamu- TEBOM ypOBHE (ceTeBoe 000~
3amys JAaHHOM Yrpo3bl BO3MOXKHA B pPyIOBaHHE, CETEBBIE MPHIIOKE-
cllydae HaJIW4¥sl Y HapyIIUTENs Ka- HUS, CEPBHUCHI)
KHX-JIN0O IPUBUJIETHH B CHCTEME
14. | YBI.034 Yrpo3a nc- Yrpo3za 3aKIo4yaercs B BO3- CucreMHOE TIpor- Buemnuit Hapym- | KonduaeHiuamib- HecaHKITmoHMpOBaHHEIHN T0C-
TIOJTE30BAHUS | MOKHOCTH OCYIIIECTBJICHHUS Ha- pammHOe obecrie- TENlb C HU3KUM 0~ | HOCTb Tym u (WIM) BO3JEHCTBHE HA
cimabocTei pYyLINTENeM HECAHKIIMOHNPOBAHHO- | YEHHE, CETEBOE TEHITNAJIOM, BHYT- 00BEKTHI Ha OOIIECHCTEMHOM
IIPOTOKOJIOB | TO AOCTYIIA K TIepeAaBaeMoi B CHC- | MMPOTPaMMHOE PEHHH HapyIIH- ypoBHe (6a30BbI€ CHCTEMBI
CEeTeBOro/JIo- | Teme 3amuinaeMon nHopmanuu 3a | odecrieueHue, ce- TEINb ¢ HU3KUM T10- BBOZa-BBIBOJIA, TUTIEPBU30PHI,
KaJIbHOTO CYET IECTPYKTUBHOTO BO3JIEHCTBHSI | TeBOW Tpaduk TEHITHAIOM OTIepaIioHHbIe CUCTEMBI), He-
oOMeHa JTaH- | Ha IPOTOKOIBI CETEBOTr0/JIOKAIEHO- CaHKIMOHUPOBAHHBIA JOCTYT U
HBIMH ro oOMeHa TaHHBIMU B CHCTEME ITy- (vi) BO3IEHCTBIE HA OOBEKTHI

TEM HapyIISHUS MTPABUII HCIOIB30-
BaHMS JAHHBIX IPOTOKOJIOB. JlaH-
Has yrpo3a o0ycioBIeHa ciadocTs-
MU CaMUX IIPOTOKOJIOB (3aJI0MKEH-
HBIX B HUX aJIFCOPUTMOB), OITUOKA-
MH, JIOITYIIEHHBIMU B XOJI€ peajn-
3aI[H TIPOTOKOJIOB, W YSI3BUMOC-
TSIMH, BHEIPSIEMBIMU aBTOMaTH-
3UPOBAHHBIMH CPEACTBAMH IIPOEK-
TUPOBaHUs/pa3paboTku. Peann-

Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIE TTPUKJIIAHbIC TIPOT-
paMMBI 00IIIEro U CrenualbHO-
r0 Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIN TOCTYII U (WITH) BO3-
neiicTBre Ha 0OBEKTHI Ha ce-
TEBOM YPOBHE (ceTeBoe 000-
PYZAOBaHHE, CETEBBIE IPHUIIOKE-
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3a1us JaHHOHM yrpo3sl BO3SMOXKHA B HUSI, CEPBUCHI)
cllyyae HaIU4us ciabocTel B po-
TOKOJIaX CETEBOr0/JIOKaIBLHOro 00-
MeHa JJAHHBIMU
15. | YBI.049 Yrpoza Ha- Yrpo3za 3aKIo4aercs B BO3- CereBoe miporpam- | Baemnwuii Hapymm- | LlemocTtHOCTH HecaHkImmonnpoBaHHEI 10C-
PYIICHUS 1Ie- | MOXXHOCTH pa3MeIleHHs HapyIlu- MHOE o0ecriedeHrne | Telb ¢ HU3KUM 1Mo- | JIocTymHOCTb TyI ¥ (WIK) BO3/IEHCTBHE HA
JIOCTHOCTH TeNeM B Kellle IPUIIOKEHUs (Hart- TEHIINAJTIOM, BHYT- 00BEKTHI Ha TIPUKIIAJHOM YPOB-
TaHHBIX Ke- | pumep, Opay3epa) Win CiryKObI PEHHUI HapyLIU- He (CHCTeMBI yIpaBiieHus Oa-
1a (mammpumep, DNS nimm ARP) mnekop- T€JIb C HU3KUM 110~ 3aMU JTaHHBIX, Opay3epsl,
PEKTHBIX (TIOTEHIIHATIHHO OIMACHBIX ) TEHIIUATIOM webnpuioxkeHus:, “HbIe TPUK-
JIAHHBIX TAKUM 00pa3oM, 4To JI0 JIaTHBIC TIPOTPaMMBI OOIIIETO 1
OOHOBJICHUS Kellla TUCKPEAUTHPY- CHEIUANTBHOTO Ha3HAUCHNS),
eMoe TIPUJIOKEHUE (M CITYX0a) HECaHKIIMOHUPOBAHHBIN JT0C-
OyIleT CUnTaTh dTH JaHHBIC KOP- TyH U (WJIK) BO3IEHCTBHE Ha
pexktHBIMU. JlaHHas yrpo3a o0yc- 00BEKTHI HA CETEBOM YPOBHE
JIOBJICHA CJIA0OCTSIMHU B MEXaHU3ME (cereBoe 0OOpymOBaHUE, CE-
KOHTPOJIS IIEIOCTHOCTH JaHHBIX B TEBBIE MTPIIIOKEHUS, CEPBHCHI)
Keure. Peanuzanys TaHHOW yrpo3sl
BO3MOJKHA B YCJIOBUSAX OCYIIECT-
BIICHVSI HAPYIIUTEIEM YCIIEITHOTO
HECAHKI[MOHUPOBAHHOTO JJOCTYTIAa K
JTAHHBIM KeIlla U OTCYTCTBHUH IIPO-
BEPKH IIeTIOCTHOCTH JaHHBIX B Ke-
II€ CO CTOPOHBI IUCKPEAUTHPYEMO-
T'0 TIPHIIOXKEHMSI (WK CITYKOBI)
16. | YBM.051 VYrpo3za He- Yrpo3za 3akiaroyaercs B BO3- Pabouas crannms, | Bryrpennuii Ha- HenoctHOCTH HecaukmonupoBaHHBbI 10Cc-
BO3MOXKHOC- | MOXKHOCTH TTOTE€PH HECOXPaHEHHBIX | HOCHTENh HH- PYIIUTEND C HU3- HocrymHoCT Tym u (WIM) BO3JEHCTBHE Ha
TH BOCCTa- TaHHBIX, 00padaThIBaeMBbIX B ipe- | (hopmanuu, cuc- KAM TTOTEHITHATIOM 00BEKTHI Ha aIIapaTHOM YPOB-
HOBJICHUS IBIIYIIEH ceccruu paOoThl Ha TEMHOE TIporpam- He (TTporpaMMbl (MHKPOITPOT-
ceccuu pa- KOMIIBIOTEPE, a TAKKE B BO3- MHO€ oOecTieueHHe, paMMBI), IIPOITUTHIE) B arlna-
0OTHI Ha MOXKHOCTH TIOTE€PU BPEMEHU ISt MeTaJlaHHbIe, 00b- paTHBIX KOMIIOHEHTaX (JuIce-
I[I3BM npu | Bo300HOBNIEHHS pabOTHI HA KOMITb- | €KTHI (hailioBoi Tax)), HECAHKIIMOHUPOBAHHBIH
BBIBOZIC U3 torepe. [lanHas yrposa o0yciioBiie- | CHCTEMBI, pEECTp JOCTYN | (MJM) BO3JIeicTBUE HA

IPOMEXKY-

Ha OIIHOKaMU B pcajim3anu npor-

00BEKTHI HA OOIIECUCTEMHOM
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
TOYHBbIX COC- pPaMMHO-allapaTHbIX KOMIIOHCHTOB YpOBHE (6330BLI€ CHUCTEMBbI
TOSIHUM 1~ KOMIIBIOTEPA, CBA3aHHBIX C O6€CHC' BBOJIa-BbIBOJid, THIIEPBU30PLI,
TaHUs YECHUEM ITMTAHUA. Peanmaul/l;{ JaH- OII€palIMOHHEBIC CI/ICTCMBI), HE-
HOW yrpo3bI BO3MOXKHA MTPH yCIIO- CaHKIIMOHUPOBAHHBIHN (uznyec-
BUU HEBO3MOYKHOCTHU BBIBEIECHUS KW JOCTYH U (WMJIM) BO3AEH-
KOMIIBIOTEPA U3 IIPOMEKYTOUHBIX CTBHE Ha JIMHUH, (KaHAJIBI) CBSI-
COCTOSIHUM MUTAHUS (MKIYIIEro 31, TEXHUYECKUE CPELCTBA, Ma~-
pexuMa padoTe), «THOEepHAITUN» U IIUHHBIE HOCUTENH WHpopma-
Ip.) 1105051
17. | YBUM.053 Yrpo3sa He- Yrpo3sa 3aKIo4aercs B BO3- Muxkpormporpam- Bayrpennuii Ha- Konbuaeninaib- HecaHKITmOHMPOBAaHHEIHN T0C-
BO3MOXHOC- | MOYKHOCTH HEIIPABOMEPHOI0 UC- MHO€ OOecTieueHe | PYIIUTENb C HU3- HOCTb Tym 1 (WIM) BO3JEHCTBHE Ha
TH yIIpaBiie- | MOJb30BaHUS MMOJIH30BATEISIMU BIOS/UEFI KUM noTeHuanoM | IlenoctHoCTh 00BEKTHI Ha allIapaTHOM ypPOB-
HUA IpaBaMy | JEKIapupOBAHHOTO (YHKITOHATA HocrymHoCTh He (TTporpaMMBbl (MHKPOIIPOT-
nons3oBaTe- | BIOS/UEFI, opueHTHpOBaHHOIO Ha paMMBl), IIPOIIUTHIE) B amma-
neit BIOS aIMUHUCTPATOPOB. [laHHas yrposa paTHBIX KOMITOHCHTaX (YHIICE-
o0ycioBeHa c1aboCcTsIMU TEXHO- Tax))
JIOTHH pasrpaHUYeHns JOCTyma
(pactpenenenus mpas) K GyHKIH-
onany BIOS/UEFI mexny pasz-
JIUIHBIMH TTOJTH30BATENSIMA U a1~
MUHHCTpaTopamu. Peann3anus
JTAaHHOW yrpo3bl BOZMOXKHA TIPH yC-
JIOBUH (PU3UYECKOTO JJOCTYTIA K
TEpMUHATY U, IPH HEOOX OAMMOCTH,
K CHCTEMHOMY OJIOKY KOMIIBIOTEpa
18. | YBN.067 Yrposza Hen- | Yrposa 3akiTrodaercs B BO3- AnmapartHoe obec- | BHyrpenHuii Ha- Konduaenmmans- BosneiicTBue Ha monp3oBaTe-
PaBOMEPHOTO | MO)KHOCTH HEPaBOMEPHOTO CITy- Te4eHre, HOCUTENN | PYIIUTENh C HA3- HOCTh TIel, aIMIHICTPATOPOB Oe-
O3HAKOMJIE- | YaWHOTrO WJIH MPEeIHAMEPEHHOT0 nHpopMaIun, 00b- | KUM ITOTEHIIHAIOM 30MaCHOCTH, aJMUHHCTPATOPOB
HUA C 3a- O3HAKOMJICHHSI TTOJIb30BATENS C MH- | eKTHI (DaiJIoBOM MH()OPMAITMOHHOW CUCTEMBI
[UIIAEMON (hopmartueid, KOTopast IUist HETO HE | CUCTEMBI WM 00CITYKUBAIOIIHMNA TIEPCO-
nH(popma- MpeHa3Ha4YeHa, U NajJbHEUIIero eé HaJ (conuanbHast UHKEHEPHS),
nuei WCTIONTB30BaHUS JIJIS IOCTHIKEHUS HECaHKI[MOHWPOBAHHBIN (Hu-

CBOMX WJIY 33JI]AHHBIX eMY APYTUMHU
JUAMU (OPTaHU3aLUSIMHA) JIeC-

3UYECKUH TOCTYM U (MJIK) BO3-
JIeCTBYE HA JIMHUY, (KaHAJIBI)
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MOJEJIb YI'PO3

n/n

HnenTn-
(puxarop
YIpo3bl

Haumeno-
BaHHe
YIPO3bI

Onucanue

O0BLeKT BO3aeHCT-
BUSA

HcTounuxk yrpossl

Hapymaemoe
CBOHCTBO 0€30-
NACHOCTH

Cnoco0 peanusanuu

TPYKTUBHBIX 1enen. Jlannas yrposa
o0ycIioBIlieHa YSI3BUMOCTSIMHU
CPEJ/ICTB KOHTPOJIS IOCTYIIa, OLINO-
KaMH B IapaMerpax KoHpurypamun
JAHHBIX CPEJICTB MU OTCYTCTBHEM
yKa3aHHBIX cpeAcTB. Peannzanus
JAHHOM YIpo3bl HE MOAPA3yMEBAeT
YCTaHOBKY W HCITOJIB30BaHME Ha-
PYLIUTENEM CIIEHaIHLHOrO Bpe-
JIOHOCHOT' O TIPOTPaMMHOT0 obecrie-
yenus. [Ipu 3Tom 03HaKoMmIIeHHE
MOJKET OBITh MPOBEJEHO MYTEM
IIPOCMOTpa HHPOPMALIUH C SKPAHOB
MOHHTOPOB JPYI'HX IOIb30BATE-
JIEH, ¢ OTIIEYaTaHHBIX JTOKYMEHTOB,
IIyTEM MOJCIYIINBAaHAS PA3ro-
BOPOB H JIp.

CBSI3H, TEXHUYECKUE CPEICTBRA,
MalllMHHbBIC HOCUTCIIU UH~
dopmanum

19.

YBU.071

VYrposa He-
CaHKIIMOHH -
POBaHHOTO
BOCCTaHOB-
JIeHUs yia-
JIEHHOM 3a-
LIUIIaeMON
rHpopMarun

Yrposa 3akitodaercs B BO3-
MOXXHOCTHU OCYIIECTBJICHUS MPsi-
MOT0 JToCTyTa (JOCTYIa C YPOBHEH
apXUTEKTYpPbl 00JIee HU3KUX IO OT-
HOLIEHUIO K YPOBHIO OIlEPaIMOH-
HOU CHCTEMbI) K JaHHBIM, Xpa-
HSIIMMCS HA MAIIMHHOM HOCHTEIE
nH(}OPMAaLIUH, U BOCCTAHOBJICHHUS
JaHHBIX 110 CYUTAHHOM C MAIlIMH-
HOI'O HOCHUTEJSI OCTATOYHON MH-
dhopmaruu. [larnas yrposa o0yc-
JIOBJIEHA cIabOCTsIMH MeXaHU3Ma
yaaseHust “HQOpPMAaLuH ¢ MaIIH-
HBIX HOCcUTeNel — nHpopManus,
yaaJ€HHasi ¢ MAIIMHHOI'O HOCUTE-
7151, B OOJIBILIMHCTBE CIIy4aeB MOXKET
ObITH BoccTaHoBJIeHa. Peanmzanust

MamuHHEI HO-
CUTENTb HHpOpMa-
JA8%01

Baewnuii Hapymum-
TeJIb C HU3KUM I10-
TEHLIUAJIOM, BHYT-
PEHHUI HapyLIU-
TeJIb C HU3KUM I10-
TEHLUAJIOM

Kondunennnans-
HOCTh

HecankmmmonupoBanHbIi Gu-
3WYECKUI TOCTYM U (MIIH) BO3-
IeHCcTBHE Ha JTMHUH, (KaHAJIbI)
CBSI3U, TEXHUYECKUE CPEIICTBA,
MAaIlIMHHBIC HOCUTENN UH-
(dhopmarum
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MOJEJIb YI'PO3

n/n

HnenTn-
(puxarop
YIpo3bl

Haumeno-
BaHHe
YIPO3bI

Onucanue

O0BLeKT BO3aeHCT-
BUSA

HcTounuxk yrpossl

Hapymaemoe
CBOHCTBO 0€30-
NACHOCTH

Cnoco0 peanusanuu

JTAHHOW YrpO3bl BO3MOXKHA MIPU
CIIENYIONINX YCIOBUSIX: yAaJICHUE
rH(OpMAaIUK ¢ MAIIIMHHOTO HO-
CHUTEJIS IIPOUCXOJTHIIO O€3 UCIIONb-
30BaHUs CIIOCO00B (METO/I0B, aJro-
PUTMOB) TapaHTUPOBAHHOTO CTH-
paHus JaHHBIX (Hanpumep, Gu-
3UYEeCKOE YHHUTOXKCHUE MAIIIMHHO-
o HOCUTEJIS HH(OPMAIIUH ); TEXHO-
JIOTUYECKAE OCOOCHHOCTH MAIlTHH-
HOTO HOCUTENSI UH(pOpMaLIUK HE
MIPUBOST K TApAaHTUPOBAHHOMY
YHAYTOKEHHUIO NHPOPMAIIUH [TPH
MOJIy4EHUH KOMAH/bl HA CTUPAHUE
JIAHHBIX; HHOPMAIIUs HE Xpa-
HWJIACH B KPUMTOrpaQUIecKy mpe-
00pa30BaHHOM BHUJIE

20.

YBU.074

VYrposa He-
CaHKIIMOHH -
POBaHHOTO
JOCTyTIA K a-
yTeHTuduKa-
LUOHHON UH-
dhopmarun

Yrposa 3akitodaercs B BO3-
MOXXHOCTH H3BJICUEHUS IapojeH,
HUMEH MOJIb30BATENCH WIH APYTHX
YUETHBIX JaHHBIX U3 ONEPAaTHUBHOU
MaMATH KOMIIBIOTEPA UM XUILEHUS
(xormmpoBaHus) ¢aitinoB maponei (B
TOM YHCJIE€ XPAHALIUXCSA B OTKPBI-
TOM BHU€) C MAIIMHHBIX HOCUTEEH
rHpopMaruu

CucreMHOE TIpor-
paMMHOe obOecrie-
yeHue, 00bEKTEI
(haitmoBoit crcre-
MBI, Y4ETHBIE TaH-
HEIE TTOJTE30BATEIS,
peecTp, MaITHHHBIE
HOCHTENH WH-
thopmaruu

Baewnuii Hapymum-
TeJIb C HU3KUM I10-
TEHLIUAJIOM, BHYT-
PEHHUI HapyLIU-
TeJIb C HU3KUM I10-
TEHLUAJIOM

Kondunennnans-
HOCTh

HecankumonupoBaHHbIi goC-
Tym u (WIM) BO3JEHCTBHE HA
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (6a30BbIE CHCTEMBI
BBOZa-BBIBOJIA, TUTIEPBU30PHI,
OTiepaIioHHbIe CUCTEMBI), He-
CaHKIMOHUPOBAHHBIA JOCTYT U
(vi) BO3IEHCTBIE HA OOBEKTHI
Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIpaBlieHHs 0a3aMu JTaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, MHBIE PUKJIIATHBIE TIPOT-
paMMBbI 00IIETo U CIIeHaIbHO-
T'0 Ha3HAYEHUs1), HECAHKI[MOHU -
POBaHHBIN (PU3UYECKUIT TOCTYT
1 (WJIM) BO3/IEHCTBYE HA JIMHUH,
(KaHaJIbI) CBSI3H, TEXHUYECKUE
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIpo3bl MACHOCTH
CpeACTBa, MAIIMHHBIE HOCHUTE-
71 “HGOpMaLIUH
21. | YBU.086 Yrpo3sa He- Yrpo3za 3aKao4aercs B BO3- CucremHoe mpor- Buemnuii napymmu- | [lemoctHOCTE HecaHkImmoHnpoBaHHEIA 10C-
CaHKIIMOHU- | MOXXHOCTH OCYIIECTBIICHHS HElpa- | paMMHOe o0ecre- TeNb C HU3KUM 1O~ | JlocTymHOCTb TyI ¥ (WIK) BO3/ICHCTBHE HA
pPOBaHHOI'O BOMEPHOTO JIOCTYIIa HAPYIIUTENEM | YeHHE, O0BEKTHI TEHIINAJTIOM, BHYT- 00BEKTHI Ha OOIECUCTEMHOM
V3MEHEHUS K ayTeHTU(UKAIMOHHON nHpopMa- | daiinoBoii cucre- PEHHU HapyIIU- ypoBHE (0a30BbIe CHCTEMBI
ayTeHTH- [UU IPYTUX TONb30BaTeNeH C mo- MBI, YIETHBIE JaH- | TENb C HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU3O0PHI,
¢duKanmon- MOIIBIO MITATHBIX CPEJICTB Ole- HBIE MTOJIb30BATENS, | TEHIIUAIOM orepalMoOHHbIC CUCTEMBI), He-
HOM HUH- PaLMOHHOM CUCTEMBI WJIU CIIEIU- peectp CaHKUIMOHUPOBAHHBIN JIOCTYN U
hopmarm aJIbHBIX IPOrPAMMHBIX CPEJICTB. (vn) BO3IEHCTBIE HA OOHEKTHI
JanHas yrpo3a o0ycioBIeHa Ha- Ha MIPUKJIaJHOM YpOBHE (CHCTE-
JTTYUEM cllabocTel Mep pas3rpa- MBI yIIpaBJIeHUS 0azaMu JaH-
HUYEHUSI IOCTYTa K HHpOpMaIUK HBIX, Opay3epbl, webnpuioxe-
ayreHtuukayy. Peannzanus HUS, MHBIE TPUKJIIaIHBIE TIPOT-
JAHHOM YT'PO3BI MOXKET CII0C00C- paMMBI OOIIIETO U CIIEITHATEHO-
TBOBATh JATbHEHIIIEMY POHUKHO- T0 Ha3HAYEHU)
BEHHUIO HAPYIINUTENS B CUCTEMY TIOZ
YIETHON 3aIUChI0 TUCKPEIUTH-
POBAaHHOT'O ITOJIH30BATEIS
22. | YBU.088 Yrpo3sa He- Yrpo3sa 3aKIo4aercs B BO3- OO0BekTHI (aitmo- Buemmnwnit Hapymm- | KorduneHmnmans- HecaHKITMOHMPOBAaHHEIHN T0C-
CaHKIMOHH- | MOXXHOCTH HEIPaBOMEPHOT'O TO- BOM CHCTEMEBI, Ma- | Tellb C HU3KUM MO~ | HOCTb Tym u (WIM) BO3JEHCTBHE HA
POBaHHOTO Jy4eHVs] HapyIIUTeJIeM KOITUY 3a- | IMAHHBIA HOCUTENh | TEHIIMAJIOM, BHYT- 00BEKTHI Ha OOIIECHCTEMHOM
KOIHPO- mpmaeMon HHGOpMAaIUH Ty TEM nH(popMaIuu PEHHU HapyIIU- ypoBHe (6a30BbIE CHCTEMBI
BaHUSA 32~ MIPOBEJICHUS TTOCIIEIOBATENFHOCTH TeINb ¢ HU3KUM TI0- BBOZa-BBIBOJIA, TUTIEPBU30PHI,
[UIIAEeMON HENpPaBOMEPHBIX AeHCTBUH, BKITFO- TEHITIAIOM OTiepaIioHHbIe CUCTEMBI), He-
rH(popMaIuy | 4arommx: HeCAHKIIMOHUPOBAHHBIN CaHKIMOHUPOBAHHBIA JOCTYT U

JOCTYTI K 3ammuiiaeMon nHhopma-
LM, KONUPOBAHUE HAMIEHHON UH-
¢opmannu Ha CbEMHBIM HOCUTENb
(unu B Ipyroe MecTo, IOCTYITHOE
HapYLIUTENO BHE cucTeMsl). [lan-
Has yrpo3a o0ycioBIeHa ciadocTs-
MH MEXaHHU3MOB pa3rpaHu4YCHUs
JIOCTYHA K 3auuuaeMon nadopma-

(v) BO3IEHCTBIE HA OOBEKTHI
Ha NIPUKJIAJHOM YpOBHE (cucre-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIE TTPUKJIAHBIE TIPOT-
paMMBbI 00IIIEro U CrenualbHO-
r0 Ha3HA4YCHUs), HECAaHKIIMOHH -
POBaHHBIN ocTyN M (MJIM) BO3-
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MOJEJIb YI'PO3
No HNpentn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
Yrpo3sl Yrpo3sl MACHOCTH
LMY ¥ KOHTPOJISA JOCTYIIA JIMII B JieificTBre Ha OOBEKTHI Ha ce-
KOHTpOJIUpyeMoil 30He. Peann- TEBOM YpOBHE (ceTeBoe 000-
3a1ys JaHHOM Yrpo3bl BO3MOXKHA B pyIOBaHHE, CETEBBIE MPHIIOKE-
cllydae OTCYTCTBHUS KpUIITOrpa- HUsI, CCPBUCHI), HECAHKIIMOHU -
(ryeckux Mep 3alUThl WK CHITUS POBaHHBIH (pU3MUECKUIT TOCTYII
KOIIMU B MOMEHT 00pabOTKH 3a- 1 (WIK) BO3/ICHCTBUE HA JIMHIH,
uaeMon nHGpopMaIuu B He- (kaHaJBI) CBS3M, TEXHUIECKHE
mU(ppPOBAaHHOM BUIEC CpencTBa, MalIMHHBIC HOCUTE-
71 nHGOpMaITUH
23. | YBU.089 Yrpo3sa He- Yrpo3sa 3aKIo4aercs B BO3- CucreMHO€ por- Buemnuit Hapym- | KonduaeHiuaib- HecaHKITmOHMPOBAaHHEIHN T0C-
CAHKIIMOHW- | MOXXHOCTH BHECEHUS HAPYIIUTEIEM | paMmMHOE obecrie- TeNbh C HU3KHUM 10~ | HOCTh TyH U (WJIN) BO3IEHCTBHE Ha
POBaHHOTO W3MEHEHUH B UCTIOJB3YEMBIH TUC- | YEeHUE, UCIIONB3Y- TeHIuaioM, BHyT- | LlemoctHOCTh 00BEKTHI Ha OOIIECHCTEMHOM
penakTu- KPEAUTHPYEMBIM TTPHIIOKEHIEM IolIee peectp, pe- PEHHU HapyIIr- HocrymHoCTh ypoBHe (6a30BBIE CHCTEMBI
pOBaHus pe- | peectp, KOTOpbIe BIMSIOT Ha GyH- | ecTp TeNlb ¢ HU3KUM T10- BBOZa-BBIBOJIA, TUTIEPBU30PHI,
ectpa KIIMOHUPOBAHHE OTJENbHBIX CEPBH- TEHITHAIOM OTIepaIioHHbIe CUCTEMBI), He-

COB IPUJIOXKEHMS WIH IPUIIOKEHUS
B 1ienioM. IIpu 3TOM 1oz peectpom
IIOHUMAETCS HE TOJIBKO PEeecTp ore-
panroHHON cucTeMbl Microsoft
Windows, a iro60it peectp, uc-
MOJIb3yEeMbIU MpUIoKeHueM. 13me-
HEHHE peecTpa MOXKeET ObITh KaK
3TaroM IpY OCYIIECTBICHUH APY-
rOro JeCTpyKTUBHOI'O BO3/EH-
CTBHS, TAK U OCHOBHOMH LIENBIO.
Jannast yrposa oOycioBieHa cia-
00CTAMHU MEXaHNU3Ma KOHTPOJIS
JOCTYIa, 3aKJII0YAOIINMUCS B
MIPUCBOECHUH PEATU3YIOLINM €ro
MpPOrpaMMaM CJIMILIKOM BBICOKHUX
MpUBUJIET W TIpU paboTe ¢ peec-
TpoM. Peanuzanus naHHo# yrpo3bl
BO3MOKHA B Cllydyae MOJTy4eHHsI Ha-
pyHIHMTENEM IIpaB Ha paboTy ¢

CaHKIMOHWPOBAHHBIA JOCTYI U
(vi) BO3IEHCTBIE HA OOBEKTHI
Ha TIPUKIIAJHOM YpOBHE (CHCTe-
MBI yIpaBJieHHus 0a3aMu JTaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, MHBIE TPUKJIIaTHBIE TIPOT-
paMMBI OOIIETO U CIIeHATBHO-
r0 Ha3HAYEHWs1), HECAHKITMOHU -
POBaHHBIN (PU3MUECKHUIT TOCTYT
1 (WIH) BO3MIEHCTBHE HA JIMHNH,
(kKaHaJIBI) CBS3H, TEXHUICCKHIE
CpencTBa, MAIIITHABIE HOCHTE-
1 “HQOPMAaIIUU
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOIiCTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIpo3bl MACHOCTH
MPOrpaMMOl PeAaKTUPOBAHHS Pe-
ecTpa
24. | YBU.090 Yrpo3sa He- Yrpo3za 3aKao4aercs B BO3- CucremHoe mpor- Buemnuii Hapym- | Kondunenmnnans- HecaHkImmoHnpoBaHHEIA 10C-
CaHKIIMOHU- | MOXXHOCTH CO3/IaHUS HApPYIIUTEIEM | paMMHOe o0ecre- TeNb C HU3KUM 1O~ | HOCTb TyI ¥ (WIK) BO3/ICHCTBHE HA
pPOBaHHOI'O B CHICTEME JIOTOJIHUTENBHON yuér- | ueHue TeHnuaitom, BHyT- | LlemocTHOCTh 00BEKTHI Ha OOIECUCTEMHOM
co3gaHus HOMH 3aIliCH IT0JIb30BATENS U €€ PEHHUI HapyLIU- HocrynHocTts ypoBHE (0a30BbIe CHCTEMBI
yu€THOM 3a- | JajbHEHIIEro NCTIONBE30BaHUS B TeNb C HU3KUM T10- BBOJIa-BBIBOJIA, THIIEPBU3O0PHI,
MTUCH MOJIb~ | COOCTBEHHBIX HEMIPABOMEPHBIX 11~ TEHIINATIOM orepalMoOHHbIC CUCTEMBI), He-
30BatTes nsiX (BXOJia B CUCTEMY C ITPaBaMu CaHKIIMOHUPOBAHHBII JJOCTYT U
3TOW Yy4ETHOH 3aIllMCH U OCYLIECT- (vnn) BO3NECTBHE HA OOBEKTHI
BIICHUSI JICCTPYKTUBHBIX JICHCTBUIH Ha MPHKIIAJIHOM ypOBHE (CHCTE-
10 OTHOIIEHHUIO K JIUCKPEAUTH- MBI yIIpaBJieHUs1 0a3aMu JlaH-
POBAHHOM CHCTEME WU U3 JUCKpEe- HBIX, Opay3epsl, webmpHitoxe-
JUTHPOBAHHOM CHUCTEMBI 110 OTHO- HUS1, UHBIE IPUKJIAJHBIE TIPOr-
LIEHUIO K IpyruM cucremam). Jlan- paMMbl OOILET0 U CHELUAIbHO-
Hasi yrpo3a o0yclIoBIeHa cirabocTs- T'0 Ha3HAYCHMUS)
MU MEXaHHU3MOB pa3rPaHU4EHUs
JOCTYTIA K 3aIuinaeMoi nHpopma-
uuu. Peanuzanusi JaHHOW yrpo3sl
BO3MOXKHA B Cllyyae HAJIMYUS U
IIpaB Ha 3aIlyCK CIEeUaIN3UPOBaH-
HBIX IIPOrpaMM ISl pefaKTHpPOBa-
HUs (HaiiioB, ComepKaIX CBe-
JICHUS O TIOJIb30BATENSIX CUCTEMBI
(npm ynan€HHOM JOCTYTIE) WITH
LITATHBIX CPENCTB YIPABICHUS
JOCTYIIOM M3 COCTaBa OIepaloH-
HOU cHCTeMBbI (IIPH JIOKAJIbHOM
JIOCTYTIE)
25. | YBU.091 ¥Yrposa He- VYrposa 3aKi1ro4aercs B BO3- Meranannsie, 00b- | BHemnuit Hapymm- | JlocTynmHOCTb HecankimonupoBaHHbIi 10oc-
CaHKIMOHM- | MOXKHOCTH NPUYUHEHUS HAPYILIU- eKTHI (aiiioBoi Teb C HU3KUM T10- TyI ¥ (WIK) BO3AEHCTBHE HA
POBaHHOIO TEeJIeM SKOHOMHUYECKOro, HH(OpPMa- | CHCTEMBI, PEECTp TEHLIUAJIOM, BHYT- 00BEKTHI Ha anmnapaTHOM ypOB-
yIaJIeHus 3a- | UOHHOT0, MOPAJIBHOIO U APYTHX PEHHUI HapyIIU- He (mporpaMMbl (MUKPOIPOr-
MIIaeMon BHJIOB yiiepOa cOOCTBEHHUKY U TEJIb C HU3KUM I10- paMMbl), «IPOLIMTHIC) B alla-
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
nH(pOpPMALIUK | OTNIEpaTOpy HEMPaBOMEPHO yAaJIs- TEHIIHATIOM paTHBIX KOMIIOHEHTax (YuIce-
eMoi uH(pOpMaIH ITyTEM 0Cy- Tax)), HECAaHKIIMOHUPOBAHHBIN
IECTBJIEHUS JECTPYKTUBHOI'O JIOCTYM U (MJIK) BO3/IEHCTBHE Ha
MPOrPaMMHOT0 WITH (PU3UYECKOTO 00BEKTHI Ha OOIECUCTEMHOM
BO3/ICICTBUS HA MAILIMHHBIN HO- ypoBHE (0a30BbIC CHCTEMBI
cutenb uHpopmarmu. JlanHas yr- BBOJIa-BBIBOZ[A, TUIIEPBU30PHI,
po3a 00yCIIOBIIEHa HEAOCTATOY- orepalMoOHHbIC CUCTEMBI), He-
HOCTBIO Mep M0 00eCIIEYECHUTO JI0C- CaHKI[MOHUPOBAHHBII JJOCTYT U
TYITHOCTH 3alliIaeMol HHpopMa- (unm) BO3NECTBHE HA OOBEKTHI
o B CUCTEME, a paBHO U HAJIUYU- Ha NPUKIIAIHOM YPOBHE (CI/ICTC'
€M YS3BUMOCTEN B IPOrPAMMHOM MBI YIpaBJIeHHs 0a3aMu JTaH-
o0ecIieueHn , peau3yonuM JaH- HBIX, Opay3epsl, webmpuiioxe-
HbIe Mephl. Peanm3arus naHHON yr- HUSI, MHBIE IPUKJIIaIHBIE TIPOT-
PO3BI BO3MOYXKHA B CITydae Mmoryde- pamMMBbI O0IIETO U CIIEHATBHO-
HUS HApYIIUTEIEM CHCTEMHBIX r0 Ha3HAYEHWs1), HECAHKIIMOHU -
MpaB Ha CTHUpaHHE TAHHBIX WK Qu- pOBaHHBIN pu3nUYecKuil TocTymn
3WYECKOr0 JOCTYTA K MAITTHHOMY 1 (WJTM) BO3JeWiCTBHE HA JINHUH,
HOCHUTEIIO HHPOPMAIIUK Ha PAcCTO- (kKaHaJIBI) CBS3H, TEXHUICCKHE
STHHE, TOCTaTOYHOE IS OKa3aHHUs CpeacTBa, MaIITHHBIE HOCUTE-
3¢ exTuBHOrO MECTPYKTHBHOTO 71 THOOpMAITIH
BO3JICHCTBUS
26. | YBM.093 Yrpo3sa He- Yrpo3sa 3aKIo4aercs B BO3- CucreMHOE TIpor- Buemmnwnit Hapymm- | KorduneHmnmans- HecaHKITMOHMPOBAaHHEIHN T0C-
CaHKIMOHU- | MOXKHOCTH OCYIIIECTBJICHHUS Ha- pammHOe obecrie- TENb C HU3KUM 0~ | HOCTb Tym u (WIK) BO3JEHCTBHE HA
POBaHHOTO pyLIMTENeM HECAHKIIMOHUPOBAHHO- | YeHHE, IPUKJIATHOE | TeHIManoM, BHyT- | LlemocTHOCTB 00BEKTHI Ha OOIIECHCTEMHOM
YIOpaBIeHUS | TO JOCTYIA K JaHHBIM, COepKa- MIPOTPaMMHOE PEHHU HapyIIU- HocrymHoCTB ypoBHe (6a30BbIE CHCTEMBI
Oydepom umwmMcs B Oydepe oOMeHa, B uHTe- | oOecrieueHue, ce- TeINb ¢ HU3KUM TI0- BBOZIa-BBIBOJIA, TUTIEPBU30PHI,

pecax 03HaAKOMJICHUS C XPaHSIIeH-
cst TaM HH(pOpMaIueil nim ocy-
IIECTBJICHUS JIECTPYKTHBHOTO
IPOrpaMMHOT'O BO3JICHCTBHS Ha
cHCTeMY (HampuMep, IeperoiHe-
Hue Oydepa AJs BHITOIHEHUS IPO-
U3BOJIBHOIO BPEJIOHOCHOT'O KOJIA).
Jannas yrposa o0ycioBieHa cia-

TEBOE MPOrpam-
MHOE o0ecrieueHre

TEHIIUAIIOM

OIepalMOHHBIC CUCTEMBI), HE=
CaHKI[MOHUPOBAHHBIH JJOCTYT U
(vtn) BO3JICHCTBHE HA OOBEKTHI
Ha MPUKIIAJHOM ypOBHE (CHCTE-
MBI yIIpaBIicHUs 0a3aMu JlaH-
HBIX, Opay3epbl, webnpuioxe-
HUS1, MHBIE IPUKJIAJHBIE TIPOT-
paMMBbl O0IIEro U CHeluanbHO-
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
6OCT$IMI/I B MCXaHH3MC pa3rpaHuyic- To Ha3Ha‘I€HI/Iﬂ), HECaHKIIUOHU -~
HUS JOCTyna K Oydepy oOMeHa, a POBaHHBIH TOCTYII U (MJIK) BO3-
TaKXe cJ1aboCTAMU B MEXaHU3MAaX IelcTBHE HAa OOBEKTHI HaA ce-
MIPOBEPKHU BBOAMMBIX JaHHBIX. Pe- TEBOM YpOBHE (ceTeBoe 000-
anu3anys TaHHOW yrpo3bl BO3- pYZOBaHKE, CETEBBIE MTPHIIOKE-
MOXKHA B CJIy4ae OCYIIECTBIICHUS HUSI, CEPBUCHI)
HapYIIUTENEM YCIIEITHOTO HeCaH-
KIIMOHUPOBAHHOTO JIOCTYIIA K CeT-
MEHTY OIIEPaTUBHOM MaMATH JHC-
KpeAUTHPYEMOro 00beKTa, B KO-
TOPOM pacIoyiokeH Oydep oOMeHa
27. | YBU.100 Yrpoza 06- Yrpo3za 3aKI04aerTcs B BO3- CucreMHOE Tpor- Buemnuit Hapym- | KonduaeHiuamib- HecaHKITmoHMPOBaHHEIN T0C-
XO/la HEKOp- | MO’KHOCTH I10JIy4EHHS HapyIu- paMMHoe obecrie- TeJIb C HU3KUM 110~ | HOCTb TyI ¥ (W1K) BO3/EHCTBHE HA
PEKTHO Hac- | TeleM IIPUBUIIETHi B cucTeMe 0e3 | UEeHHE, CETeBOe TeHLuanoM, BHyT- | LlenocTHocTh 00BEKThI Ha OOLIECUCTEMHOM
TPOEHHBIX IIPOXOXKAEHUS NPOLENYphl ayTeH- IPOrpaMMHOE pEeHHUI HapyIu- JoctynHocTts ypoBHE (0a30Bbl€ CHCTEMBbI
MEXaHU3MOB | TH(HKALMH 32 CIET BBITOTHEHHS obecrieueHue TeJb C HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
ayTeHTU- JNEUCTBUM, HApYIIAIOUIUX YCIOBUS TEHLIUAJIOM OIlEpaLlMOHHBIE CUCTEMBI), HE-
¢bukanun KOPPEKTHOU pabOoThI CPENCTB a- CaHKIMOHUPOBAHHBII JOCTYN U
yreHTuduKanmu (Harmpumep, BBOJI (v) BO3IEHCTBIE HA OOBEKTHI
JAHHBIX HENOAEpKUBaeMoro ¢op- Ha MPUKIJIAIHOM ypOBHE (cucTe-
Mmarta). [lannaas yrpo3a o0ycioBie- MBI yIpaBJeHHus 0a3aMu TaH-
Ha B CITydae HEKOPPEKTHBIX 3HA- HBIX, Opay3epbl, webnpuioxe-
YeHUIl mapaMeTpoB KOHPUTypaLnnuu HUS1, MHBIE IPUKJIAJHBIE TIPOT-
CPEICTB ayTeHTU(UKANN U/ WITH paMMBbI 00IIETo U CIIeHaIbHO-
OTCYTCTBHEM KOHTPOJISI BXOJHBIX IO Ha3HA4YCHUs), HECAaHKLIMOHH -
JaHHbIX. Peanuzanusa naHHou yrpo- POBaHHBIN TOCTYTI U (¥JTH) BO3-
3bI BO3MOXKHA [IPH YCJIOBUH Ha- JelicTBUE HAa OOBEKTHI Ha ce-
JIMYUS OIMOOK B 33JaHHBIX 3HA- TEBOM YPOBHE (ceTeBoe 000-
YEHUSX apaMEeTPOB HACTPOUKH PYZAOBaHHE, CETEBBIE TPHUIIOKE-
MEXaHM3MOB ayTeHTHU(HUKAIUN HUS1, CEPBUCHI)
28. | YBU.113 ¥Yrposa ne- VYrposa 3aKi1ro4aercs B BO3- CucremHoe npor- Bremmnwuii Hapymm- | LlenoctHOCTB HecankumonupoBaHHbIi 10oc-
pes3arpysku MOXHOCTH cOpoca Mojb30BaTeieM | paMMHoe obectie- TeNb C HU3KUM 1o~ | JlocTynmHOCTb TyI ¥ (WIK) BO3AEHCTBHE HA
anmapaTtHeIX | (HApyIIUTENIEM) COCTOSIHUS Orle- YeHue, almnapaTHOe | TEHLIHAJIOM, BHYT- 00BEKThI Ha OOLIECUCTEMHOM

U Tporpam-

paTHBHOW namsITH (OOHYJIEHUS ma-

obOecIieueHune

PEHHUH HapyIu-

ypoBHe (0a30BbI€ CHCTEMBI
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
u/n ¢puxarop BaHHe Onucanne BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
yYrpo3sbl Yrpo3sl MACHOCTH
MHO-aIla- MATH) MyTEM CIIY4aifHOTO MJTU Ha- TeJNb ¢ HU3KUM II0- BBOZIa-BBIBOJIa, TUTIEPBU30PHI,
paTHBIX MEPEHHOr0 OCYIIECTBIIEHUS Tie- TEHITAJIOM oIepaluoHHBIC CUCTEMBI), He-
CPEICTB BBI- | pe3arpy3KH OTAEIbHBIX YCTPOUCTB, CaHKIIMOHUPOBAHHBIHN (uznyec-
YUCIIUTENb- OJIOKOB HMJTM CHCTEMBI B IIETIOM. KW JOCTYH U (WMJIM) BO3AEH-
Hoii TexHuku | JlaHHast yrpo3a oOycioBiieHa CBOM - CTBHE Ha JIMHUH, (KAHAJIBI) CBSI-
CTBOM OI€PaTUBHOM MaMsITH O0HY- 31, TEXHUYECKHE CPEICTBA, Ma-
JIATH CBOE COCTOSIHUE TIPU BBIKITIO- NIMHHBIC HOCUTENN HH(]opMa-
YeHWU U Tepe3arpyske. Peannzanus 100705
JIAHHOW Yrpo3bl BO3MOXKHA KaK ar-
MapaTHBIM CIIOCOOOM (HaKaTHEM
KHOIKH), TaK U TIPOTPaMMHBIM (J10-
KaJIbHO WJIH YAAJIEHHO) MIPH BBITION-
HEHUH CIIEAYIOMNX YCIOBUI: Ha-
JINYHE B CUCTEME OTKPBITHIX CECCUI
paboTHI TONB30BATENEH; HATMYNE Y
HapyIINTEN [IpaB B cucTeMe (WIH
(hu3mgeckolf BOSMOKHOCTH) Ha
ocymiecTBieHrne GopCcupoBaHHON
repe3arpy3Ku
29. | YBU.115 VYrposa ne- Yrposa 3akitodaercs B BO3- CucreMHOE TIpor- Buemmnwnit Hapymm- | KorduneHmnmans- HecankumonupoBaHHbIi goC-
pexBara BBO- | MO>KHOCTH OCYIIIECTBIICHHS Ha~ pammHOe obecrie- TENb C HU3KUM 0~ | HOCTb Tym u (WIM) BO3JEHCTBHE Ha

TUMOU U BBI-
BOAUMON Ha
niepudepuii-
HBIE YCTPOU-
CTBa UH-
dhopmarun

pyIIKTENEeM HECAaHKIIMOHUPOBAHHO-
ro focTtymna K uH(popmanuu, BBO-
JMMOM M BBIBOAUMOM Ha Tiepude-
pUKHBIE YCTPOHCTBA, MyTEM MEpex-
BaTa JaHHBIX, 00pabaTHIBAEMBIX
KOHTpOJIIepaMy MepudepuitHbIX
ycrpoticTB. JlaHHas yrpo3a o0yc-
JIOBJICHA HEJOCTATOYHOCTHIO MEP
3aIUTHl MHPOPMALMH OT YTEUKH U
KOHTPOJISI TIOTOKOB JaHHBIX, & TaK-
e HEBO3MOKHOCTBIO OCYILIECTBIIE-
HUS 3aIUTH BBOIUMOH W BBIBOAN -
Mol Ha nepugepHuiiHble ycTpoicTBa

YeHHe, MPHUKIIATHOS
IpOrpaMMHOE
obOecrieuenue, am-
rmapaTHoe obecre-
YeHHe

TEHLIUAJIOM, BHYT-
PEHHUU HapyLIH-
Teb C HU3KUM I10-
TEHLUAJIOM

00BEKTHI Ha aNMapaTHOM YpOB-
He (TTporpaMMbl (MHKPOITPOT-
PaMMBI), IIPOIIUTHIC) B arma-
PaTHBIX KOMIIOHEHTAX (YHIce-
Tax)), HECAHKIIMOHUPOBAHHBIN
JOCTYT 1 (W) BO3/IEHCTBHE Ha
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (0a30BbIE CHCTEMBI
BBOJIa-BBIBOJIA, THIIEPBU30PHI,
OIepalMOHHBIC CUCTEMBI), HE-
CaHKI[MOHUPOBAHHBII JOCTYT U
(vnn) BO3NECTBHE HA OOBEKTHI
Ha TIPUKJIAJHOM YPOBHE (CHCTe-
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
WH(GOPMALIUK C TIOMOIIBIO KPHII- MBI yIIpaBJieHUs1 0a3aMu TaH-
TOrpa)M4ecKuX CPencTB (T.K. HBIX, Opay3epbl, webnpuioxe-
MpeICTaBJICHUE TIOTb30BATENSIM HUs1, UHBIC IPUKJIaIHBIC TIPOT-
CUCTEMbI HH(POPMAIIUHU JI0JIKHO paMMBbI O0ILEro U CIeIuaIbHO=
OCYHIECTBJIATHCA B JOCTYITHOM IJIA To Ha3Ha‘IeHI/IH), HECaHKIIUOHU~
TMoHUMaHus Buje). Peanuzarus POBaHHBIN HOCTYI U (W) BO3-
JTAHHOM Yrpo3bl BO3MOKHA IIPH YC- JieficTBre Ha OOBEKTHI Ha ce-
JIOBMH HaJIM4UMS Y HAPYIIUTEIS TEBOM YpOBHE (ceTeBoe 000~
MPUBUJICTHIA HA YCTAHOBKY U 3a- pY/ZOBaHKE, CETEBBIE MTPHIIOKE-
IYCK CIIEUaIM3UPOBAHHBIX Bpe- HUSI, CEPBUCHI)
JIOHOCHBIX MTPOTPaMM, peanu3y-
Omux GYHKIIAN «KITaBUATYPHBIX
IITTHOHOBY (IS MTOTydeHUs Ha-
pyLIUTENEM TTapOJiel MOoJb30BaTe-
JIeit), BUPTYaIbHBIX ApaiiBepoOB
MIPUHTEPOB (TIepexBaT JOKYMEHTOB,
COJIepKaIIrX 3aIIUIIaeMyr0 HH-
hopmario) u zip.
30. | YBU.121 Yrposa moB- | Yrposa 3aKiIrovacTcs B BO3- OO0BekTHI (aitmo- Bremmwnit Hapymm- | LlenoctHOCT HecaHKITMOHMPOBAaHHEIHN T0C-
PeXICHUS MOKHOCTH HapyIIEHUs JOCTYIHOC- | BOM CHCTEMBI, pe- TeNb ¢ HU3KUM 0~ | JloCTyImHOCTB Tym u (WIM) BO3JEHCTBHE HA
CHUCTEMHOTO | TH YacTH (pyHKIIMOHAJA UITH BCEeH ecTp TEHITNAJIOM, BHYT- 00BEKTHI Ha OOIIECHCTEMHOM
peecTpa HHPOPMAITMOHHON CHCTEMBI H3-3a PEHHU HapyIIU- ypoBHe (6a30BbIE CHCTEMBI

MTOBPEKACHUS HCIIOIB3YEMOr0 B €€
pabote peecTpa BCIEACTBUE HEKOP-
PEKTHOTO 3aBEpILICHUS PabOTHI
OIEPALMOHHON CUCTEMBI (HEKOH-
Tponupyemas rnepesarpyska, Bo3-
HUKHOBEHHS OIIMOOK B padore
JpaiiBepoOB YCTPOWCTB U T.II.), Ha-
PYIIEHHS LEIOCTHOCTH (aiiios,
coJieprKallrX B ce0e JaHHbIE peec-
Tpa, BOBHUKHOBEHUS OIMMUOOK (haii-
JIOBOW CHCTEMBI HOCUTEINS UH-
(hopMalLuy UK BCIEACTBUE OCY-

TENb C HU3KUM II0-
TEHIIUAIIOM

BBOJIa-BBIBOJIA, TUTIEPBU30PEI,
OIlepaIMOHHBIE CHCTEMBI), HE-
CaHKIMOHUPOBAHHBIN JOCTYII U
(vn) BO3IEHCTBHE HA OOHEKTHI
Ha TIPUKIIAJHOM YPOBHE (CHCTe-
MBI yIIpaBieHus 0a3aMu JaH-
HBIX, Opay3epbl, webnpuioxe-
HUSI, HHBIE TTPUKJIAHBIE TIPOT-
paMMBbI 00IIIEro U CrenualbHO-
r0 Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIN 10CTYN U (MJIH) BO3-
JielicTBUE Ha OOBEKTHI Ha ce-
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MOJEJIb YI'PO3

n/n

HnenTn-
(puxarop
YIpo3bl

Haumeno-
BaHHe
YIPO3bI

Onucanue

O0BLeKT BO3aeHCT-
BUSA

HcTounuxk yrpossl

Hapymaemoe
CBOHCTBO 0€30-
NACHOCTH

Cnoco0 peanusanuu

LICCTBJICHUS HAPYILIUTEIEM JIec-
TPYKTUBHOTO MPOrPaMMHOI0 BO3-
JICCTBHS Ha (hailIoBbIe 00bEKTHI,
cojiepkaiue peectp. JlanHast yrpo-
3a o0yciioBiieHa cIaboCTsIMU Mep
KOHTPOJIS JIOCTyMa K (aiinam, co-
JiepKaliuM JaHHbIE peecTpa, Mep
pe3epBUPOBAHUS U KOHTPOILA Lie-
JIOCTHOCTH TaKHX (aiiJioB, a TAKKe
Mep BOCCTaHOBIICHHSI PabOTOCTIO-
coOHOCTH peecTpa u3-3a cOOEB B
paboTe ormepamoOHHON CHCTEMEL.
Peanu3zamus qaHHOM yrpo3sl BO3-
MOXKHA MTPH OJIHOM U3 YCIOBUI:
BO3HHKHOBEHHS OMTUOOK B paboTe
OT/ICBHBIX TPOIIECCOB WU BCEi
OIEepaIMOHHON CHCTEMbI, HATMIUN
y HapyIIMTENsl IPaB IOCTyIa K pe-
ecTpy uiu Qaiiiaam, coepKaiyM B
cebe TaHHbBIE peecTpa

TEBOM YpOBHE (ceTeBoe 000-
pPYAOBaHKE, CETEBBIE MTPHIIOKE-
HUS, CEPBUCHI)

31.

YBU.124

Yrposa noa-
TIENTKH 3a-
nucen xKyp-
Haja peruc-
Tpamyu co-
OBITHIH

Yrposa 3akitodaercs B BO3-
MOYKHOCTH BHECEHHS HapYIIATEIEM
M3MEHEHUH B )KYpHAJBI pEerucTpa-
LIMU COOBITUH O€30I1aCHOCTH IHC-
KpEAUTHPYEMOU CUCTEMEI (yra-
JIeHHE KOMIIPOMETHPYIOIINX Ha-
PYLIUTENS 3aMUCEH UK MTOJIENKa
3amnmceil 0 He MPOU3OMIE/IINX CO-
OBITHSX) JIJIs1 BBEIICHUS B 320-
TyXAeHre e€ aIMIHUCTPATOPOB
WJTM COKPBITHSI CJIENIOB Peah3alin
Ipyrux yrpos. [lanHas yrposa
00ycJIoBIIeHa HEJIOCTATOYHOCTHIO
Mep MO pa3rpaHUYCHUIO JOCTYIIA K

CucreMHOE TIpor-
paMMHOe obecrie-
YeHUe

Bxewnuii Hapymum-
TeJIb C HU3KUM I10-
TEHLIUAJTIOM, BHYT-
PEHHUI HapyLIH-
Teb C HU3KUM I10-
TEHLUAJIOM

LemocTHOCTH

HecankumonupoBaHHbIi goC-
Tym u (WIM) BO3JEHCTBHE Ha
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (6a30BbIE CHCTEMBI
BBOZIa-BBIBOJIA, TUTIEPBU30PHI,
OTIepaIioHHbIe CUCTEMBI), He-
CaHKIMOHUPOBAHHBIA JOCTYT U
(vtn) BO3JICHCTBHE HA OOBEKTHI
Ha TIPUKJIAJIHOM YPOBHE (CHCTe-
MBI yIpaBJieHHs 0a3aMu JTaH-
HBIX, Opay3epbl, webnpuioxe-
HUsI, MHBIE PUKJIIATHBIE TIPOT-
pamMMBbl O0IIEro U CreluanbHO-
T'0 Ha3HAYCHUs1), HECAHKIIMOHU -




CTPAHULIA 69

MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st Hcrounuk yrpo3nl CBOICTBO 0€30- Cnoco0 peanu3anuu
Yrpo3sl Yrpo3sl MacCHOCTH
KYpHaJy pETUCTPAINU COOBITUI POBaHHBIN TOCTYN | (MJIH) BO3-
Oe3omacHocTd. Peanmu3anus nanHon JeficTBrE HAa OOBEKTHI Ha Ce-
yrpo3bl BO3MOKHA B OJHOM M3 Clie- TEBOM YpOBHE (ceTeBoe 000-
JYIOIIIUX CITy4aeB: TEXHOJIOTUS Be- PYIOBaHHE, CETEBBIC MTPHIIOKE-
JICHUS )KYPHAJIOB PErUCTpaLUU CO= HUSI, CEPBUCHI)
OBITHI1 0€30I1aCHOCTH TpeAIoIara-
€T BO3MOXKHOCTh UX PEIaKTHPOBa-
HUA ¥ HapyIIUTENh 00J1aJaeT Heo0-
XOOAUMBIMU JI1 9TOT'O IPUBUJICTU -
AMU; TEXHOJIOTH BEACHUA XKYPHaA~
JIOB PETUCTpaLX COOBITHIT Oe-
30IaCHOCTH HE IpeArojaraeT Bo3-
MOYKHOCTB X PEaKTHPOBAHUS, HO
HapyIuTeNnb 001a1aeT MPUBUJIETH-
MU, HEOOXOTUMBIMU IS OCY-
IIECTBIICHMS 3aM¥CH B (haiiiIbl Kyp-
HaJIOB, a TAK)KE CTIEIUATHHBIMHU
MIPOrPaMMHBIMA CPEACTBAMH, CIIO-
COOHBIMHU 00pabaTHIBATH (DAMITBI
YKYPHAJIOB MICTIONIb3YEMOTO B JIFIC-
KpeauTupyemon cucteme hopmara
32. | YBU.133 Yrpo3a mo- Yrpo3sa 3aKIo4aercs B BO3- CereBoii y3em, me- | Baemmnwuit Hapymm- | Kondunenmnmans- HecaHKITMOHMPOBAaHHEIHN T0C-
TTydeHUs MOKHOCTH PACKPBITHS HAPYIIIH- TaJaHHbBIE TENb C HU3KUM 0~ | HOCTb Tym u (WIK) BO3JEHCTBHE HA
CBEIICHUN O | TeNeM CBEeIEHUH O reorpauaecKux TEHITIAIOM 00BEKTHI HA CETEBOM YPOBHE
BIIAJIETIBIIC MepEeMEIIeHUSX UCKPEAUTHPYEMO- (cereBoe obopymoBaHue, ce-
OecrpoBO/I- | TO TONB30BATENS B ONPEAenEHHBIC TEBBIE MTPHUIIOKEHUS, CEPBHUCHI),
HOTO yC- MIPOMEXKYTKH BPEMEHH, B TOM UHC- HECAHKITMOHWPOBAHHBINA (Hu-
TpOKCTBa JIe BBISIBUTH MECTO €ro paboTHI, 3MUYECKUI TOCTYM U (MIIK) BO3-

MNPpOXUBAHUA U T.II. HOJIyquI/Ie Ta-
KHUX CBC,E[eHI/Iﬁ MOXET HUCITIOJIB30~
BaTbCA HAPYIIUTCIIEM B HaHBHeﬁ'
meM Jid peain3aluu yrpo3 B UH-
(bOpMaL[I/IOHHBIX CHUCTEMaAxX, NOCTYIL
K KOTOPBIM MMCCT NUCKPCAUTUPY-

JIeHCTBHE Ha JIMHUH, (KaHAJIbI)
CBSI3U, TEXHUYECKUE CPEIICTBA,
MAaIlIMHHBIC HOCUTENN UH=

(dhopmaruu
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MOJEJIb YI'PO3

n/n

HnenTn-
(puxarop
YIpo3bl

Haumeno-
BaHHe
YIPO3bI

Onucanue

O0BLeKT BO3aeHCT-
BUSA

HcTounuxk yrpossl

Hapymaemoe
CBOHCTBO 0€30-
NACHOCTH

Cnoco0 peanusanuu

€MbIil TTosib30Barelb. JJanHas yrpo-
3a 00yCJIOBJIEHA CJIa0OCThIO 3a-
LUTHI UACHTU(PUKAIIMOHHON UH=
(hopmaruu OECIPOBOIHBIX TOUCK
JIOCTYTIA TIPY UX TIOJKIIFOUEHUN K
cetu Mnarepuer. Peanuzanus nax-
HOH yrpo3bl BO3MOXKHA IPU yCJI0-
BUH HAIMYUS y HAPYITUTEIS TOCTY-
a K UJACHTU(UKALIMOHHBIMH JIaH=
HBIM CTAaITMOHAPHBIX TOUYEK OecTpo-
BOJHOT'O JTIOCTYIIA, C KOTOPHIMH B
ABTOMATHIECKOM PEKHME OCY-
IIECTBIISIET B3auMoIeiicTBre Oec-
MIPOBOJHOE YCTPONUCTBO AUCKpPE-
JUTUPYEMOTO MOJIb30BATENS

33.

YBU.143

Yrposa
mporpam-
MHOTO BBI-
BEIICHUS U3
CTpOS
CpEeICTB Xpa-
HeHus1, odpa-
00TKH 1
(wm) BBO-
1a/BBI-
BOja/mepena-
gn nH}pOpMa-
1017011

Yrposa 3akitodaercs B BO3-
MO>KHOCTH TIPEPHIBAaHUS HAPYIIH-
TEJIEM TEXHOJIOTHH 00pabOTKH MH-
(dbopManuu B IUCKPEIUTHPYEMOM
CHCTEME ITyTEM OCYIIECTBICHHS
JECTPYKTHBHOT'O IIPOTPAMMHOTO
(JToKaITbHO MITH YIAJIEHHO) BO3IEH -
CTBUS HA CPE/ICTBA XPAHEHHUS
(BHEIIHMX, CbEMHBIX U BHYTPEHHUX
HaKoIuTeNeH), 00padoTku (Tpo-
eccopa, KOHTpoJuIepa YCTPOHCTB 1
T.11.) ¥ (WJIM) BBOJa/BBIBOA/TIE-
penaun nHPOpPMANNH (KIIaBUATYPHI
U JIp.), B PE3YJIbTATE KOTOPOTO 00h-
eKT 3aIIUTHI EPEHAET B COCTOSIHUE
«OTKa3 B 00cmykuBaHum». [1pu
3TOM BBIBOJ] €0 U3 3TOT'0 COCTO-
SIHUSL MOKET OBITh HEBO3MOXKEH ITy-
TEM nepe3arpy3ku CUCTEMBI, a MOT-

Hocwurens un-
dhopmaruu, MUK-
poIporpaMMHOE
obOecrieuenue, am-
rmapaTHoe obecrie-
YeHHe, TeIEKOMMY-
HUKAIIMOHHOE yC-
TPOKCTBO

Bueunuit Hapyim-
TeJIb CO CPEIHUM
MOTEHLIHAJIOM,
BHEIIHUI HApyLIU-
TeIb C HU3KUM I10-
TEHLIUAJIOM, BHYT-
PEHHUI HapyLIU-
TeIb CO CPETHUM
MOTEHLINAJIOM,
BHYTPEHHHI Ha-
PYLINTENb C HU3-
KUM TOTEHIIAIOM

LlemocTHOCTH
JocTymHocTh

HecankumonnpoBaHHbIil goc-
Tyn U (WJIN) BO3AEHCTBHE Ha
00BEKTHI Ha aNIapaTHOM YPOB-
He (TIporpaMMBbI (MEKPOITPOT-
paMMBI), IIPOITUTHIE) B allla-
paTHBIX KOMIIOHEHTaX (Jumce-
Tax)), HeCAaHKIIMOHUPOBAHHBIH
JOCTYT 1 (WK ) BO3/IEHCTBHE Ha
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (6a30BbIE CHCTEMBI
BBOZIa-BBIBOJIA, TUTIEPBU30PHI,
OTIepaIiOHHbIE CHCTEMBI)
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MOJEJIb YI'PO3

n/n

HnenTn-
(puxarop

Haumeno-
BaHHe

Onucanue

O0BLeKT BO3aeHCT-
BUSA

HcTounuxk yrpossl

Hapymaemoe
CBOHCTBO 0€30-

Cnoco0 peanusanuu

yYrpo3sbl Yrpo3sl MACHOCTH

peOyeT nmpoBeAeHUs] pEMOHTHO-
BOCCTaHOBHTENBHBIX pador. JlaH-
Hasl yrpo3a o0ycioBjieHa HaTUIUeM
YSI3BUMOCTENH MUKPOIIPOIPAMMHOIO
obecriedeHus! CpeicTB XpaHeHus,
00paboTku U (MJIK) BBOJIA/BbI-
BOJa/Tiepeaaun nHGopMaIim, a
TaKK€ HEBO3MOKHOCTHU JJIUTCIBHO-
T'O HaXO0XJACHUA CPEACTB XpaHCHUA,
00paboTku U (KJIK) BBOJIA/BbI-
Boja/mnepenayn nHGOPMAIIUHU B pe-
KUME NMPEACIBbHO A0ITYCTUMBIX
3HaYCHUH (YaCTOTa CUCTEMHOH ITIH-
HBI, TICHTPAIBHOIO TIPoIeccopa,
KOITU4ecTBa oOpamieHuii Ha YTeHne
W/WIK 3aTIMCh U JIPYTHE TapamMeT-
phl). Peanuzanms taHHOM YTpO3bI
BO3MOXKHA TIPY HAJIMYHUH y Ha-
PYIINTENS TIpaB Ha OTIPABKY KO-
MaH/Ibl WM CIIEUaLHO chopMu-
POBaHHBIX BXOJHBIX JIJAHHBIX Ha
CpencTBa XpaHeHHsI, 00pabOTKH U
(unn) BBOJA/BRIBOIA/TIEpEAYH HH-
dhopmarun

VYBU.152 Konduaenmmans-
HOCTh
LemocTHOCTH

HoctynHocTb

HecaukmonupoBaHHBbI 10Cc-
Tym u (WIK) BO3JEHCTBHE Ha
00BEKTHI Ha aNMapaTHOM YpOB-
He (TTporpaMMbl (MHKPOITPOT-
PaMMBI), IIPOIIHUTHICY B amma-
PaTHBIX KOMIIOHEHTAX (YHICce-
Tax)), HECAHKIIMOHUPOBAHHBIH
JOCTYTI U (WK ) BO3/IEHCTBHE Ha
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (0a30BbI€ CHCTEMBI

Buewnuii Hapymu-
Teb C HU3KUM I10-
TEHLIUAJTIOM, BHYT-
PEHHUH HapyILIU-
Teb C HU3KUM I10-
TEHLIUAJIOM

Yrpoza yaa-
JICHHSI ayTEH~-
TU(UKaIm-
OHHOM MH-
hopmarun

Yrpo3za 3akiaroyaercs B BO3-
MO)KHOCTH OTKa3a JISTHTUMHBIM
TMIOJTB30BATENSIM B JIOCTYIIE K HH-
(opMaIIMOHHBIM pecypcam, a TaK-
K€ B BO3MOXKHOCTH TIOJTyYEeHUSI Ha-
pYIIUTENEM MPUBUIIETHH AUCKpe-
JMTHPOBAHHOTO ITOJIH30BATENS 32
cuér cOpoca (oOHyNeHus, yaa-
JICHUS1) €ro ayTeHTH(PHUKAIMOHHON
nHpopmanun. JlanHas yrposa

CucreMHoe npor-
pammHOe obecrie-
YEHHE, MUKPOIIPOT-
pamMmHoOe obecrie-
YEHUE, YUETHBIE
JaHHBIE TTOJIB30-
BaTelns
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
o0ycoBliieHa c1a00CTSIMU TIOIUTH- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
KU pasrpaHU4eHus JOCTyIa K a- oIepaluoHHBIC CUCTEMBI), He-
yTeHTU(UKALIMOHHON HH(POpMALIUN CaHKIMOHUPOBAHHBIN JIOCTYN U
U CpeACTBaM PaboThI C YUETHBIMU (vn) BO3MIEMCTBHE HA O0BEKTHI
3anucsaMu nojib3oBartenei. Peann- Ha MIPUKJIaJHOM ypOBHE (CHCTE-
3alus ILaHHOﬁ YIrpO3bl BO3SMOKHaA MBI YIIPAaBJICHUA 6333MI/I JaH=
[IPH BBIIIOJTHEHUU OJTHOTO U3 Cile- HBIX, Opay3epbl, webnpuioxe-
P13%10111170.€ yc.]'[OBPIfI: IITAaTHBIC HUs, MTHBIC IIPUKJIaJHBIC IIPOT=
cpencTBa paboThI ¢ YIETHBIMU 3a- paMMBI OOIIIET0 U CIIEITHATEHO-
MMCSAMU TIOJTh30BaTENel 00Ia1alo0T r0 Ha3HAYEHU)
(dhyakumonaaoM cOpoca ayTeHTH-
(buKaIoHHOM HHpOPMAIIUK, U Ha-
PYIINTENb TOJIYyYHII IPUBUIIETUU B
JUCKpPEIUTUPYEMOI cUCTeMe Ha
UCIOJIb30BaHUE JaHHBIX CPEACTB;
HapyLHUTENb 00JIaZaeT Cleuaab-
HBIM IIPOrPaMMHBIM 00€cIIedeHU~
eM, pean3yIomuM QYHKITUIO cOpo-
ca ayTeHTH(hUKAIMOHHON MH-
(dbopmanny, U NOIYyYHIT IPUBUIETUI
B JMCKPEOUTHPYEMOM cCUCTEME Ha
HCIOJIb30BaHKE JAHHBIX CPEACTB
35. | YBU.157 Yrposza ¢u- | Yrposa zakmogaercs B BO3- Cepgep, pabouas Bremmwnit Hapymm- | LlenoctHOCT HecankmmonnpoBaHHsIii (hu-
3UYECKOro MOXXHOCTH YMBILIJICHHOTO BbIBEJle- | CTAHILMs, HOCUTENIb | Telb ¢ HU3KUM 1o~ | JlocTymHOCTH 3UYECKUH AOCTYI U (MJIK) BO3-
BbIBEJICHUS HUS U3 CTPOS BHEIIHUM HapyIIH- nHpopMaLuy, an- | TEHIHAJIOM JeiCTBUE HA JINHUH, (KaHAJIbI)
U3 CTPOst TeNleM CPEeICTB XpaHeHus, 00paboT- | mapatHoe obecre- CBSI3M, TEXHUYECKHE CPEICTBA,

CpEJICTB Xpa-
HeHus1, oopa-
OOTKH U
(wm) BBO-
n1a/BeI-
BOjIa/miepena-
yu uHpopmMa-
UU

ku 1 (WITH) BBOZA/BBIBOZA/TIEpeaa-
91 UH(OPMAIMH, YTO MOXKET MPH-
BECTH K HapyLICHHIO JIOCTYITHOCTH,
a B HEKOTOPBIX CITyJasix U LeJI0c-
THOCTH 3aluiIaeMol nHdopma-
. JlaHHas yrposa o0yciioBiieHa
cnabocTsMU Mep KOHTpOJIs -
3MYECKOr0 JOCTYHA K CPEACTBAM

YCHUC

MAaIIMHHBIC HOCUTEIH WH-
dhopmaruu
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
XpaHeHus1, 00pabOTKH u (MJIH) BBO-
Ja/BBIBOZIa/TIepenayn nHdopManuu.
Peanuzanus naHHO#M yrpo3sl BO3-
MOXKHA MIPU YCIIOBHU TTOTYIEHHUSI
HapyIuTeneM QGU3nIecKoro 10CTy-
Ma K HOCHTENSIM HH(opMmarmn
(BHEUIHWUM, CHEMHBIM U BHYT-
PEHHUM HAKOITUTEIISIM), CPEICTBAM
00paboTku nHpopMaruu (Iporec-
COpY, KOHTpOJLJIEpaM YCTPOUCTB U
T.I.) M CPEIICTBaM BBOJIa/BBIBO/IA
nHpopmanuy (KI1aBHaTypa  T.11.)
YBU.158 Yrpoza ¢op- | Yrposa 3axirodaercs B BO3- Hocurens un- Buemnuii Hapymu- | [enocTHOCTH HecankumonupoBaHHbIil goC-
MaTupo- MOXHOCTH YTPAaThl XpaHsiencs Ha | dpopMaruu TeNb ¢ HU3KUM o~ | JloCTyImHOCTB Tym u (WIK) BO3JEHCTBHE Ha
BaHUA HO- (hopmaTupyeMoM HOCUTENE UH- TEHITAJIOM, BHYT- 00BEKTHI Ha OOIIIECHCTEMHOM
cuteneld vH- | opMaIuy, 3a9acTyro 6e3 Bo3- pEHHUH HapYIIIH- ypoBHE (0a30BbIC CHCTEMBI
(hopmarun MOYXHOCTH €€ BOCCTaHOBJICHHUS, U3~ TeINlb ¢ HU3KUM T10- BBOZa-BBIBOJIA, TUTIEPBU30PHI,
3a MpegHaMepPEeHHOr 0 WK CITyJaii- TEHITHAIOM OTIepaIioHHbIe CUCTEMBI), He-
HOTO BBITIOJTHEHHUS MPOIENYPHI CaHKIMOHWPOBAHHBIA JOCTYI U
(hopMaTHpOBaHUS HOCHTEIS MH- (vi) BO3IEHCTBIE HA OOBEKTHI
thopmarun. [larnras yrposa o0yc- Ha TIPUKIIAJHOM YpOBHE (CHCTe-
JIOBJICHA CITA0OCTHIO MEp OrpaHude- MBI yIpaBJeHHus 0a3aMu TaH-
HUSA JOCTyNa K CUCTeMHOH (yH- HBIX, Opay3epbl, webnpuioxe-
Kiu# (hopMaTUPOBAHUS HOCHTENEH HUSI, MHBIE IPUKJIIATHBIE TIPOT-
nHpopmaruu. Ha peanm3aruro paMMBbI 00IIETo U CIIeHaIbHO-
JTAHHOW yTPO3BI BIUSIOT TAKHE T0 Ha3HAYEHU)
(hakTOpHI KaK: BpeMs, IIPOIIEIIIee
rocie GopMaTUPOBAHHUS;, TUI HO-
cuTens nHpopMaIuy; TN (ano-
BOIl CHCTEMBI HOCUTEIIST; HHTEHCHB-
HOCTb B3aUMOJIEHCTBUS C HOCUTE-
JieM 1iociie pOpMaTHPOBAHUS H JIP.
YBH.160 VYrposa xu- VYrposa 3akiaro4aercs B BO3- Cepsep, pabouas Bremnuit Hapymu- | Konpuaenuunans- HecankunonupoBaHHbINA Gu-
LICHUS MOYXHOCTHU OCYILECTBJICHHUS] BHEII- | CTAaHIMsI, HOCUTENb | Telb C HU3KUM M0~ | HOCTh 3MYECKUH TOCTYI U (MJIK) BO3-
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MOJEJIb YI'PO3

No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe

i (puxarop BaHUe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu

Yrpo3sl Yrpo3sl MACHOCTH
CPEICTB Xpa- | HUM HApYIIMTEIEM KPaXKu KOMIb- | HH(GOpMAIIUH, all- | TCHIIMAJIOM HoctymHocTh JIEHCTBYE Ha JIMHUY, (KaHAJIbI)
HeHHs, o0pa- | 1oTepa (M MOIKIIOUEHHBIX K HEMY napaTHoe o0ecrie- CBSI3U, TEXHUYECKUE CPEICTBA,
00TKH U ycrpoiictB), USB-HakomuTemnei, YeHHe MAallMHHBIE HOCUTEIN WH-
(unn) BBO- OINTUYECCKUX JAMCKOB WUIIH JPYTUX dhopmaruu
Jia/BBI- CpEJ/ICTB XpaHeHwUsl, 00pabOTKH,
BOJIa/Tiepe/ia- | BBOAA/BBIBOA/TIepeaadn nHpopma-
yu uH(popma- | nuu. JlanHas yrposza o0yciioBieHa
017078 cabocTsIMU Mep KOHTPOJIsT -
3MYECKOTO0 JIOCTYIA K CPEJCTBaM
XpaHeHus1, 00pabOTKH ¥ (MITH) BBO-
Jia/BhIBOa/TIepenayr nHGOpMaruu.
Peanuzanus qaHHOM yrpo3sl BO3-
MOJKHA TIPH YCIIOBUW HATHYUS Y
HapymmTens (pU3NIecKoro 10CTyma
K HOCUTENSIM WH(pOpMaIUK (BHEII-
HUM, CbEMHBIM U BHYTPEHHUM Ha-
KOITUTENAM), CpeacTBaM 00paboOTKH
nHpopMmarun (IIporeccopy, KOH-
TpOJIIepaM yCTPONCTB | T.II.) M
CpeICcTBaM BBOJA/BBIBOAA WH-
(hopmarum (kIaBUaTypa 1 T.IL.)

38. | YBU.162 Yrposa akc- | Yrposa 3aKiIrovacTcs B BO3- CucreMHOE TIpor- Buemmnwnit Hapymm- | KorduneHmnmans- HecaHKITMOHMPOBAaHHEIHN T0C-
TTyaTaruu MOKHOCTH TIOBBITIICHHUST HAPYIIIH- pammHOe obecrie- TeNb C HU3KUM 0~ | HOCTb Tym u (WIK) BO3JEHCTBHE HA
undpoBoit TeleM IIPUBHIIIETUN B CHCTEMAaX, UC- | YeHWe, IPUKIAJHOe | TeHInaioM, BHyT- | LlemoctHOCTB 00BEKTHI Ha OOIIECHCTEMHOM
TTOJIITUCH MTONTB3YIOMINX UG POBYIO MOAMUCH | MPOTPaMMHOE PEHHU HapyIIU- HocrymHoCTB ypoBHe (6a30BbIE CHCTEMBI
mporpam- KO/Ia B KA4eCTBE CBSI3YIOIIEH MH- obecrieueHne TeINb ¢ HU3KUM TI0- BBOZIa-BBIBOJIA, TUTIEPBU30PHI,
MHOTO Kofla | (hopManum MexIy mporpaMmmon u TEHITHAIOM OTIepaIioHHbIe CUCTEMBI), He-

€€ NPUBWIETUAMU, IyTEM TUCKpE-
OUTALNHA MEXaHU3Ma HOAINCHIBA-
HUS IPOrpaMMHOro Koja. [lannas
yrpo3a o0ycIloBJIeHa CIa0OCTSIMH B
MeXaHU3Me MOANHUCHIBAHMUS TIPOT-
pammHoro kona. Peanuzanus nan-
HOH yrpo3bl BO3MOXKHA IIPH CIIEY-

CaHKI[MOHUPOBAHHBIH JJOCTYT U
(vtn) BO3JICHCTBHE HA OOBEKTHI
Ha MPUKIIAJHOM ypOBHE (CHCTE-
MBI yIIpaBIicHUs 0a3aMu JlaH-
HBIX, Opay3epbl, webnpuioxe-
HUS1, MHBIE IPUKJIAJHBIE TIPOT-
paMMBbl O0IIEro U CHeluanbHO-
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIpo3bl MACHOCTH
IOIIMX YCIOBUAX: TUCKPEAUTUDPY- r'0 Ha3HAYCHUS)
€MbIH IPOrpaMMHBINM KOJI HAIllUCaH
C TIOMOIIBI0 (hpeliMBOpKa
(framework), moanepxuBaroero
MOANMUCBIBAHUEC MIPOTPaMMHOI0 KO-
J1a; TUCKPEIUTUPYEMBII ITporpam-
MHBIN KOJI MOJIIMCAaH BEHI0POM
(TTOCTaBMIMKOM MPOTPAMMHOTO
obecrieueHms); HapyIIUTETh UMEET
BO3MOXHOCTb BHEAPHUTH IIpOrpam-
MHBII KOJI B TUCKPEAUTUPYEMBII
KOMIIBIOTEDP
39. | YBU.168 Yrpo3za Yrpo3za 3aKIo4yaeTcs B BO3- CereBoe mporpaM- | Bremnuit Hapyim- | KonduaeHiuamb- HecaHKITmoHMpOBaHHEIN 10C-
CKPAXKH» MOYKHOCTH HETPAaBOMEPHOT'0 03HA- | MHOE OOecrieueHHe | TeNlb C HU3KUM MO~ | HOCTb Tym u (WIK) BO3JEHCTBHE Ha
Y4ETHOM 3a- | KOMJIEHUS] HapyIIUTENIEM C 3a- TEHIIMAJIOM JocTymHocTh 00BEKTHI HA CETEBOM YPOBHE
MUCH JIOCTY- | IMUIIaeMol nHdopMaimei moab30- (cereBoe obopymoBaHue, ce-
a K ce- BaTens MyTéM MOMyIeHHs HH- TEBBIE MTPIIIOKEHUS, CEPBHCHI)
TEBBIM Cep- (hopmarun uaeHTH(DUKATIH/ayTEeH-
BHCaM TU(UKALNH, COOTBETCTBYIOIIEH

Y4ETHOU 3aIMCH JOCTYIIA [10JIB30-
BaTess K CETEBBIM CEpBHCAM (COLU-
aJIIbHOMU ceTH, 00IayHbIM CepBUCAM
U Jp.), C KOTOPOH CBSI3aH HEaK-
TUBHBII/HECYIIECTBYIOIIUH apec
3JIEKTPOHHOM nouThl. [laHHas yrpo-
3a 00ycIoBIIEHA HEMOCTATOY-
HOCTBIO MEP KOHTPOJIS 32 aK-
TUBHOCTBIO/CYLIIECTBOBAHUEM S~
KOB 3JIEKTPOHHOH nouThl. Peanu-
3a1usl JaHHOM yrpo3bl BO3MOXKHA
IIPH YCJIOBHSIX: HAJIMUUS CTaTyca
«cBOOOJIEH ISl 3aHUMAaHUS» Y aji-
peca 2IEKTPOHHOM MOUTHI, € KO-
TOPBIM CBS3aHA YUETHAS 3aITUCh
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
JOCTYIIa MOJIb30BATENS K CETEBBIM
cepBucaM (Hampumep, €Ciu MoJb-
30BaTeNb yKa3al Py perucTparuu
HECYIIECTBYIOMINH aJipec Uik 101~
ro He o0parmiasics K OYTOBOMY
SIIAKY, BCIEJICTBHE YE€ro, ero OT-
KITIOYMJIH); HAJTMYUS Y HAPYIIUTEINs
CBEJICHHI 00 aJipece IEKTPOHHOM
IIOYTHI, C KOTOPBIM CBSI3aHa y4ET-
Hasl 3aIHCh JTUCKPEAUTHPYEMOTO
MOJIH30BATES JIJIsI TOCTYTIA K ce-
TEBBIM CEpPBHCAM
40. | YBU.170 Yrposa Hen- | YTpo3a 3aKIovacTcs B BO3- OO0vbexr (aiinoBoit | BHemnwuit Hapyim- | JIOCTyIHOCTb HecaHKITmoHMpOBaHHEIN 10C-
PaBOMEPHOIo | MOXKHOCTH (haKTHUECKOM 1oTepu CHCTEMBI TeJb C HU3KUM I10- TyI ¥ (W1n) BO3/IEHCTBHE HA
mMU(poBaHUs | AOCTYIHOCTH 3aILUINAEMbIX AaH- TEHLIUAJIOM 00BEKThI Ha OOLIECUCTEMHOM
nHGOPMAITUN | HBIX M3-32 UX HECAHKITHOHUPOBAH- ypoBHE (0a30BbIC CHCTEMBI
HOTO KpHIITOrpadnieckoro mpeod- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
pa3oBaHUs HapyLIUTEIEM C 110~ OIlEpaLlMOHHBIE CUCTEMBI), HE-
MOLIBIO U3BECTHOTO TOJIBKO EMY CaHKIMOHUPOBAHHBII JOCTYN U
CeKpeTHOro Kimoya. JlanHas yrposa (vi) BO3IEHCTBIE HA OOBEKTHI
00ycJIOBIIeHa HATMYHEM cllabocTei Ha TIPUKIIAJHOM YpOBHE (CHCTe-
B aHTHBHPYCHOM 3aIlIUTE, & TAKXKE B MBI yIIpaBJieHUs 0a3aMu aH-
MeXaHU3Max pasrpaHUYeHUs 10C- HBIX, Opay3epsl, webnpunoxe-
tyna. Peanuzamus JaHHON yrpo3bl HUS1, MHBIE IPUKJIAJHBIE TIPOT-
BO3MOKHA IIPU YCJIOBUHU YCIIELITHOM paMMbl O0ILEro U CHeuanbHO-
YCTAaHOBKM HapyILIUTEIEM Ha JHC- ro Ha3HAYCHU)
KpPEIUTHPYEMbII KOMIBIOTED
CpeACTBa KpUITOrpapuyecKoro
npeobpazoBaHusl HHPOPMAIIUH, &
TaKXXe YCIELUTHOI0 0OHAPYKEHUS
(umeHTHQUKAIIN ) HAPYIITUTENEM
3alMIaeMblx GanioB
41. | YBU.177 ¥Yrposa He- VYrposa 3akiaro4aercs B BO3- CucremHoe npor- BuyTpennwuii Ha- IlenocTHOCTB HecankumonnpoBaHHBINA 10C-
noj- MOYXHOCTH BO3HHKHOBEHHSI OIIN - pamMmHoe obecre- PYLIUTENb C HU3- JocTtynHocTtb Tyl ¥ (W11) BO3AEHCTBHE HA
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
u/n ¢puxarop BaHHe Onucanne BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
yYrpo3sbl Yrpo3sl MACHOCTH
TBEpKIEHHO- | OOK B paboTe CUCTEMBI BCICACTBUE | YEHHUE, CETEBOE KHUM MOTEHINAJIOM 00BEKTHI Ha annapaTHOM YpOB-
ro BBOZA OTCYTCTBHUA (WJIM UTHOPUPOBAHUS) | MporpaMMHoOe He (TporpaMMbl (MUKPOIPOr-
JAHHBIX Ofe- | MPOLEAYphl OOHAPYKEHHS U HC- obecrieueHme, puK- paMMBl), IIPOLIUTHIE) B arlna-
paTopom B MPaBIIEHUS OLINOOK B IAHHBIX, JaJHOe Mporpam- paTHBIX KOMIIOHEHTax (JuIce-
CHCTEMY, BBOJMMBIX BO BpeMs paOOTHI ca- MHOE o0ecreueHue, Tax)), HECAHKLMOHUPOBAHHBIH
CBSI3aHHYIO C | MHM OIIEPaTOPOM, IO aKTHUBU3AIMK | allllapaTHOE 00ec- JIOCTYTI U (V1K) BO3EHCTBHE HA
Oe3omac- YIIPaBJISIEMOT0 000PY/I0BaHUSI. nevyeHne 00BEKTHI Ha OOIECUCTEMHOM
HOCTBIO Kpome Toro, k peanuzannu JaHHOU ypoBHE (6a30BBIE CHCTEMBI
YrpO3bI MOT'YT TIPUBECTH HEKOPPEK- BBOZIa-BBIBOJIA, TUTIEPBU30PHI,
THO peajn30BaHHbIE (UITH OTCYTC- OTepaIioHHbIe CUCTEMBI), He-
TBYIOIIINE) CPEACTBA PearupoOBaHUS CaHKIMOHWPOBAHHBIA JOCTYM U
Ha HEIIpaBUJIbHBIE, CAMOIIPOU3- (unm) BO3NECTBHE HA OOBEKTHI
BOJIbHBIE ICHCTBUS OIlepaTopa, Ha NPUKJIAJHOM YpOBHE (cucTe-
cpencTBa yuéra HIKHHUX/BEPXHUX MBI yIIpaBJIeHUs 0a3aMu JlaH-
IIPEZEIOB CKOPOCTH U HallpaBCHUs HBIX, Opay3epsbl, webnpunoxe-
peakuuu onepaTopa, CXeMbl pearu- HUS1, UHBIE IPUKJIAJHBIE TIPOT-
pOBaHUs Ha ABOMHOE Ha)kaTHe Kia- paMMbl OOILET0 U CHELUAIbHO-
BUII IIPU BBOJIE OOBIYHBIX U KPHU- IO Ha3HA4YCHUs), HECAaHKIIMOHU -
TUYECKUX AAHHBIX, IPOLENYPHI POBaHHBII 10CTYN U (MJIM) BO3-
(hopMHUpOBaHUS BpEMEHHBIX Iay3 € JelicTBUE HAa OOBEKTHI Ha ce-
BO3MOKHOCTBIO BEIOOpA pa3HBIX TEBOM YpOBHE (ceTeBoe 000~
OTBETOB (a/HeT U T.11.). Peanm3y- pPyIOBaHHE, CETEBBIE MPIIIOKE-
€MOCTb JaHHOW yIpO3bl 3aBUCHT OT HUS1, CEPBUCHI)
TpeOOBaHU, IPEABSIBIIEMBIX K
mporeaypaM oOHapyKEeHUs U uc-
MIPaBJICHUS OMNOOK BO BBOIUMBIX
JAHHBIX B CUCTEMY, CBSI3aHHYIO C
0€30MacHOCThIO, a TAKXKE pa3HUILIEH
MEXKIY 3TUMH TPEOOBAaHUSIMH U
(hakTHUECKHM YpOBHEM OOHApYxe-
HUS M UCTIPaBJICHHS OIIMOOK
42. | YBU.178 ¥Yrposa He- VYrposa 3aKi1ro4aercs B BO3- CucremHoe npor- Bremnuit Hapymu- | Konpuaenuunans- HecankimonupoBaHHbIi 10oc-
CaHKLUMOHU- | MOYKHOCTH OCYILIECTBJIEHHUS Ha- pammHoe obecre- TENb ¢ HU3KUM IO~ | HOCTb TyI ¥ (WIK) BO3/AEHCTBHE HA
POBAHHOTO pYLWIMTENEM TECTPYKTUBHOIO IPOT- | YEHHE TeHIMaJIoM, BHyT- | LlenocTtHoCTh 00BEKThI Ha O0LIECHCTEMHOM
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st Hcrounuk yrpo3sl | cBOiicTBO 6e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
HCII0NIB30- PaMMHOI'O BO3JICICTBUS HA CUCTE- PEHHUI HapyLIU- HoctynHocTts ypoBHe (0a30BbIC CHCTEMBI
BaHUA CHUC- MYy 3a CU€T MCIONB30BAHUS UME- TEJIb C HU3KHUM II10- BBOJIa-BbIBOJid, THIIEPBU30PLI,
TEMHbIX U IOMUXCA WK NPpEeABAPUTCIBHO TCHIIMAJIOM OII€palIMOHHEBIC CI/ICTGMBI), HE-
CCTCBbBIX BHeZIpéHHBIX CTaHAapPTHBIX (I/ISBGC' CaHKHHOHHpOBaHHLIfI J0CTyIl U
YTUJIUT THBIX U OOBIYHO HE OIpe/IeNsieMbIX (unm) BO3JIEHCTBUE HA OOBEKTHI
AHTUBUPYCHBIMU IIPOrPAMMaMU KaK Ha TPUKJIAJHOM YpOBHE (CHCTe-
BpeIlOHOCHBIX) CHUCTEMHBIX U CE- MBI YIIPAaBJICHUA 6333MI/I JaH=
TEBBIX YTIJINT, IPEIHAa3HAYCHHBIX HBIX, Opay3epsl, webmpuiioxe-
1A UCII0JIB30BaHUA aIMUHUCTPA~ HUs, MTHBIC IIPUKJIaJHBIC IIPOT=
TOPOM ]IS IMATHOCTUKU U 00CITy- pamMMBbI O0IIIEro U CHelruatbHO-
JKUBaHUS cucteMbl (cetn). Peamm- r0 Ha3HAYEHWs1), HECAaHKITMOHU -
3a1Us JAHHOM yrpo3bl BO3MOXKHA POBaHHBIN TOCTYT U (VJTH) BO3-
IIPY YCJIOBUSIX: HAJIMUUE B CHCTEME JelicTBUE HAa OOBEKTHI Ha ce-
CTaHJAPTHBIX CHCTEMHBIX U Ce- TEBOM ypOBHE (ceTeBoe 000-
TEBBIX YTWJIUT WM YCIIEIIHOE UX PYZAOBaHUE, CETEBBIE IPUIIONKE-
BHEJIPEHUE HAPYILUTEIEM B CHCTe- HUSI, CEPBUCHI)
MY U COKpBITHE (C UCIIOIb30BAHUEM
CYLIECTBYIOIINX apXUBOB, aTPU-
OYTOB «CKPBITBII» UIIH «TOJIBKO
IUISL 9TEHUSD U [Ip.); HaJU4ue y Ha-
pyILIKTENs IPUBWIETUH Ha 3aIlyCK
TaKUX yTHWJIUT
43. | YBU.179 Yrposa He- Yrposa 3akiIrovaeTcst B BO3- OO0bexTHI (aitno- Bremmwnit Hapymm- | LlenoctHOCT HecankiimoHnpoBaHHEIHA 10C-
CaHKIMOHM- | MOXKHOCTH HapyILEHHS LEIOCTHOC- | BOH CHCTEMBI Teb C HU3KUM I10- Tyl ¥ (WIK) BO3AEHCTBHE HA
pOBaHHOMN TH 3aI0UIIaeMON HHGOPMALIUH ITy- TEHLIUAJTIOM, BHYT- 00BEKThI Ha OOLIECHCTEMHOM
Momudu- TEM OCYIIECTBICHUS HAPYITUTEIEM PEHHU HapyIIr- ypoBHe (6a30BBIE CHCTEMBI
KaLuu 3a- JNECTPYKTUBHOTO (PU3HIECKOr0 BO3- Teb C HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
mMIIaeMol | ACHCTBHA Ha MAIMHHBIN HOCUTENb TEHLIUAJIOM OIlepallMOHHBIEC CUCTEMBI), HE-
nHpopManuK | HHPOPMALMK WK 1ECTPYKTHBHOTO CaHKIMOHUPOBAHHBIN (uzndec-

MIPOrpaMMHOI0 BO3AEUCTBUS (B T.4U.
W3MEHEHHUE OTIEeNbHBIX OUT WIn
TIOJTHOE 3aTHpaHue WHHOPMAITUH )
Ha JaHHbIE, XPAHALIMECS HA HEM.
Peanuzanus gaHHO# yrpo3bl BO3-

KW TOCTYT ¥ (WJIH) BO3AEH-
CTBHE Ha JIMHUH, (KaHAJIBI) CBSI-
3M, TEXHHYECKUE CPEICTBA, Ma-
IIMHHBIE HOCUTENH WH(pOopMa-
UH
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanne BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
YIpo3bl Yrpo3sl MACHOCTH
MOJKHA B CJIydae MOITy4eHHs Ha-
PYHHUTCIEM CUCTCMHBIX IIpaB Ha
3aIIUCh JaHHBIX WJIN ¢)H3quc1<oro
JIOCTyIIa K MAaIIMHHOMY HOCHUTEIIO
nH(pOpPMAaILIUK HA PACCTOSTHUE, JI0C-
TATOYHOE JJIsl OKa3aHus dP(eKTHB-
HOT'0 JIECTPYKTUBHOT'O BO3/IEWCTBUS
44. | YBU.180 Yrposa oTka- | Yrpo3a 3akiiodaercs B BO3- TexHugeckne BryTpennwuii na- HoctymHocTh HecaHkimoHnpoBaHHbINA Gu-
3a IMOJCUCTE- | MOXXHOCTH ITOBPEXKICHUS YaCTH CpelcTBa BO3- pYLINTEND C HA3- 3WYECKUI TOCTYN U (MJIK) BO3-
MBI oOecrie- KOMITOHEHTOB CHUCTEMBI NI CUCTEC~ AYUIHOI'O KOHAUIU- | KMUM IIOTCHIHUAJIOM, )IGfICTBI/IC Ha JIMHWUU, (KaHaHBI)
YCHUA TEM~ MBI B II€JIOM BCJICACTBUEC BBIXOAa OHUPpOBAaHUA, BHENTHUN Hapymu- CBs3H, TCXHUYECKUE CPEIACTBA,
epaTypHOro | TEMIIEPATYpPHOIrO pPEXUMA UX pa- BKJIFOYAs TPpyOOII- TENb CO CPEAHUM MAaIlIMHHBIE HOCUTEIN UH-
pexnMa 0O0TBHI U3 3aIJaHHBIX TPEOOBAHUN M3- | POBOJIHBIE CHCTEMBI | TOTEHIIHAIOM (dhopmaruu
3a BOBHUKHOBEHHS OTKa3a BXO- TUTS TAPKYIISITUH
JSAIIUX B HEE OJICUCTEM BEHTH- OXJIaXAEHHOT O
JIAIUU ¥ TEMIIEpaTypHBIX MIPHU- Bozmyxa B 1O/,
0opoB. Peanm3anus qanHON yrpo3sl | MpOrpaMMHAPyEMEIS
BO3MOJKHA KaK BCIIEICTBUE €CTEC- JIOTHYECKHEe KOH-
TBEHHBIX TEXHOT€HHBIX TTPUYHH, TPOJLIEPHI, pacmpe-
TaK ¥ IIyTEM IIPOBEACHUS OIIpe- JIEIIEHHBIC CHCTEMBI
JEeNEHHBIX MEPOIPHUATHIA HAPYIIA- | KOHTPOJISA, Y-
TeleM, HallpaBJIeHHBIX Ha YAAJN€H- | paBIEHYECKHE CHC-
HOE OTKITFOUEHHNE/BBIBOI U3 CTPOS TEMBI U IpyTHE
KOMIIOHEHTOB ITOJICUCTEMEI 00ec- MIPOrpaMMHEIE
MIEYEeHHUS TEMITEPATYPHOTO P&KAMA | CPEJICTBA KOHTPOIIS
45. | YBU.182 Yrposza ¢pu- | Yrposa zakimogaercs B BO3- ArnmapatHoe Bryrpennwuii na- HocrymHoCT HecanknmonupoBaHHsIii (hu-
3HYECKOTO MOKHOCTH HapylIeHus: QyHKITH- CPEICTBO PYIIUTEND C HU3- 3WYECKUI TOCTYM U (MIIN) BO3-
ycTapeBaHUs | OHAJILHOCTH CHCTEMBI, CBS3aHHOM C KAM TTOTEHITHATIOM JIeiiCTBYEe HA JIMHWY, (KaHAJIBI)
anmapaTHBIX | O€30IaCHOCTHIO, BCIEACTBUE OTKA- CBSI3M, TEXHUYECKHE CPEJICTBA,
KOMIIOHEH- 30B arnmapaTHBIX KOMITIOHEHTOB MAaIlIMHHBIE HOCUTEIN UH-
TOB ATOW CHUCTEMBI U3-32 UX (PU3UIEC- (dhopmaruu

KOT'0 ycTapeBaHus (pKaBJICHUE,
OBICTPBIN U3HOC, OKUCIICHUE, 3aT-
pSA3HEHME, OTCIauBaHUE, LICTYIIe-
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MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue BHst HcTounuxk yrpossl CBOIiCTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIpo3bl MACHOCTH
HUE U Jp.), 00yCIOBICHHOIO BN~
sTHHEM (DPU3HYCECKON OKpYKaroIei
cpenbl (BIa)KHOCTH, TIBUIH, KOPPO-
3WIHBIX cyOcTaHuii). Bo3-
MOXHOCTb peaanu3aluu JaHHON yr-
PO3BI BO3pacTaeT MpH HCII0Nb30-
BaHWH MOJIH30BATESIMUA TEXHHYEC-
KHX CPEJICTB B YCJIIOBHSIX, HE Y/IOB-
JIETBOPSIIOMINX TPEOOBAHUSIM 3a-
JIAHHBIX UX [TPOM3BOJUTEIIEM
46. | YBU.185 Yrpo3sa He- Yrpo3za 3aKI04aerTcs B BO3- Cpenctso 3amuthl | BaemHuit Hapym- | KonduueHiuaib- HecaHKITmOHMPOBAaHHEIN T0C-
CaHKIIMOHU- | MOXXHOCTH OCYIIIECTBIICHUS Ha- UHpOpMaITUH TeNlb C HU3KKUM 110~ | HOCTh TYI ¥ (WJIK) BO3/IEHCTBHE HA
POBaHHOTO pyLIMTENIeM HECAHKIIMOHHPOBAHHO- TeHnuaioM, BHyT- | LlemoctHOCTH 00BEKTHI Ha TIPUKIIATHOM YPOB-
V3MEHEHUS T'0 U3MEHEHWs TapaMeTpPoB HacC- PEHHU HapyIIU- HocTymHoCTh He (CHCTEeMBI yIpaBiieHus Oa-
[apaMeTpoB | TPOMKH CPEACTBA 3aIIUTHI MH- TeJNlb ¢ HU3KUM T10- 3aMH JaHHBIX, Opay3epsl,
HaCTPOUKH dhopmariu. [lanHas yrposa o0yc- TEHITHAJIOM WebTIPIIIOKEHI S, HHBIC TTPHK-
CpeNCTB 3a- | JIOBJEHA cIabOCTIMU Mep pas3rpa- JIaTHBIC TIPOTPaMMBI OOIIIETO U
IIUTHI MH- HUYEHHS JOCTYIa K KOH(UTyparm- CHENUaTFHOTO Ha3HAYCHN)
hopmarm OHHBIM (paifylaM cpeacTBa 3aIuThI
nHpopMaIuu. Peanm3aus qaHHON
YTPO3BI BO3MOXKHA TIPH YCIOBUHU
MTOTyYeHVs] HAPYITUTEIEM IIPaB
JOCTYTIA K IPOTPaMMHOMY HH-
Tepdelicy ypaBIeHHs CPEICTBOM
3aIUTH THPOPMAIIHH, a TAKKE TIPU
HaJIW4YuH Y HAPYIITUTENS CBENCHUI
0 CTpyKType u Gopmare ¢daiiioB
KOH(UTYpAIUU CPEACTBA 3aIIUTHI
nHpopMaruu
47. | YBU.191 VYrposa VYrposa 3aKi1ro4aercs B BO3- [Ipuknagnoe npor- | Buemnunit Hapymm- | Konduaennuans- HecankimonupoBaHHbIi 10oc-
BHEApEHUS MOYKHOCTH OCYIIIECTBJICHUS Ha- pamMmHoOe obecrie- TENlb C HU3KUM 0~ | HOCTh Tym u (WIK) BO3/IEHCTBHE Ha
BPEIOHOCHO- | PYIIUTEIEM 3apaXKEeHHs CHCTEMBI YeHUE, CETEBOE TeHIaioM, BHyT- | LlemoctHOCTh 00BEKTHI HA OOIIIECHCTEMHOM
ro KoJa B MyTEeM YCTaHOBKH JUCTPUOYTHBA, B | IPOrpaMMHOE PEHHUI HapyIIU- HoctynHocTtb ypoBHE (0a30BbIe CHCTEMBI
JUCTpUOYTHB | KOTOPBIH BHEPEH BPEIOHOCHBIH obecrieueHne, cuc- | Telb ¢ HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,




CTPAHULIA 81

MOJEJIb YT'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i ¢pukarop BaHHe Onucanue st HcrounHuk yrpo3st CBOIiCTBO 0e30- Cnocod peanuzanuu
YIpo3bl YIpo3bl MACHOCTH
rporpam- kon. JlanHas yrposa oOycioBieHa | TeMHOE IMporpam- TEHIINAJIOM oIepaluoHHBIC CUCTEMBI), He-
MHOTO 00ec- | ciabocTsAMU Mep aHTUBUPYCHOM 3a- | MHOE oOecrieueHue CaHKIMOHUPOBAHHBIN JOCTYI U
eYyeHus UTHL. Peanuzanus TaHHOW yrpo3bl (vn) BO3MIEMCTBHE HA O0BEKTHI
BO3MOYKHA TIPU: IPUMEHEHUH T10JTb- Ha MPHUKIIAJIHOM ypOBHE (CHCTe-
30BaTeNeM CTOPOHHUX JHCTPU- MBI yIIpaBJieHus1 0a3aMu JlaH-
OyTHBOB; OTCYTCTBUU aHTUBHUPYC- HBIX, Opay3epbl, webnpuioxke-
HOUW TIPOBEPKH I1epel YCTAaHOBKOM HUS1, MHBIE IPUKJIAIHBIE TIPOT-
TUCTPHOYTHRA paMMBI OOIIIET0 U CIIEITHATEHO-
ro Ha3HAYEHWs1), HECAaHKITMOHU -
POBaHHBIN TOCTYT U (VJTH) BO3-
JeficTBHE Ha OOBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000~
PYZAOBaHUE, CETEBBIE IPUIIOAKE-
HUSI, CEPBHCHI)
48. | YBU.192 Yrpo3a nc- Yrpo3za 3aKIo4yaercs B BO3- [Ipuknannoe npor- | Buemrnuit Hapymm- | KoHduaeHIrab- HecaHKITmoHMpOBaHHEIH T0C-
[I0JIb30BAHUSI | MO)KHOCTH OCYIIIECTBJIEHHS Ha- paMMHoe obecre- TeJIb C HU3KUM 110~ | HOCTb TyI ¥ (W1n) BO3/IEHCTBHE HA
YS3BUMBIX pyIIMTENEeM JECTPYKTUBHOIO BO3- | YEHHUE, CETEBOE TeHLuanoM, BHyT- | LlenocTHocTh 00BEKThI Ha OOLECUCTEMHOM
Bepcuit JIEICTBUS HA CUCTEMY ITyTEM 3KC- MPOrpaMMHOE PEHHUI HapyLIU- HoctynHocTb ypoBHe (6a30BbI€ CHCTEMBI
Iporpam- IUTyaTaluy ysI3BUMOCTEH nporpam- | obecriedeHue, Cuc- | Telb ¢ HU3KUM I10- BBOJIa-BBIBOJIA, THIIEPBU30PHI,
MHOro obec- | MHOro odecrniedeHus. JlanHas yrpo- | TeMHOeE Iporpam- TEHLIUAJIOM OIlEpaLlMOHHBIE CUCTEMBI), HE-
TIe9YEeHUS 3a 00ycIoBIIeHa CIIA00CTsIMHU Me- MHOe o0ecrieueHne CaHKIMOHWPOBAHHBIA JOCTYI U
XaHU3MOB aHaJIM3a IIPOrPaMMHOTO (vi) BO3IEHCTBIE HA OOHEKTHI
obecrieueHys Ha HATMYUE ySA3BH- Ha MPUKIJIAIHOM ypOBHE (cucTe-
MocTeld. Peanusanust JaHHOM yrpo- MBI yIpaBlieHHs 0a3aMu JTaH-
3bI BO3MOXHA IIPU OTCYTCTBUHU HBIX, Opay3epsbl, webnpunoxe-
MIPOBEPKU Iepe]] MPUMEHEHUEM HUS1, UHBIE IPUKJIAJHBIE TIPOT-
MIPOrpaMMHOI0 0OecIeueHHs Ha paMMbl O0ILEro U CHeuanbHO-
HaJIW4He B HEM YSI3BUMOCTEN r0 Ha3HA4YCHUs), HECAaHKIIMOHH -
POBaHHBIHN TOCTYTI U (WIJTH) BO3-
JeiicTBUE Ha OOBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000~
PYZAOBaHHE, CETEBbBIE TPHUIIOKE-
HUSI, CEPBUCHI)
49. | YBN.205 ¥Yrposa Ha- ¥Yrposa 3akiar04aeTcs B BO3- AnnapatHoe yc- Buemnwuii Hapymm- | JIocTynmHOCTb HecankumoHnpoBaHHBINA 10C-
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st Hcrounuk yrpo3nl CBOICTBO 0e30- Cnoco0 peanu3anuu
Yrpo3sl Yrpo3sl MacCHOCTH
PYULIEHUS pa- | MOKHOCTH HapyIICHUS] paObOThI TPOWCTBO, IIPOr'- TEIb ¢ HU3KUM I10- TyI ¥ (WIK) BO3/IEHCTBHE HA
0OTBI KOMIIb- | KOMIIbIOTEpA M OTKa3a B JOCTYIIe K | paMMHOE obecre- TEHIMAJIOM 00BEKThI HA TIPUKJIAHOM YPOB-
0Tepa u €ro JaHHBIM 3a CUeT OITMOOYHOr O YeHHe He (CUCTEeMBI yIIpaBJicHUs Oa-
OIOKHpPO- OIOKMPOBAHUS CPEACTBOM 3aIINTHI 3aMH JIaHHBIX, Opay3epshl,
BaHUA 10C- nHdopmaruu ¢aiisios. Peanuzanus WebIpUIIoKEHNsI, UHbIE PUK-
Tyma K ero JTAHHOW yrpo3bl O0YCIIOBIIEHA TEM, JIaJHBIE IPOrPaMMBbI O0IIET0 U
JaHHbIM HU3- YTO Ha KOMITBIOTEPEC YCTAHOBJICHO CII€aJIbHOI'O HaSHa‘IeHI/IH)
3a HEKOPPEK- | CPEeICTBO 3aIIUThl HHGOPMAIIUH,
THOM paboTHI | peanusyromiee GyHKITUIO OJIOKUPO-
YCTaHOB- BaHUA (HaitioB
JICHHBIX Ha
HEM CpEJICTB
3aIUTHI
50. | YBU.209 Yrpo3sa He- Yrpo3za 3aKIo4yaercs B BO3- AmmmapatHoe yc- Buemnuit Hapymm- | KonduaeHiuamib- HecaHKITmoHMpOBaHHEIHN T0C-
CaHKIIMOHU- | MOXXHOCTH IOJTy4eHHUs JOCTYIIa K TPOMCTBO TeNlb C HU3KKUM 10~ | HOCTh TyI ¥ (WIK) BO3/ICHCTBHE HA
POBaHHOT'O 3aIUIIECHHON TTaMSITH U3 MPOT- TeHnuanom, BHyT- | llenocTHOCTH 00BEKTHI Ha aIMapaTHOM YPOB-
JOCTyTa K pamMel, He o0Janaromnel CooTBeTC- pEHHUI HAPYIIU- JlocTynmHOCTh He (TIporpaMMbl (MUKPOIPOr=
3alUIaeMor | TBYIOIIMMH MPaBaMu, B Pe3yJIbTaTe TENb ¢ HU3KUM I10- PaMMBI), IIPOIIHUTHIC) B amia-
MaMSTU spa | SKCILTyaTaluu YsI3BUMOCTEH, 103~ TEHIIUATIOM PaTHBIX KOMIIOHEHTaX (YHUIce-
mporeccopa | BOJISIFOIIMX MPEOONIETh MEXaHNU3M Tax)), HECAHKIMOHUPOBAHHBIA

pasrpaHdYeHus 10CTYIa, peaan3y-
€MbIi LIEHTPaJIbHBIM IIPOLIECCOPOM.
Peanm3amus nanHOM yrpo3s! 00yc-
JIOBJICHA HAJIMYMEM YSI3BUMOCTEH,
CBSI3aHHBIX C OIIMOKOM KOHTPOJIA
JOCTYyIa K aMsITH, OCHOBaHHBIX Ha
CIEKYJIITUBHOM BBIIIOJTHEHUH HHC-
TpyKUMi mpoueccopa. Ommndka
KOHTPOJIS JOCTYIa 00yCIIOBJIEHA
cnenyroummu gakropamu: 1) or-
CYTCTBHE POBEPKH IIPAB JOCTYIIa
mporecca K YUTaeMbIM 00J1aCTsIM
[IPH CHEKYJIATUBHOM BBITIOJTHEHUH
ornepaiuii, B TOM YHCJIe IPU uTe-

JIOCTYT 1 (VWJIK) BO3/IEHCTBHE HA
00BEKTHI Ha OOIIECHCTEMHOM
ypoBHe (6a30BBIE CHCTEMBI
BBOJIa-BBIBOJIA, THIIEPBU30PHI,
OTIepaIiOHHbIE CHCTEMBI)
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MOJEJIb YI'PO3
No HnenTn- Haumeno- O6bLeKT BozeiicT- Ha?ymaeMoe
i (puxarop BaHUe Onucanue st HcrounHuk yrpo3st CBOICTBO 0e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH
HUU U3 ONIEPaTUBHOM MaMsTH; 2)
OTCYTCTBHE OYHMCTKH K31IlIa OT pe-
3yJILTATOB OIIUOOYHOTO CITEKYJIsI-
THBHOI'O UCIIOJIHEHUS;, 3) XpaHESHUE
JIAHHBIX $]Ipa ONepaliMOHHON cUC-
TEMBI B aJJpECHOM IPOCTPAHCTBE
npouecca. Peanm3anust 1aHHOM yr-
PO3bI BO3MOXHA W3-32 HAJTUMSI
MPOIIECCOPOB, NMEIOIINX arapar-
HBIC YA3BUMOCTU U OTCYTCTBUA CO=
OTBETCTBYIOIMNX OOHOBICHUI
51. | YbU.211 Yrpo3a uc- Yrpo3za 3aKI04aerTcs B BO3- CucreMHOE Tpor- Bayrpennuii Ha- Konduaeninaib- HecaHKITmoHMPOBaHHEIN T0C-
MTOJTE30BAHUS | MOKHOCTH JAECTPYKTUBHOTO BO3- pammHOe obecrie- PYIINTENH C HU3- HOCTh Tym u (WIM) BO3JEHCTBHE Ha
HEMpoBepeH- | JeUCTBHS Ha WHPOPMAITUOHHYIO YeHHe KUM moteHmanom | LlemoctHOCTh 00BEKTHI Ha aNapaTHOM YPOB-
HBIX TIOJIB30- | CHCTEMY M 00pabaThIBaEMYyIO €10 He (TIporpaMMBbI (MEKPOITPOT-
BaTENbCKUX | MHQOPMAIIHMIO B Pe3yIbTaTe paOOTHI paMMBI), IIPOITUTHIE) B arlla-
TaHHBIX IPH | IPOrPaMMHOTO OOecTieueH s, FC- paTHBIX KOMIIOHEHTaX (JuIce-
(hopMupoBa- | MOIB3yEMOTO AJISl aIMUHUACTPH - Tax)), HeCAaHKIIMOHUPOBAHHBIN
HUM KOH(H- | poBaHWSI HHPOPMAITMOHHBIX CHC- JIOCTYT 1 (VI ) BO3/IEHCTBHE HA
rypamuoHHoO- | TeM. /laHHas yrposa cBsi3aHa co 00BEKTHI Ha OOIIECHCTEMHOM
ro (aitna, CITa0OCTSIMH TIPOLIETYPHI TPOBEPKH ypoBHe (6a30BbIE CHCTEMBI
HCIIOTB3Y- MTOJTE30BATENbCKAX JTaHHBIX, FC- BBOZa-BBIBOJIA, TUTIEPBU30PHI,
€MOr0 TIPOr- | TMOJB3YEMBIX TPU (POPMHUPOBAHUH OTiepaIioHHbIe CUCTEMBI), He-
PaMMHBIM KOH(UTYpalMOHHOTO Qaiina ams CaHKIMOHUPOBAHHBIA JOCTYT U
o0ecriedeHn- | TPOrpaMMHOTO OOECTICUSHHS aIMH - (nnn) BO3NECTBHE HA OOBEKTHI
€M aJIMUHUC- | HUCTPUPOBAHUS MHPOPMAIIMOHHBIX Ha TIPUKIIAJHOM YPOBHE (CHCTe-
TpupoBaHHS | cucTeM. Peanm3anus maHHOH yrpo- MBI yIpaBlieHHs 0a3aMu JTaH-
nH(popMaru- | 361 BO3MOXKHA B CITy4ae, eclid B UH- HBIX, Opay3epbl, webnpuioxe-
OHHBIX CUC- | (hOpPMAITMOHHOM CUCTEME UCTIOh- HUSI, MHBIE PUKJIIATHBIE TIPOT-
TeM 3yercsi mporpaMMHOe o0ecriedeHne paMMBbI 00IIETo U CIIeHaIbHO-

aJIMUHUCTPUPOBaHUS HH(OpMaIH-
OHHBIX CHCTEM, KOTOPOE B KauecTBe
HCXOIHBIX JAHHBIX UCIOIb3YeT
KoH(UTrypannoHHble daiiisl, chop-

rO Ha3HAYEHHUsI), HECAHKIIMOHU-
POBaHHBIHN TOCTYII U (WITH) BO3-
JieiicTBUE HAa OOBEKTHI Ha ce-
TEBOM YpOBHE (ceTeBoe 000-
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MOJEJIb YT'PO3
n - H - . H
Ne JAeHTH auMeHo O6beKT Bo3IeHCT- apylaemoe
i ¢pukarop BaHHe Onucanue st Hcrounuk yrpo3sl | cBOiicTBO 6e30- Cnoco0 peanu3anuu
YIpo3bl YIpo3bl MACHOCTH

MHPOBAHHBIC HA OCHOBE IIOJIB30~
BaTCIIbCKUX JAHHBIX

pYyJOBaHUE, CETEBBIE MPUIIOKE-
HUS$1, CEPBUCHI), HECAHKLIMOHHU -
pOBaHHBIN pU3HYECKUIl TOCTYTT
1 (WJIM) BO3JeHCTBYE HA JIMHUH,
(xaHaJbI) CBSA3M, TEXHUYECKHE
CpeacTBa, MAIIMHHBIE HOCUTE-
71 “HGOpMaIIUH
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MOJIEJIb YTPO3

[MTPUIJIOXKEHUE Ne 3

Ornpenenenne akTyaabHOCTH yrpo3 6e3onacHocTtu [1/{x

HNnentuguxarop
Yrpo3bl

HauMeHoBaHnue
YIpo3bl

YpoBeHb HCXOIHOM
3alMIIEeHHOCTH
(Y1)

BepositHocTs (Y2)

Bo3mo:xHOCTH pea-
auszanuu (Y)

OnacHocrtnb

AKTyaJqbHOCTb

YBH.006

Yrpo3a BHenpeHUs
KoJa UJIM JaHHBIX

Hu3kwi (10)

cpenusst (5)

BoIcoKas (0.75)

BbICOKasA

Ja

YBH.008

Yrpo3a BoccTaHOBIIE-
HUs ayTeHTH(QuKam-
OHHOM MH(OpMAaIHH

Hu3kwi (10)

BbIcOKas (10)

oueHb Bbicokas (1.0)

BBbICOKasA

Ja

YBUN.009

Yrpo3a BoccTaHOBIIE-
HUS TIpEAbIAYIIEH y-
SI3BUMOM BEPCUU

BIOS

Hu3kwi (10)

MajioBeposiTHO (0)

cpenusist (0.5)

BBICOKaA

Ja

YBU.012

Yrposa necTpyk-
TUBHOTO U3MEHEHUS
KOH(Urypamuu/cpe-
IIBI OKPY>KEHHUS TIPOT-
pamm

a3k (10)

BbIcOKas (10)

oueHb Bbicokas (1.0)

BBICOKas

Ja

YBU.013

Yrpoza nectpyk-
THUBHOT'O HCIIOJIb30-
BaHUs IEKJIapUPO-
BaHHOTO (pyHKITMOHA-
na BIOS

amr3kui (10)

MajioBeposTHO (0)

cpenusst (0.5)

cpemHsst

Ja

YBN.014

Yrpo3a IauTenbHOro
yIAepXKaHHS BEIYUC-
JIUTENbHBIX PECYPCOB
10JIb30BATEISIMU

Hu3kui (10)

HH3Kas (2)

cpemass (0.6)

cpenHsist

Ja

YBHN.015

¥Yrpoza mocryma Kk 3a-
HIHIIaeMBbIM (aiinam
C HCIIOIB30BaHUEM
00XOHOTO YTH

Hu3kui (10)

BBICOKas (10)

oueHb BbIcokast (1.0)

BbBICOKasd

Ja

YBN.022

Yrpo3a u30BITOYHOTO
BBIJICTICHHS OIIe-
paTUBHOW NaMSITH

Huzkuit (10)

BbIcOKas (10)

oueHb Bricokas (1.0)

CpemHss

Jla
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MOJIEJIb YTPO3

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocts (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

YBN.023

Yrpo3a usmMeHeHus
KOMITOHEHTOB CHCTE-
MBI

Hu3kui (10)

BbIcOKas (10)

oueHb Bbicokas (1.0)

CpemHssa

Ja

YBUN.027

Yrpo3a uckaxeHus
BBOJMIMOM M BBIBOIY-
Mol Ha riepuepuii-
HBIE YCTPOMCTBA HH-
dhopmarun

Hu3kwi (10)

MasioBeposTHO (0)

cpenusist (0.5)

CpemHss

Ja

11.

YBN.028

Yrpo3za nucronb3o-
BaHUA aTbTEPHATHB-
HBIX ITyTEeH J0CTyIa K
pecypcam

Hu3kwi (10)

BbIcOKas (10)

oueHb BbIcokas (1.0)

BbICOKaA

Ja

12.

YBU.030

Yrpo3a ucnosnan3o-
BaHUs UHGPOPMAIUH
uaeHTuGuKarmm/a-
yTeHTU(HUKALIUH, 3a-
JIAHHOU 10 ymoJya-
HUIO

a3k (10)

BbIcOKas (10)

oueHb BbIcokas (1.0)

BBICOKas1

Ja

13.

YBN.031

Yrposa ucnosn3o-
BaHHS MEXaHN3MOB
ABTOPHU3AIUH JIJIS 110~
BBIIIICHUS TIPHUBUJIE-
97051

amr3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

BBICOKas

Ja

14.

YBH.034

Yrpo3a ucnonb3o-
BaHM ciabocTei
IIPOTOKOJIOB CETEBO-
ro/JI0KaJIbHOI'0 O0OMe-
Ha JAHHBIMH

Hu3kui (10)

BBICOKas (10)

oueHb BbIcoKas (1.0)

BBICOKas

Ja

15.

YBH.049

VYrpo3za HapyieHus
LETOCTHOCTH JaHHBIX
Kela

Hu3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

CpeaHssa
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MOJIEJIb YTPO3

n/n

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocts (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

16.

YBH.051

Yrpo3a HEBO3-
MOXHOCTH BOCCTa~
HOBJIEHUSI CECCUU pa-
6ot1bl Ha [I1DBM nipu
BBIBOJIE U3 MTPOMEXKY-
TOYHBIX COCTOSTHUI
MMUTAHUS

Hu3kwi (10)

MasioBeposTHO (0)

cpenusist (0.5)

CpemHss

17.

YBN.053

VYrpo3a HeBO3-
MO>KHOCTH yTIpaBJie-
HUA IIpaBaMU I10JIb=
3oBareneit BIOS

Hu3kwi (10)

cpensst (5)

BeIcoKas (0.75)

BBICOKaA

Ja

18.

YBU.067

Yrpo3a HerpaBoMep-
HOT'O 03HAKOMJIEHUS
C 3aIMIIaeMON UH-
dhopmartueit

a3k (10)

BbIcOKas (10)

oueHb Bbicokas (1.0)

BBICOKas1

Ja

19.

YBUN.071

Yrpo3a HecaHKIIU-
OHHPOBAaHHOTO BOC-
CTaHOBJICHUA y/a-
JIEHHOW 3alUIIaeMOl
nHpOPMAITHH

amr3kui (10)

HH3Kas (2)

cpenusst (0.6)

BBICOKas

Ja

20.

YBU.074

Yrpo3a HecaHKIIU-
OHUPOBAHHOTI'O JI0C-
TyIla K ayTeHTU(UKA-
IUOHHOHN HH}OpMa-
LUU

au3kui (10)

BBICOKas (10)

oueHb BbIcoKas (1.0)

BBICOKas

Ja

21.

YBH.086

Yrpo3a HecaHKIU-
OHHPOBAHHOT'O M3Me-
HEHUS ayTeHTH(HKa-
IMOHHOM HH}pOpMa-
LIUH

Hu3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

CpeaHssa

22.

YBHN.088

VYrpo3a HecaHKIH-
OHHPOBAHHOTO KO-
MUPOBAaHUS 3aIIMIIA-
eMoil nHdopmManyu

Huzkuit (10)

BbIcOKas (10)

oueHb Bricokas (1.0)

BBICOKasda
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MOJIEJIb YTPO3

n/n

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocTh (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

23.

YBH.089

Yrpo3a HecaHKIH-
OHHPOBAHHOIO pe-
JTAKTUPOBAHUS peec-
Tpa

Hu3kwi (10)

cpenusst (5)

BoIcoKas (0.75)

BbICOKasA

Ja

24,

YBH.090

Yrpo3a HecaHKIIU-
OHHPOBAHHOT'O CO3-
JIaHUs y4E€THOM 3a-
ITMCH TI0JIb30BATES

Hu3kwi (10)

BbIcokas (10)

oueHb Bbicokas (1.0)

BbICOKasA

Ja

25.

YBHN.091

Yrpo3a HecaHKIIU-
OHHMPOBAHHOTO yJa-
JICHUS 3allMUIIaeMOn
rHpopmarun

Hu3kwi (10)

BbIcokas (10)

oueHb BbIcokas (1.0)

CpemHss

Ja

26.

YBN.093

Yrpo3a HecaHKIIU-
OHHPOBAHHOTO YII-
paBieHus 0ydhepom

a3k (10)

cpenasst (5)

BbIcOKas (0.75)

BBICOKas1

217.

YBU.100

Yrpoza obxona He-
KOPPEKTHO HAaCTPO-
E€HHBIX MEXaHU3MOB
ayTeHTH(UKAITIT

amr3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

BBICOKas

28.

YBU.113

VYrpo3za nepesarpy3ku
anmapaTHBIX U TIPOT-
paMMHO-anmapaTHBIX
CPEICTB BHIYHMCITH-
TEJIbHON TEXHUKHU

amr3kui (10)

Huskas (2)

cpenusst (0.6)

cpemHsst

Ja

29.

YBU.115

Yrpoza nepexsata
BBOJIMUMOU U BBIBOIU-
Moii Ha iepudepuii-
HBIE YCTPOWCTBA UH-
hopmarun

Hu3kui (10)

HH3Kas (2)

cpemass (0.6)

BBICOKas

Ja

30.

YBH.121

VYrpoza noBpexnue-
HUS CHCTEMHOTI'O pe-

ecTpa

Hu3kui (10)

cpemHss (5)

BBICcOKas (0.75)

CpeaHssa
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MOJIEJIb YTPO3

n/n

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocts (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

31.

YBU.124

VYrposa noaaenku 3a-
MHUCEN )KypHaa pe-
TUCTpAIK COOBITHI

Hu3kui (10)

cpenuss (5)

BbIcoKas (0.75)

CpemHssa

Ja

32.

YBH.133

Yrpo3a nony4ueHus
CBEJICHU O BJIaJI€Tb-
11e 0eCIpPOBOIHOTO
YCTpOICTBA

Hu3kwi (10)

MasioBeposiTHO (0)

cpenusist (0.5)

BbICOKasA

Ja

33.

YBN.143

Yrpo3a nporpaMmMHO-
T'O BEIBEIEHUS 13
CTpOSI CPEJICTB Xpa-
HeHHs1, 00paboTKu U
(vn) BBOJA/BBI-
BOja/lepeayy HH-
hopmarm

Hu3kwi (10)

HU3Kas (2)

cpensist (0.6)

CpemHssa

Ja

34.

YBU.152

Yrposa yaaneHus a-
yTeHTU(UKALIOHHON
nHpOPMAITIH

a3k (10)

cpenusst (5)

BbIcOKas (0.75)

BBICOKas

Ja

35.

YBU.157

Yrpoza ¢puznaeckoro
BBIBEJICHUS U3 CTPOS
CPEJICTB XpaHEHHS,
00paboTKH U (WJIH)
BBOJIa/BBIBOIA/TIE-
penadu nHPOPMAIHN

amr3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

cpemHsst

Ja

36.

YBU.158

Yrpoza ¢popmatupo-
BaHUS HOCUTENEW UH~
dhopmarun

Hu3kui (10)

BBICOKas (10)

oueHb BbIcoKas (1.0)

cpenHsist

Ja

37.

YBH.160

Yrpo3a xunieHus
CPEJICTB XpaHEHHUS,
00paboTku u (W)
BBOJA/BBIBOIA/TIE-
penavu HHGOpMAaIu

Hu3kui (10)

BBICOKas (10)

oueHb BbIcokas (1.0)

BBICOKasd

Ja
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MOJIEJIb YTPO3

n/n

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocts (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

38.

YBUN.162

VYrposa skcriyara-
uuu nUpoBoOH mos-
MIMCH TIPOTPaMMHOT0
Koz

Hu3kwi (10)

MasioBeposTHO (0)

cpenusist (0.5)

BbICOKasA

Ja

39.

YBU.168

Yrpoza «kpaxu»
Y4ETHOH 3alUCH J10C-
TyIla K CETEBBIM Cep-
BHCaM

Hu3kwi (10)

HU3Kas (2)

cpenusist (0.6)

BbICOKasA

Ja

40.

YBU.170

Yrpo3a HerpaBoMep-
HOTro mH(pPOBaAHUS
rHpopmarun

Hu3kwi (10)

BbIcOKas (10)

oueHb BbIcoKas (1.0)

CpemHssa

Ja

41.

YBU.177

Yrposa Hemnoja-
TBEPKJIEHHOIO BBOJIA
TaHHBIX OTIePaTOpOM
B CHCTEMY, CBSI3aH-
HylI0 ¢ 6e3ommac-
HOCTBIO

a3k (10)

MajioBeposTHO (0)

cpenusist (0.5)

cpemHsist

Ja

42.

YBU.178

Yrpo3a HecaHKIIU-
OHHPOBAaHHOTO HC-
MTOJTE30BAHUS CHC-
TEMHBIX U CEeTEeBBIX
YTHIUT

amr3kui (10)

HH3Kas (2)

cpenusist (0.6)

BBICOKas

Ja

43.

YBU.179

Yrpo3a HecaHKIU-
OHHPOBAHHOH MO-
TUUKAITAH 3aIInIa-
eMoi nHhopMaIn

au3kui (10)

BBICOKas (10)

oueHb BbIcoKas (1.0)

cpenHsist

Ja

44,

YBH.180

Yrpoza oTkasza nog-
cucTeMbl obecre-
YeHUs TeMIlepaTyp-
HOI'0 peXHMa

Hu3kui (10)

cpemass (5)

BbIcOKas (0.75)

CpeaHssa

45.

YBU.182

VYrposza ¢puznueckoro
ycTapeBaHUs anmna-
PaTHBIX KOMIIOHEH-
TOB

Huzkuit (10)

MasoBeposTHO (0)

cpemnss (0.5)

CpemHss

Jla
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MOJIEJIb YTPO3

n/n

HNnentuguxarop
YIpo3bl

HauMmeHoBaHue
YIpo3bI

YpoBeHb HCXOIHOM
3alMIIeHHOCTH
(Y1)

BepositHocts (Y2)

Bo3moxHOCTH pea-
auszanuu (Y)

OnacHocrth

AKTyaJqbHOCTb

46.

YBU.185

Yrpo3a HecaHKIH-
OHMPOBAHHOI'O U3ME-
HEHHS TTapaMeTpoB
HAaCTPOWKHU CPEICTB
3aIyThl HHPOpMa-
017018

Hu3kwi (10)

Hu3Kas (2)

cpenusist (0.6)

BbICOKasA

Ha

47.

YBHN.191

Yrpo3a BHenpeHuUs
BPEOHOCHOI'0 KOJIa B
TUCTPUOYTHB TIPOT-
pamMMmHOro obecre-
YeHUsI

auskuii (10)

MajioBeposiTHO (0)

cpenusist (0.5)

BbICOKaA

Ja

48.

YBUN.192

Yrpo3za nucronp3o-
BaHUA YSI3BUMBIX
BEpCcUM TporpaMMHO-
ro obecredeHust

a3k (10)

Hu3Kas (2)

cpenusist (0.6)

BBICOKas1

Ja

49.

YBN.205

Yrpo3a HapylieHus
paboTHI KOMIIBIOTEPA
1 OJIOKHPOBAHUS
JIOCTYTIA K €0 JIaH-
HBIM 13-32 HEKOPPEK-
THOU paboTHI ycTa-
HOBJICHHBIX Ha HEM
CPEJICTB 3aIIUTHI

amr3kui (10)

MajioBeposiTHO (0)

cpenusst (0.5)

cpemHsst

Ja

50.

YBH.209

Yrpo3a HecaHKIU-
OHUPOBAHHOT'O J0C-
Tyna K 3alluiiaeMon
aMsATU sApa mpouec-
copa

au3kui (10)

HH3Kas (2)

cpenass (0.6)

BBICOKas

Ja
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MOJIEJIb YTPO3
Ne NpenTuduxarop HaumeHnoBanmue YpoBens ucxonnoi Bo3moxHOCTH pea-
3 3alMIIEHHOCTH BepositHocts (Y2) OnacHocrth AKTYyaJIbHOCTh

n/n YIpo3bl YIpo3bl (Y1) Juzanui (Y)
51. | YBU.211 Yrpo3a ucrnonb3o-

BaHUS HEMPOBEPEH-

HBIX MTOJIH30BATENb-

CKUX JIAHHBIX TPH

(dhopMUPOBaHUU KOH-
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	1. Сокращения
	2. Термины и определения
	2.1. Автоматизированная система – система, состоящая из персонала и комплекса средств автоматизации его деятельности, реализующая информационную технологию выполнения установленных функций.
	2.2. Автоматизированное рабочее место – программно-технический комплекс АС, предназначенный для автоматизации деятельности определенного вида.
	2.3. Безопасность персональных данных – состояние защищенности персональных данных, характеризуемое способностью пользователей, технических средств и информационных технологий обеспечить конфиденциальность, целостность и доступность персональных данны...
	2.4. Блокирование персональных данных – временное прекращение обработки персональных данных (за исключением случаев, если обработка необходима для уточнения персональных данных).
	2.5. Вирус (компьютерный, программный) – исполняемый программный код или интерпретируемый набор инструкций, обладающий свойствами несанкционированного распространения и самовоспроизведения. Созданные дубликаты компьютерного вируса не всегда совпадают ...
	2.6. Вредоносная программа – программа, предназначенная для осуществления несанкционированного доступа и (или) воздействия на персональные данные или ресурсы информационной системы персональных данных.
	2.7. Вспомогательные технические средства и системы – технические средства и системы, не предназначенные для передачи, обработки и хранения персональных данных, устанавливаемые совместно с техническими средствами и системами, предназначенными для обра...
	2.8. Доступ к информации – возможность получения информации и ее использования.
	2.9. Закладочное устройство – элемент средства съема информации, скрытно внедряемый (закладываемый или вносимый) в места возможного съема информации (в том числе в ограждение, конструкцию, оборудование, предметы интерьера, транспортные средства, а так...
	2.10. Защищаемая информация – информация, являющаяся предметом собственности и подлежащая защите в соответствии с требованиями правовых документов или требованиями, устанавливаемыми собственником информации.
	2.11. Идентификация – присвоение субъектам и объектам доступа идентификатора и (или) сравнение предъявляемого идентификатора с перечнем присвоенных идентификаторов.
	2.12. Информация – сведения (сообщения, данные) независимо от формы их представления.
	2.13. Информационная система – совокупность содержащейся в базах данных информации и обеспечивающих ее обработку информационных технологий и технических средств.
	2.14. Информационная система персональных данных – совокупность содержащихся в базах данных персональных данных и обеспечивающих их обработку информационных технологий и технических средств.
	2.15. Контролируемая зона – пространство, в котором исключено неконтролируемое пребывание сотрудников и посетителей оператора и посторонних транспортных, технических и иных материальных средств.
	2.16. Модель нарушителя – абстрактное (формализованное или неформализованное) описание нарушителя правил разграничения доступа.
	2.17. Модель угроз – физическое, математическое, описательное представление свойств или характеристик угроз безопасности информации.
	2.18. Нарушитель безопасности персональных данных – физическое лицо, случайно или преднамеренно совершающее действия, следствием которых является нарушение безопасности персональных данных при их обработке техническими средствами в информационных сист...
	2.19. Недокументированные (недекларированные) возможности – функциональные возможности средств вычислительной техники, не описанные или не соответствующие описанным в документации, при использовании которых возможно нарушение конфиденциальности, досту...
	2.20. Несанкционированный доступ, несанкционированные действия – доступ к информации или действия с информацией, осуществляемые с нарушением установленных прав и (или) правил доступа к информации или действий с ней с применением штатных средств информ...
	2.21. Носитель информации – физическое лицо или материальный объект, в том числе физическое поле, в котором информация находит свое отражение в виде символов, образов, сигналов, технических решений и процессов, количественных характеристик физических ...
	2.22. Обезличивание персональных данных – действия, в результате которых становится невозможным без использования дополнительной информации определить принадлежность персональных данных конкретному субъекту персональных данных.
	2.23. Обработка персональных данных – любое действие (операция) или совокупность действий (операций), совершаемых с использованием средств автоматизации или без использования таких средств с персональными данными, включая сбор, запись, систематизацию,...
	2.24. Объект информатизации – совокупность информационных ресурсов, средств и систем обработки информации, используемых в соответствии с заданной информационной технологией, средств обеспечения объекта информатизации, помещений или объектов (зданий, с...
	2.25. Оператор – государственный орган, муниципальный орган, юридическое или физическое лицо, самостоятельно или совместно с другими лицами организующие и (или) осуществляющие обработку персональных данных, а также определяющие цели обработки персонал...
	2.26. Операционная система – совокупность системных программ, предназначенная для обеспечения определенного уровня эффективности системы обработки информации за счет автоматизированного управления ее работой и предоставляемого пользователю определенно...
	2.27. Персональные данные – любая информация, относящаяся к прямо или косвенно определенному или определяемому физическому лицу (субъекту персональных данных).
	2.28. Перехват (информации) – неправомерное получение информации с использованием технического средства, осуществляющего обнаружение, прием и обработку информативных сигналов.
	2.29. Побочные электромагнитные излучения и наводки – электромагнитные излучения технических средств обработки защищаемой информации, возникающие как побочное явление и вызванные электрическими сигналами, действующими в их электрических и магнитных це...
	2.30. Пользователь – лицо, участвующее в функционировании информационной системы персональных данных или использующее результаты ее функционирования.
	2.31. Правила разграничения доступа – совокупность правил, регламентирующих права доступа субъектов доступа к объектам доступа.
	2.32. Программная закладка – скрытно внесенный в программное обеспечение функциональный объект, который при определенных условиях способен обеспечить несанкционированное программное воздействие. Программная закладка может быть реализована в виде вредо...
	2.33. Программное обеспечение – совокупность программ системы обработки информации и программных документов, необходимых для эксплуатации этих программ.
	2.34. Распространение персональных данных – действия, направленные на раскрытие персональных данных неопределенному кругу лиц.
	2.35. Ресурс информационной системы персональных данных – именованный элемент системного, прикладного или аппаратного обеспечения функционирования информационной системы персональных данных .
	2.36. Средства криптографической защиты информации (шифровальные (криптографические) средства, криптосредства, СКЗИ) – средства вычислительной техники, осуществляющие криптографическое преобразование информации для обеспечения ее безопасности.
	2.37. Средство защиты информации – техническое, программное, программно-техническое средство, вещество и (или) материал, предназначенные или используемые для защиты информации.
	2.38. Средства вычислительной техники – совокупность программных и технических элементов систем обработки данных, способных функционировать самостоятельно или в составе других систем.
	2.39. Субъект доступа – лицо или процесс, действия которого регламентируются правилами разграничения доступа.
	2.40. Технический канал утечки информации – совокупность носителя информации (средства обработки), физической среды распространения информативного сигнала и средств, которыми добывается защищаемая информация.
	2.41. Угроза безопасности – совокупность условий и факторов, создающих потенциальную или реально существующую опасность нарушения безопасности информации.
	2.42. Угрозы безопасности персональных данных – совокупность условий и факторов, создающих опасность несанкционированного, в том числе случайного, доступа к персональным данным, результатом которого может стать уничтожение, изменение, блокирование, ко...
	2.43. Уничтожение персональных данных – действия, в результате которых становится невозможным восстановить содержание персональных данных в информационной системе персональных данных и (или) в результате которых уничтожаются материальные носители перс...
	2.44. Утечка (защищаемой) информации по техническим каналам – неконтролируемое распространение информации от носителя защищаемой информации через физическую среду до технического средства, осуществляющего перехват информации.
	2.45. Уязвимость – некая слабость, которую можно использовать для нарушения системы или содержащейся в ней информации.
	2.46. Целостность информации – состояние информации, при котором отсутствует любое ее изменение либо изменение осуществляется только преднамеренно субъектами, имеющими на него право.
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	4.1. В информационная система персональных данных «Обращения граждан» (далее – ИСПДн «Обращения граждан») осуществляется обработка ПДн.
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